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Product codes

Given Cy : [n1, k1] and Ca : [ng, ko], a codeword in the product code
C1 X Cy is shown in the figure (with 1 = ny — k1, 19 = na — ka).
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Checks on checks

columns L T .
® Assume product code matrix is
A ng—lng—1 _
c= {CSt s=0, t=0 — [c07c17"',c’n171}-
o ko Raw
® Assume we encode columns first, and i Data NP

let the (systematic) generator matrix of Cy
be [k, xk1 | Ak, x (ny—ky) ]- When encoding rows,
a typical element in the redundancy columns is ’ 1 A cnecks
= N
Cs,t = Z CsnAni—k,, 0<s<no, ki <t<mni,
h=0

Therefore,

42/117



Checks on checks

columns L T .
® Assume product code matrix is
A ng—lng—1 _
c= {CSt s=0, t=0 — [c07c17"',c’n171}-
o ko Raw
® Assume we encode columns first, and i Data NP

let the (systematic) generator matrix of Cy
be [k, xk1 | Ak, x (ny—ky) ]- When encoding rows,
a typical element in the redundancy columns is : 1 A cnecks
= N
Cs,t = Z CsnAni—k,, 0<s<no, ki <t<mni,
h=0

Therefore,

® Redundancy columns are linear combinations of codewords in C2 = they
too are codewords in Co.
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Checks on checks

columns L T .
® Assume product code matrix is
-y ng—1ln;—1 _
C* {Cst}s:()’ t=0 - [c07c17"',c’n171}-
o ko Raw
® Assume we encode columns first, and i Data NP

let the (systematic) generator matrix of Cy
be [k, xk1 | Ak, x (ny—ky) ]- When encoding rows,
a typical element in the redundancy columns is 1 A cnecks
= N
Cs,t = Z CsnAni—k,, 0<s<no, ki <t<mni,
h=0

Therefore, Ky 1

ct = E Ant—kiCh -
h—0

® Redundancy columns are linear combinations of codewords in C2 = they
too are codewords in Co.

® “Checks on checks” satisfy both the C; and C> constraints.

® They are uniquely determined by the “checks on columns” region
and also by the “checks on rows" region == they are the same
regardless of whether columns or rows are encoded first.
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Code interleaving
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® Special case of a product code with k; = n; (no redundancy on
rows).

43/117



Code interleaving
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® Special case of a product code with k; = n; (no redundancy on
rows).

® Useful for correcting burst errors (bursts run in the row direction).
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Code interleaving
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on columns

® Special case of a product code with k; = n; (no redundancy on
rows).

® Useful for correcting burst errors (bursts run in the row direction).

® Can correct any burst of length < ny7 =ny|(ds — 1)/2] using
straightforward error correction of columns with Cy
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Burst correction with product codes

® Cn: [nn kn =nn—rn)], Coi [Ny ky =ny — 1)
® Product code Cj, x C,:

|
oy |

!
T
} k, e ry —|

Raw
T Data \\ Checks on rows
B (code C;,)
n, \
‘ ; ~———Bursts
e
4y A N Checks
on checks

Checks on columns (code C,)

® Qverall redundancy R = rpn, + rynp, — TaTy.
® (), and C, assumed to be MDS codes (e.g. GRS).
® Data sent through a bursty channel row by row.
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A decoding strategy for bursts

® Use C, to detect corrupted rows, mark as erased.

® Use C, to correct errors and erasures, using the location information
provided by Cj,.

n, - | fe— 7 —

i

B Error locations in codeword of C, Syndromes of C,

® Choose

® 1y, so that Prob(Cj, misses a corrupted row) (o< ¢~ ) is “small
enough.”
® r, so that Prob(more than r, corrupted rows) is “small enough.”
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How about random errors?

I |
I ny |
| ky < ry —|

D T Em
Raw m
Data =] K\ Checks on rows
X a (code G,)
n, ' L ' I
i T Bursts
m m
5 ;
r, 3 \ " Checks
- v ‘ on checks
* Checks on columns (code C,)

® Use part of the redundancy of Cj, to attempt correction. In the
figure, the marked column may be uncorrectble by C, alone.
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® Use part of the redundancy of Cj, to attempt correction. In the
figure, the marked column may be uncorrectble by C, alone.

® Residual redundancy in Cj, should be sufficient to correct bursts.

® An iterative, GMD-like procedure can be used.
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How about random errors?
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® Use part of the redundancy of Cj, to attempt correction. In the
figure, the marked column may be uncorrectble by C, alone.

Residual redundancy in Cj, should be sufficient to correct bursts.

® An iterative, GMD-like procedure can be used.

Can be useful in distributed storage where rows are local and
columns are global (distributed). Random errors are handled locally.
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How about random errors?

|
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Raw m
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X a (code G,)
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* Checks on columns (code C,)

® Use part of the redundancy of Cj, to attempt correction. In the
figure, the marked column may be uncorrectble by C, alone.

® Residual redundancy in Cj, should be sufficient to correct bursts.
® An iterative, GMD-like procedure can be used.

® Can be useful in distributed storage where rows are local and
columns are global (distributed). Random errors are handled locally.

® We will focus on burst-only correction for now, will get back to
random errors at the end.
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Probabilistic decoding

® Assumption: Received data in burst region is uniformly distributed
over GF(q).

® Decoding does not guarantee correction of all error patterns affecting
7, rows or less. For that, redundancy > 2n;r, would be required.

e Instead, we allow a small probability (< g~"™") of missing a pattern
of < r, rows.
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Why is this scheme inefficient?

H !
I

® C;, uses 1, check symbols for each row to determine whether the
row is corrupted.

® That way, Cj, can inform C, about any combination of up to n,
corrupted rows.

® But C, can correct only up to r, erasures = it can only handle up
to r, corrupted rows!

® |nformation about combinations of r, 4+ 1 or more corrupted rows is
useless for C,,.

® But we are paying for that information ...
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Reference

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 44, NO. 4, JULY 1998

Reduced-Redundancy Product
Codes for Burst Error Correction

Ron M. Roth and Gadiel Seroussi

Abstract—In a typical burst error correction application of
a product code of n, X nj, arrays, one uses an [ny. ny, — ry]
code (), that detects corrupted rows, and an [n..n, — r.]
code C, that is applied to the columns while regarding the
detected corrupted rows as erasures. Although this conventional
product code scheme offers very good error protection, it contains
excessive redundancy, due to the fact that the code C), provides
the code C, with information on many error patterns that exceed
the correction capability of C... In this work, a coding scheme is
proposed in which this excess redundancy is eliminated, resulting
in significant savings in the overall redundancy compared to the
conventional case, while offering the same error protection. The
redundancy of the proposed scheme is 7,7 + 7y, (In 7. + 0 (1)) +
rv, where the parameters 7, and r, are close in value to their
counterparts in the conventional case, which has redundancy
nyry + nery — ryre. In oparticular, when the codes Cy, and
Cy have the same rate and r, < ny, the redundancy of the
proposed scheme is close to one-half of that of the conventional
product code counterpart. Variants of the scheme are presented
for channels that are mostly bursty, and for channels with a
combination of random errors and burst errors.

Index Terms— Array codes, generalized concatenated codes,
product codes, superimposed codes.

1395
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A coding scheme that eliminates “redundant” redundancy

® Forget (for the time being) the check symbols of Cp,.

® For each row, compute a syndrome with respect to Cj, (as if the row
was a "received word"), forming a syndrome array.

Syndrome : Syndrome
array X array
| E %
1
— | 3
no | = n
1
1
1
1
ny Iy | ry
Before After

® Comparing the syndromes before and after the channel, each
syndrome changed corresponds to a corrupted row.

® In each column of the syndrome array, the number of “errors” is at
most the number of corrupted rows in the main array.
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Using the syndrome array to locate error patterns

® Suppose every column in the syndrome array
is a code block in an ECC (Cy) capable of G722
correcting r,, errors.

® Then, we can locate up to 7, corrupted rows.

® As before, 1), is chosen so that the

misdetection probability of a row (o< ¢="™) is r
small enough. —X
Syndrome
array

® How do we make the columns of the syndrome array codewords in
the required ECC?
® We need a redundancy of 2r, to correct r, errors in each column
— we need a total of 27,7, check symbols in the syndrome array.
® But, with our current assumptions, we have no freedom: the
syndrome array is completely determined by the main array ...
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How to get the needed redundancy in the syndrome array

Main
array

"y

Raw
Data

Syndrome
array

® The columns of the syndrome array are linear combinations of
codewords in C,, = they are codewords of C,, = each contains
redundancy r,, for a total of r,r, in the array.

® We need r,7, more.
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Review: Useful properties of GRS codes

1 1 1

[e%] (6% Qn

of a3 ay,

H =

r’—1 r’—1 r—1
[(e%} Qy (079

r—1 r—1 r—1
o Qg Qy,

® GRS codes are nested. The code with redundancy ' contains the
code with redundancy r > 7’/

® Cy will be a subcode of C,, obtained by adding r, parity checks to
the r, already in C,.

® Systematic parity-check matrix: Hgys = [A| I, |. Here, the last r
coordinates of the code are parity checks. However, any subset of
r =n — k coordinates can be taken as parity check symbols.

® If 5 is chosen as a parity check location then we can write
ci + Zj#i hj,iCj =0.
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Imposing a redundancy check on the syndrome array

: aw
Main gata Syndrome
array array
— r,
® For the marked symbol in the syndrome array, from Cj,:
Cox S0x np—2
h
" _ S0, -1 = Comp—1+ Y hih)—l,jCOJ' (%)
’I“hfl 1 j:0
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Imposing a redundancy check on the syndrome array

Raw
Data Syndrome

array array

Main

— I,

® For the marked symbol in the syndrome array, from Cj,:

ny—2
h

50,r,—1 = CO,nj—1 + Z hih)—l,jcﬂ,j . (*)

j=0

® Say we want to impose an additional parity check on the syndrome array
Ny—1
0

50,r,—1 1 Z h((),;‘sjvmfl =0. (%)

j=1
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Imposing a redundancy check on the syndrome array

. Raw
Main Dot Syndrome

array array

— I,

® For the marked symbol in the syndrome array, from Cj,:
ny—2

80,7, —1 = Conj—1 + E hrh_mcﬂ,] (%)

® Say we want to impose an additional parity check on the syndrome array

Ny—1
50,r,—1 1 Z h 5] rp—1=0. (%)
) ] linear function of
® Plugging so,r,—1 from (x) in (xx) Cij,1>0
np—2 Ny—1 /
0)
Cco nh_1—|— Z h'rh 1]0073 + Z h(()]SJ,rh—l =0.

Jj=1
Equ1valent to imposing a parity check on co,n,;, —1.
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Imposing redundancy checks on the syndrome array

Main
array

Raw
Data

np—2

rh—1,

Conp,—1+ Z h(h)
=0

ny—1

Syndrome
array

0
05+ D hE) s -1 =0.
j=1

® Extends similarly to a full row of the syndrome array (imposing the same
parity check constraint).

Equivalent to imposing parity checks on con), —r), -.. Conj, —1-
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Imposing redundancy checks on the syndrome array

I
) Raw
Main Bt Syndrome
array array
—_— }’\
np—2 ny—1

Co,np—1 T+ Z hi‘z)—l,jCOJ + Z h(()(,)J)'Sjmh—l =0.
j=0 j=1

® Extends similarly to a full row of the syndrome array (imposing the same
parity check constraint).

Equivalent to imposing parity checks on con), —r), -.. Conj, —1-
® Extends to several rows of the syndrome array (imposing a different parity

check constraint for each row). The row locations are arbitrary, except for
the last r, rows, which are already taken.
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How to get the needed redundancy in the syndrome array

Main Raw

Syndrome
array Data o

)

rr
s — 7, Sl

® The additional required redundancy r,7, can be placed in the 7,
shaded entries.

® Total redundancy R’ = rynp, + rpry (/= rn), compared with
R = rpny + rynp — rpry (R 2rn) in conventional product codes
(r<n).
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Decoding

——

Main Syndrome

array ,— array

® Upon receipt of a possibly corrupted n; x n,, array.
® Use Cp, on the rows of the main array to compute the syndrome array.
® Use Cy to locate up to 7, errors in each column of the syndrome
array. This gives the locations of the corrupted rows of the main
array. Declare those rows erased.
® Use C, to correct up to r, erasures in the columns of the main array.

57 /117



Encoding

® Stage 1:
® Compute C, checks for the first n;, — r, columns.
® Accumulate partial C, syndromes for the corresponding partial rows.
® Save the last 27, rows of partial C;, syndromes.

Main
array

A

_/

C,-Checks
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® Stage 2:
® Complete Cj, syndromes for the first n, — 2r, rows.
® Compute Cy checks for the above Cj, syndromes.
® Add the computed Cy checks to the saved partial syndromes from
Stage 1, and store in coded array.

C,, syndromes

saved
syndromes

C, checks
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Progressive redundancy

Additional redundancy reduction:

(] V7 -
Decode the columns of the syndrome array one by 7
/0 LA LSS s
one.
® Errors located in the first column can be marked Arzz77777 n,

as erasures in the second column = second
column needs less redundancy.

® Similarly for the rest of the columns. v

—_
order of processing

Raw
Data

/_ ry / Redundancy

in syndrome
v array
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Progressive redundancy

Components:
® (C,, satisfying the MDS supercode property:

) MDS for all
Parity  check Jrows 1< j<ry,
matrix of Cp, -
® A nested family of r;, + 1
“vertical” codes
1
ChCcCiC--CCjC--CCp,=Cy. Raw "
0 J Th v Data -

® Redundancies of the C;:

® r;=ry,+ [rn/j] —1 but
not greater than 2r,. Total redundancy:

® designed to minimize R" < rynptry (ln 7’1;"‘0(1))4'7’1; .
redundancy for a given
miscorrection probability.
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Redundancy summary

Scheme Redundancy

Conventional Tulp + TRy — ThTy
Constant redundancy TyNp + TRTy

Progressive redundancy | r,ns + r(Inr, + O(1)) + 7,

® Example: for a so-called “cut-off row-error channel,” with
Prob(10 — row burst) = 1073, targeting Prob(array error) = 10717,
Parameters: n;, = 96, n, = 128, r, = 10.
Scheme Redundancy
Conventional 1786 (rp, = T7)
Constant redundancy 1030 (rp, =7)
Progressive redundancy | 986 (r, = 8)
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Handling random errors

}
] L

Iy

® Add explicit redundancy for Cj,
® handles combined burst and random errors.
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Handling random errors

® Assumption: In addition to burst errors, we handle at most s
random errors in an array, with at most ¢ in each row.

® Strategy:
® |Increase the redundancy of Cj, by 2t.
® |ncrease the redundancy of Cy by 2s.
® Correct r, + s errors with Cp, and t errors per corrupted row with Cp,.
® The increased redundancy of Cy may result in increased decoder
hardware complexity. Possible trade-offs of complexity vs.
redundancy are:
® Reduce the parameters nj; and n.,, to decrease the values of s, t,
and 7.
® Handle random errors with “explicit” redundancy in Cp, as in
conventional product codes.
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