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THE CONSTRAINED IOT



Internet of Things
General Introduction

"Internet of Things" (IoT) Paradigm ~ 1999
• Adding Network and Sensing capabilities to unconnected things
• IoT devices are interfaces between physical and digital realms
• IoT system: many devices providing a "service"

• App: Smart City, Agriculture, Industry 4.0, Transportation ...
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Internet of Things
Heterogeneous
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Internet of Things
Connectivity and Interoperability: Standards

• Internet Architecture
• Goal: transport data of an application anywhere in the world.
• OSI: 7 Layers, stacked on top; each layer relies on the services provided by the lower ones.

• Convergence towards a reduced set of protocols and standardization of data representation

7-Nov-22
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Constrained IoT
Definitions and context

• Among the heterogeneous IoT, we focus on constrained IoT
• C. Devices: limited energy, processing power, or memory
• C. Networks: bandwidth, reliability, or topology stability

• Challenges: standard protocols need to be adapted

• The IETF defines in RFC7228 * a terminology for constrained-node networks

7-Nov-22

* Being updated https://datatracker.ietf.org/doc/html/draft-ietf-lwig-7228bis-00#section-3
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Constrained IoT
Interconnection Possibilities
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Fig. Interconnection possibilities, depending on device Class (Fig. From [LTN])
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Constrained IoT
Protocols stack

7-Nov-22

Fig. Main Internet protocols stack Fig. IoT protocols stack
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Constrained IoT
Interoperability levels

• Different levels of interoperability (higher the layer, the higher level)
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Fig. Levels of Conceptual Interoperability Model (LCIM)* (Fig. From [LTN])

* Andreas TOLK et James AMUGUIRA . “The levels of conceptual interoperability model”.
In : Proceedings of the 2003 fall simulation interoperability workshop. Tome 7. Citeseer. 2003, pages 1-11 (cf. page 22).

Digital Twins
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LPWANS:
FOCUS ON LORA AND LORAWAN



Introduction
Wireless Communication Technologies
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Fig. Main Wireless Communication Technologies
qualitative Distance vs Data Rate categorization

Source: https://emanuelepagliari.it/2020/10/13/internet-of-things-wireless-communication-protocols/
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LPWANs
Low-Power Wide Area Networks (LPWANs)

• Characteristics
• large coverage areas, low bandwidth,
• very small packet and application-layer data sizes,
• long battery life operation

• Star Topologies
• No need/possibility for routing (Mesh)

• LPWAN Overview RFC8376
• https://www.rfc-editor.org/rfc/rfc8376

• Ex: LoRaWAN, NB-IoT, Sigfox, Wi-SUN

7-Nov-22
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LoRA PHY
Shared Spectrum@915MHz

7-Nov-22
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LoRA PHY
Chirp Spread Spectrum

• Semtech's proprietary modulation
• Transceivers: SX127X (Device) , SX1302 (GWs)
• Has been reverse engineered (SDR)*
• Code: https://github.com/Lora-net/sx1302_hal

• Chirp Spread Spectrum
• Let's see a video... (3 min)
• https://www.youtube.com/watch?v=dxYY097QNs0

7-Nov-22

* A. Marquet et al. "Towards an SDR implementation of LoRa: Reverse-engineering, 
demodulation strategies and assessment over Rayleigh channel"
https://hal.archives-ouvertes.fr/hal-02485052
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https://www.semtech.com/products/wireless-rf/lora-connect
https://www.semtech.com/products/wireless-rf/lora-core/sx1302
http://fihttps/github.com/Lora-net/sx1302_hal
https://www.youtube.com/watch?v=dxYY097QNs0
https://hal.archives-ouvertes.fr/hal-02485052


LoRA PHY
Spreading Factors and Data Rate

• Spreading Factors and Data Rate
• Yep... another one (2min) -- https://www.youtube.com/watch?v=B580NvdXtjs

7-Nov-22
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LoRaWAN
Introduction

• LoRaWAN is a Media Access Control (MAC) layer protocol built on top of LoRa modulation
• Defined by "LoRa Alliance" -- https://resources.lora-alliance.org/technical-specifications
• Nice Intro: https://www.thethingsnetwork.org/docs/lorawan/what-is-lorawan/
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Fig. LoRaWAN Stack

[TS001] LoRaWAN® L2 1.0.4 
Specification (TS001-1.0.4)

[RP002] 1.0.4 LoRaWAN™
Regional Parameters
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https://resources.lora-alliance.org/technical-specifications
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http://Nivehttps:/www.thethingsnetwork.org/docs/lorawan/what-is-lorawan/
https://resources.lora-alliance.org/technical-specifications/ts001-1-0-4-lorawan-l2-1-0-4-specification
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LoRaWAN
Regional Parameters [RP002]

Uruguay: AU915-928 MHz Band (Also AR, BR, CL, PY; not BO)

7-Nov-22
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LoRaWAN
Architecture
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Fig. A tipical LoRAWAN Architecture
( https://www.thethingsnetwork.org/docs/lorawan/architecture/ )
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LoRaWAN
End Device Activation

• ED must be registered with a network before sending and receiving messages
• Over-The-Air-Activation (OTAA) : Dynamic Dev. Address and security keys

• Activation By Personalization (ABP): hardcoding device address and the security keys
(ties an end-device to a pre-selected network, bypassing the OTAA procedure)
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Fig. Activation By Personalisation in LoRaWAN 1.0.x
( https://www.thethingsnetwork.org/docs/lorawan/end-device-activation/ )
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(COMPACT) DATA REPRESENTATION



Introduction

• Data Serialization over the Network
• Every bit counts!

• What formats you know?
• ASCII, Base64

• Ex. Integer (10)10

• ≠ internal Rep 32-bits, 64-bits
• And if you send two integers? Delimiters

• TLV (type-length-value)

• Tradeoff: compactness vs genericity

22
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Data Serialization Formats
XML and JSON

• World Wide Web consortium (W3C) very popular encodings:
• HTML (textual data to screen) and XML (application to application)

• Others: ASN.1, YAML, JSON, CBOR
• The JavaScript Object Notation (JSON) Data Interchange Format -- RFC8259
• Concise Binary Object Representation (CBOR) -- RFC8949

7-Nov-22
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XML JSON
<consommations>

<machine name="Publique">
<expresso>4</expresso>
<long>11</long>
<capuccino>6</capuccino>

</machine>

<machine name="Recherche">
<gratuite/>
<expresso>25</expresso>
<long>18</long>
<capuccino>19</capuccino>

</machine>

</consommations>

[
{"name": "Publique",
"gratuite": false,
{

"expresso": 4,
"long": 11,
"capuccino": 6

}
}
{"name": "Recherche",
"gratuite": true,
{

"expresso": 25,
"long": 18,
"capuccino": 19

}
}

]

• JSON, 4 data types:
• Number, Text, Array, and
• Object (list of key-value pairs)

• JSON Examples
• [1, -2, 0.3, 4e1] is an array that contains 4 numbers
• [1, "2", "34"] is an array containing a number and two strings
• [1, [2, 3 , "4"]] is an array of two elements whose second element is also an array of 3 elements
• { "color": [34, 16, 3]} is an object that contains an element and the value is an array

XML-JSON example taken from : https://www.bortzmeyer.org/data-formats.html
JSON examples from [LTN]
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https://www.rfc-editor.org/rfc/rfc8259.html
https://datatracker.ietf.org/doc/html/rfc8949
https://www.bortzmeyer.org/data-formats.html


Data Serialization Formats
JSON and CBOR

• Compared to XML, JSON is much more permissive and lacks a formalism to describe the structure

• JSON for Linked Data (JSON-LD) defined by the W3C reinforces the interoperability of JSON by introducing specific keys 
describing the data structure, a reference to units, etc.

• CBOR (RFC8949) is based on JSON, and changes ASCII for binary representation
• Ex. 123 in ASCII is 3 bytes (one byte per character), but in binary we could use only one byte (0111 1011)2

- CBOR defines 8 major types which are represented by the first 3 bits of a CBOR structure
• http://cbor.io/

24
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Fig. CBOR encoding of some Integer values

Fig. CBOR Major Definitions
WSCF2022 Montevideo, UY

https://en.wikipedia.org/wiki/CBOR
http://cbor.io/


Data Serialization Formats
JSON vs CBOR – https://cbor.me
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Cayenne LPP
Introduction

Cayenne Low Power Payload (LPP)
• https://docs.mydevices.com/docs/lorawan/cayenne-lpp
• Not from a standard. body, but heavily used in Chirpstack/TTN/LoRaWAN community

Each sensor data must be prefixed with two bytes:
• Data Channel: Uniquely identifies each sensor in the device across frames (can be used for multiplexing)
• Data Type: Identifies the data type in the frame; e.g., Temperature Sensor (0x67)

7-Nov-22
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https://docs.mydevices.com/docs/lorawan/cayenne-lpp


Cayenne LPP
Data Types
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Cayenne LPP
Examples
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LAB: USE CASE



Use Case

Objective: "digital twin" of the IEEE 802.11 wireless spectrum of an area

• Measure a WiFi 802.11 AP signal in several spots
• LoRa is used to transport the measured data

• Import this empirical data in the ns-3 simulator
• (Work/tune the model with empirical data. +Partial validation?)

• Use the model/twin to predict unobserved phenomena (TBD)

7-Nov-22
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LAB: HW/SW AND ARCHITECTURE



What you have
HW/SW and Architecture

ED – LoPy4
(IoT node)

7-Nov-22
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GW
(Dragino)

LNS+AS APP

HTTP+JSONUDP+JSON+
[MAC+CLPP]

WSCF2022 Montevideo, UY

https://www.chirpstack.io/
https://thingsboard.io/


LoPy4
ED: LoPy4

• Quite powerful (>= Class 2) ESP32
• RF: WiFi, LoRA, BT, Sigfox
• Runs micropython -- https://micropython.org/
• Tutorials:

• https://docs.pycom.io/gettingstarted/
• https://alepycom.gitbooks.io/pycom-documentation/

• SW Install Visual Studio Code + Node.js
• Examples code : https://github.com/renzoe/2022-10-

WSCF2022PUB
• We have to configure the LoRaWAN's Data Rate/SF, Join Keys, etc.

7-Nov-22
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Chirpstack
APP and Device Configuration

Checklist
• Add Device Profile

• Region, Codec (Cayenne LPP)

• Add Application
• Integration TTB

• Add Device
• Activation (Dev Addr, NSKey, AppSKey)
• Config : Disable Frame Cnt Validation
• Integration TTB : ThingsBoardAccessToken

(Conf->Variables)

7-Nov-22
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The Things Board
Device Credentials
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The Things Board
Create Dashboards
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QUESTIONS?
LET'S GO WORK!
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