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IEEE Std 802.15.4™-2015

B LR-WPAN (Low Rate WPAN_____

define:
® PHY: capa fisica IEEE Standard for Low-Rate
® MAC: subcapa de accesg "retes Netwerks
al medio
M versiones:
® 2003, 20006, 2011, 2015
B Enmiendas: G s
® 302.15.4e-2012 ;i N
¢ 802.15.49-2012
B vigentes:
® 802.15.40-2016 (ULP PH' &¥Fme g

IEEE GET Program

s |


https://ieeexplore.ieee.org/browse/standards/get-program/page/series?id=68
https://ieeexplore.ieee.org/document/7460875

IEEE 802.15.4: funciones

B PHY H MAC

® Tx & Rx datos ® channel access

® ED: energy ® frame validation
detection ® acknowledged

® LQI: link quality frame delivery
Indication ® pbeacon

® channel selection Mmanagement

® CCA: clear ® GTS management
channel ® ctc.
assesment

ne




IEEE 8C oo «

B Canales y banda

B Originalmente
® frec. de los can
num.
® |imitado a 27 c:
® no habia PHY o

B Ahora: channel pa
® 3 partir de IEEE
® distinguir capas

B Channel pages:
® O: definido en 2
® 1: definido com

1@

7-31

1-10
11-26
0
1-10
11-26
0
1-10
11-26
0-13
0

1-4
5-15
0-3
4-7
0-9
10-21
Reser.

Num.

Description
868 MHz band (BPSK)
915 MHz band (BPSK)
2.4 GHz band (O-QPSK)
868 MHz band (ASK)
915 MHz band (ASK)
Reserved
868 MHz band (O-QPSK)
915 MHz band (O-QPSK)
Reserved
2450 MHz (CSS)
sub-GHz band for UWB
low band for UWB PHY
high band for UWB PHY
780 MHz band (O-QPSK)
780 MHz band (MPSK)
950 MHz band (BPSK)
950 MHz band (GFSK)
Reserved
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IEEE 802.15.4 PHY & MAC: tramas

MAC header MAC load MAC footer
(MHR) paylod (MFR)
Synchronization header PHY header PHY payload
(SHR) (PHR) (PSDU)

"IEEE standard for Low-Rate wireless networks," IEEE Std 802.15.4-2015, pp. 53, Apr. 2016.

B PHY service data unit (PSDU) <=> MAC frame
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MAC: caract. & desafios

B Caracteristicas del medio inalambrico
® Medio compartido:
NO Rx y Tx simultaneas
® |nterferencias:
Tx no sabe si el Rx recibid bien
® Pérdida de paquetes:
dificultan la senalizacién
B Requerimientos
® Usuales:

high throughput, low overhead, low error
rates, ...

® Se agrega:
energy-efficient — apagado de radio
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MAC: clasificacion clasica

B Protocolos basados en
® Reserva
® Contienda / disputa (contention)

T



Protocolos basados en reserva

B Idea basica
® Cada nodo es asignado a un slot

® Existe un schedule para accedery
comunicarse

B Ejemplos:
® TDMA (Time-division multiple access)
B Ventajas
® Evita colisiones
® | atencia predecible
® Throughput alto para trafico alto (limitado
indiv.)
® |usto
B Desventajas
® Necesidad de sincronizacion iizé
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Protocolos basados en contienda

B |dea basica

® Nodos compiten por el canal, ganador usa el
canal para transmitir

B Ejemplos:
® ALOHA, CSMA (slotted vs unslotted, 1 o p -
persistente)

B Ventajas
® Simple (no requiere sincronizacién)
® Desentralizado

B Desventajas
® Propenso a colisiones
® Throughput decae si trafico aumenta
® Eficiencia (capacidad de canal)
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Protocolos basados en contienda

10 — 0.01-persistent CSMA

0.9 —
0.8 —
0.7 —

Nonpersistent CSMA

0.1-persistent CSMA

0.5-persistent

06— ~— CSMA
05

Slotted
04— ALOHA

0.3}

Pure
0.2 » ALOHA

1-persistent
“"CSMA

S (throughput per packet time)

0.1

G (attempts per packet time)

Computer Networks, Fifth Edition by Andrew Tanenbaum and David Wetherall, © Pearson Education-Prentice Hall, 2011
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MAC: consideraciones para loT

B Limitaciones

® Energia

® Memoria y capacidad de cémputo
B Requerimientos

® Confiabilidad

® Bajo tiempo de acceso (latencia)

® Throughput
B En general:

® foco en energia cuidando el resto
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MAC: consumo de potencia

B Caracteristica: nodos homogéneos
B Consumo de energia
® Tx son “caras”
® RX también
® Escuchar menos, pero importante (CCA)

.
[

A p——— T T Ejemplo: 802.15.4, 2.4
. | .I \ | I._ |
|t 10 R GHz
| | . State | I,pq(mA) |
| B ON 11.23
I TX 20.64
il | RX 2417
CCA 21.64
0 mA 'M‘;ﬂ'.H'z'-lll"'.'#\"l'll'%""r].'ﬁlt"Il'ih-l'lff-"!'-_’r.#'f! '.I."\J'-‘lhr“.-,-




MAC: consumo de energia

B Afectado por:
® Colisiones
® Overhearing (escuchar sin querer)
® |dle listening (inutil, improductiva)
® Protocol overhead

B Siempre es mejor:
® solucion sencilla
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IEEE 802.15.4 MAC: opciones

B Estructuras de “super” frames
® Beacon superframe (Zigbee)
® Slotframes (o6tisch/WirelessHART/ISA100.11a)
® DSME multi-superframe (Wi-SUN)
® Sin beacon/superframe
B Modos de acceso
® CSL
® TSCH
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MAC: Estuctura super frames

B Beacon superframe

Beacons

a) Superframe without inactive period time
Beacons — Beacons
Inactive period
—>
b) Superframe with inactive period time time
Figure 5-5—Superframe structure Figure 5-6—Structure of the active periods with GTSs

gz | nwe



MAC: Estuctura super frames

B Slotframes

ASN=0 ASN=1 ASN=2 ASN=3 ASN=4 ASN=5 ASN=6 ASN=7 ASN=8§

TSO TS1 TS2 TS0 TS1 TS2 TS0 TS1 TS2
A—>B B—->C A—>B B—->C A—>B B—>C

4——  Slotframe length ——p;

Figure 6-9—Example of a three time-slot slotframe




MAC: Estuctura super frames
B DSME multi-superframe

Beacon Tx Beacon Rx Beacon Rx
| l— |l — = SL.q:Jerfrﬂrlne=
CFP CFP CFP CFP CFP CFP CFP CFP
CAP cap CAP CAP CAP CAP CapP CAP
Multi- Superframe L Multi-Superframe -
Beacon Interval -

Figure 5-7—General DSME Multi-superframe Structure

B Sin beacon/superframe




IEEE 802.15.4e- 2012

B Nuevos modos de acceso:
® Coordinated Sampled Listing (CSL)

Unsynchronized Synchronized
transmission transmission
Wake-up sequence Data frame

Coordinator




IEEE 802.15.4e- 2012

B Nuevos modos de acceso:
® TSCH
B ;Qué es?
® Técnica de acceso al medio que usa:
TS (Time-Slotted): sincronizacién
CH (Channel Hopping): saltos de canal
B Objetivo
® Bajo consumo (apagado de radio)

® Mayor confiabilidad (diversidad de
canales)

pagina 25




TSCH: motivacion

B Problema
® Multi-path fading

® |nterferencia .y
1
0.8
0.6
- PDR 0_; 0.4
Experimento 06 | 0
0.4
* |IEEE 802.15.4 (2.4 GHz) °Z 0
 canal 20
« P_= -16dBm

* Txy RX separados 1m

X (em)

T. Watteyne, S. Lanzisera, A. Mehta, and K. S. J. Pister, "Mitigating multipath fading through channel hopping in wireless
sensor networks," in 2010 IEEE International Conference on Communications, May 2010, pp. 1-5.
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TSCH: motivacion

v 7
. S O I u C I O n : Bgﬁ:? 32!?161 average over all runs

90 802.11

salto de canal

85

80

75 |

Average PDR Over All Links (%)

70

65 L - L | 1
10 12 14 16 18 20 22 24 26

IEEE802.15.4 Frequency Channel

B Soluciones previas:
® WirelesHART /ISA100.11

T nwe



TSCH: observaciones

B Define

® Mecanismo MAC

® NO altera capa fisica (sirven “viejas radios”)
B No define

® Politica para crear y mantener agenda de
comunicacion (schedule)

Cémo se asignan time slots y canales
B Logical Link Control (LLC)
® Entidad funcional que define “schedule”
® Tipos:
Protocolo distribuido
Servidor centralizado
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TSCH: conceptos

B Time Slots: tiempo se divide en time slots

® Duracién suficiente para enviar un marco MAC
y recibir ACK

® Tipica: 10 ms slot

B Nocion comun del tiempo
® ASN (Absolute Slot Number)

B Slotframes: grupos de uno o mas time slots
® Se repite a través del tiempo
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TSCH: conceptos

o
O Tx L Frame Tx
s
<))
g Rx g Frame Rx
—
o+
v §
o
c O
S c
Q9 &
v <
O

Time Offset

S. Duquennoy, A. Elsts, B. Al Nahas, and G. Oikonomou, "TSCH and 6TiSCH for contiki: Challenges, design and evaluation," in
International Conference on Distributed Computing in Sensor Systems (IEEE DCOSS), 2017.




TSCH: conceptos

2 345 67 8 910 1112 131415 1617 181920 21 222324 2526 27 28

ASH 1
15
5
L
£
1
0
shatOffsat |01 2 3 4 5 6 t
Siotirame cyce | k tk + 1) [k + 2) k+3)
3 fen = F([4 + 1] mod 16)
FO)=x+11 fn =F(5)=11+5=16

fch =16

C. M. Garcia Algora, V. Alfonso Reguera, and K. Steenhaut, "Evaluacion experimental del protocolo IEEE 802.15.4 TSCH en una
red 6TiISCH," Ingenieria Electronica, Automética y Comunicaciones, vol. 39, pp. 70-78, 2018.
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TSCH: schedule

B Minimal configuration X NN

® |[ETF RFC 8180 1ETF
Minimal IPv6 over the TSCH Mode of IEEE
802.15.4e (6TISCH) Configuration

B Orchestra

® S, Duguennoy, et al. "Orchestra: Robust mesh
networks through autonomously scheduled
TSCH," in ACM SenSys 2015), vol. 93.

® |[ETF draft
6TISCH Autonomous Scheduling Function (ASF)

ne
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TSCH: Orchestra

& slots slotframe

#1
#2
#3
#d

@ Time >

(b) Common Shared Slot

@ & slots slotframe
@ }‘l‘

Time

(¢) Receiver-based Shared Slot

G slots slotframe

(d) Sender-based (Shared) Slot




TSCH: Orchestra

1 slot = 10ms
—t—,

Application traffic schedule |
RPL traffic schedule
TSCH beacon schedule |_ |
Orchestraschedule | TN T T N BN [

Time

Cpagmase | nwe
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IPvo over Low power WPAN

B 6lowpan: IETF Working Group (finalizado)
B IPv6 Packets over IEEE 802.15.4
bases

® RFC 4944

® RFC 6282:

® RFC 6775

NHC

1 ET F

ND

< c @ [OF1
Int Area: Eric Wncke, Suresh Krishnan | 2005-Mar-08 — 2014-Jan-16

. 6lowpan Status Pages o

TooLS IPv6 over Low power WPAN (Concluded WG) e, |
IETF Home Geoffrey Mulli
About Tools Drafis | Agendas | Minutes | Wiki | Training | Source | Charters | Jabber Room,Loags | List Archive | [Listsearch] |
Tools:

dils spel (5
R — WOf“kfﬂg Group Documents: Document collections: epub mobi

racker src Draft name Rev. Dated Status  Comments, Issues
News .
Got Passwid Published:
IETF-105; Draft name Rev. Dated Status Obsoleted by/(Updated by)

Rooms 4, draft-ietf-Glowpan-format -13 2007-04-04 RFC 4944 (RFC 6282 REC 6775 REC 8025 RFC 8066 )

Agenda 4, draft-ietf-Glowpan-he -15  2011-02-24 REC 6282 (RFC 8066 )

Calendar a, drafi-ietf-6lowpan-nd -21  2012-88-24  RFC 6775 (REC 8505 )
Documents <, draft-ietf-6lowpan-problem -08  2007-83-02 REC 4919
RECs 9, draft-ietf-6lowpan-routing-requirements -10  2011-11-28 RFEC 6606
i:'m femh:l 4, draft-ietf-Glowpan-usecases -10  2011-87-26 REC 6568

Replaced, Dead or Unknown:

Wikis:

|ESG IRTF <, draft-ietf-6lowpan-btle -12  2013-82-12 Replaced by draft-ietf-6lo-btle

Dev RSCC

Chairs Edu

Tools BOFs Related Active Documents (not working group documents):
NomCom (To see all 6lowpan-related documents, go to

Areas Glowpan-related drafts in the ID-archive)

WGs:

concliged . Draft dependency graphs ]

Glo

6man*

Rricrh




clowpan

Application Layer

Transport Layer

Network Layer (IPv6)

IEEE 82.15.4 (MAC)

IEEE 82.15.4 (PHY)

g f

A
IETF vee
1 E T F
IE—LOWPAN
|
IEEE 802.15.4 < IEEE

ne



IPvo6 over Network of

Resource-constrained Nodes
4 Q00+

1 ETF

B 6lo: IETF Working Group (activo)
® generaliza 6lowpan
B |Pv6-over-foo adaptation layer specifications
® RFC 8163: MS/TP Networks (R5-485)
® RFC 7668: Bluetooth Low Energy
® RFC 8105: DECT - ULE
® RFC 7428: ITU-T G.9959 Networks
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IEEE 802.15.4: caracteristicas

B Frame pequeno: 127 bytes

® PER razonablemente bajos para BER no despreciables
B Direcciones

® 16-bit short / IEEE 64-bit extended MAC.
B Low data rates

® Fj.:. de 40 Kbps (915 MHz) a 250 Kbps (2.4 GHz)

4 1 1

Physical
layer

Preamble SFD Length

Frame Seq Addressing Security

MAC layer control no fields header

Data FCS

2 1 4-20 0-14 86—-116 2




IPv6: caracteristicas

B Paquete relativamente grande: 1280 bytes.

Version | Traffic class Flow label

. DIreCCIOneS: 128 blts' Payload length MNext header Hop limit

B IPv6 incluye multicast Source address

® Neighbor Discovery

Destination address

® |ink-local multicast
para address resolution

duplicate address detection
router discovery.
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IPvo over LOWPAN: desafios

B Paquetes IPv6 en LOWPANS.
® Bajo throughput
® Buffers limitados
® Frames ~10 veces menores que MTU minimo

B Necesidad PYSca | preamble| SFD | Longt
® Fragmentacion :
® Compresion Fame | Seq | Addressing | Secuty | po. | o
B Ejemplo: 2 w20 oxa1 sl 2
® Payload efectivo 81 bytes 127-(2+1+20+2) = 102 bytes

AES-CCM-128: 21 bytes extra
® |Pv6 header: 40 bytes y

® UDP/TCP header: 8 / 20 bytes

ne
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oLoWPAN: funciones

B Provee tres servicios:
® Fragmentado y reensamblado de paquetes
® Compresion de encabezados
® Enrutamiento en capa 2 “mesh-under”

B IEEE 802.15.4 encapsula paquete IPv6

® “encapsulation header stack” antes de cada
paquete IPvo

® cada encabezado se agrega si se necesita

® dispach byte (primer byte): identifica el next
header de la pila.
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oLoWPAN: técnicas

B Ideas

o 3 11 15 23 a1
[ramc
Yer -

Payload length

Flowye lakbel

I ext
header

Hop limit

=ource address (128 bits)

Degtination address (125 bits)

Baszic IPwE header

pgnass |



6loWPAN: encapsulado de IPv6

4 bytes 1byte 1 byte 0-127 bytes
IEEE 802.154 <« L >4 " >« ck >4 byt >
PHY Preamble | SFD |Length Link layer frame payload
4
/ // \\\
Start of frame delimiter (1 bit for address ~ AN
format, 7 bits of frame length) Ry \
4
e \
’t; 1 byt 0 to 20 byt 0to 21 byte 2by1aex‘
2bytes -] 0 es (0] S S
4—rt—rt———————p+—> 4—\
Frame 0 Security
MAC control Seq#| Addressing field header Data payload FCS

6LoWPAN
encapsulation
header stack

Fragment
header

Mesh addr
header




6loWPAN: encapsulado de IPv6

The 6LoWPAN dispatch byte (first byte)
< 2 bytes H1 byteH 0 to 20 bytes ’D‘to 21 bytebs

2 bytes

Frame
control Seq #

Security

Addressing field header

Data payload FCS

First byte: The dispatch byte

00

Not a 6LoWPAN frame

01

IPv6 addressing header

10

Mesh header

ik

Fragmentation header (6 lower bits

are 100xxx)

Pattern

00 xx00x
01000001
01000010
01000011

01001111
01010000
01010001

01111110
01 111111
10 xxxxxx
11 000xxx
11 001000

11011111
11 100xxx
11 101000

11111111

Header type

NALP - not a LOWPAN frame

IPv6 - uncompressed IPv6 addresses
LOWPAN_HC1-LOWPAN_HC1 compressed IPv6
reserved - reserved for future use

reserved - reserved for future use

reserved - reserved for future use
LOWPAN_BCO - LOWPAN_BCO broadcast
reserved - reserved for future use

reserved - reserved for future use

reserved - reserved for future use

ESC - additional dispatch byte follows
MESH - Mesh header

FRAG1 - fragmentation header (first)
reserved - reserved for future use

reserved - reserved for future use

reserved - reserved for future use

FRAGN - fragmentation header (st

reserved - reserved for future use

reserved - reserved for future use

reserved - reserved for future use




o6loWPAN: wireshark

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

——— e f — -
HieBIRE QAL >»I i =S v E

[R]Apply a display Filter .. <Ctrl/> 3 -| Expression...  +

‘No. .:I"‘.lme Source “DesEirharl:'ibn -Leng“l;h -Ingo ".Pro;‘;ocui. ‘i._.i':
1102 16:22:01, 515668 5 Ack IEEE 882.15.4 | [
1103 16:22:01,518948 $1212:7408:8:4 $:1212:7408:8:2 47 Payload Unk: 6, Bad FCS SKYPE ‘ I

5 Ack, Bad FCS IEEE 802.15.4 S—

2 1 A : 8:0 ; ¢ CS  GLoWPAN
1186 1 0:08 3 8 a2 120 Data, Dst: NltLab B8:00:08:00:82, Src: Ni )_| ©8:80:03, Bad FCS 6LoWPAN |
11A7 1R:22+A1 540318 AR-12.74-08-00-A2- 0002 0A-17:74:08 00 AR AR+ A2 120 Nata  Net: Nitlah AR-AA-AR-AA-A? Src- Nitlah AR-AA-AR-AA-A2  Rad CCS Al nWDAN. |

Frame 1185: 120 bytes on wire (960 bits), 120 bytes captured (968 bits)

IEEE 802.15.4 Data, Dst: Nitlab_08:00:08:00:02, Src: NitlLab ©8:00:88:00:03, Bad FCS
GLOWPAN

~ Fragmentation Header

-

4

& Pattern: First fragment [Bx18)
Datagram size: 14
Datagram tag: 8x8086
~ IPHC Header

@11. .... = Pattern: IP header compression (Ox€3)

Sk Traffic class and flow label: Version, traffic class, and flow label compressed (6x3)

Next header: Inline
Hop limit: Inline (@x@)
Context identifier extension: True
Source address compression: Stateful
Source address mode: 64-bits inline (Bx88081)
Multicast address compression: False
Destination address compression: Stateful
e = Destination address mode: Compressed (0x8083)

0088 .. Source context identifier: Ox@

.... 8080 = Destination context identifier: ©xe
Next header: IPv6 Hop-by-Hop Option (@x@88)

Hop limit: 63
Source: ::212:7408:8:4
Destination: ::212:7408:8:2
Reassembled in: 1119
~ Data (120 bytes)
Data: af 127
[Length: 128]

c b6 cd ab 02 B0 B8 00 08 74 12 00 03 00 08
0e1e 00 08 74 12 00 93 0@ 0@ 78 d7 00 80 3f 02 12
74 08 0O 08 0O 04 11 PO 63 B4 00 1e 02 59 B4 57 S
B4 57 00 63 2f ce 4c 61 62 20 52 53 49 20 32 308 H c/-la b RSI 20
31 36 2e 2e 22 2e 2e 2e 2e 33 30 31 32 33 34 35 16...... .3012345
36 37 38 39 34 31 32 33 34 35 36 37 38 39 35 31 67894123 45678951
32 33 34 35 36 37 38 39 36 31 32 33 34 35 36 37 23456789 61234567
38 39 37 31 32 33 bc 67 897123
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o6loWPAN: wireshark

File Edit Vview Go Capture Analyze Statistics Telephony Wireless Tools Help

TRE Q< > k===

@ = @ E

[N [Apply a display filter ... <Ctrl/> 3 | Expression... = *+
No. Time source Destination Length Info Protocol | |
i 122:01,597530 P0:12:74:08:00:08:00:03 P0:12:74:08:00:08:00:02 120 Data, Dst: NitLab_08:00:08:080:02, Src: NitLab_08:08:08:00:03, Bad FCS BLOWPAN
! 01,601776 5 Ack, Bad FCS TEEE 862.15.4
1, 605607 i3 £1212 i 55 1111 ~ 1111 Len=91, Bad FCS
] 81,607780 5 Ack, Bad FCS IEEE 882.15.4 [
! 1121 16:22:02, 207148 fe80::212:7468:8:3 fe80::212:7468:8:2 162 RPL Control (DODAG Information Object), Bad FCS ICMPVE | ||
‘! 1122 1A°22:'A2 211343 feRA 212" 74RR' A2 foaRA**212-74AR"R"2 1A2 RPI Contral (DONAG Tnfarmatinn Ohiert)Y BRad ECS TCMPuhR )"_L'

; Frame 1119: 55 bytes on wire (440 bits), 55 bytes captured (440 bits)
» IEEE 802.15.4 Data, Dst: Niflab_08:00:08:00:02, Src: Nitlab_088:00:88:00:03, Bad FCS

~ GLOWPAN
~ Fragmentation Header
1116 ©... = Pattern: Fragment (8xic)

Datagram size: 147
Datagram tag: 8xBE8€
Datagram offset: 120
~ [14 Message fragments (147 bytes): #1105(120), #1186(120), #1107(120), #1108(120), #1109(120), #1110(120), #1111(120), #1112(120), #1113(1208), #1114(120), #1115(120), #1116(120), #1117(120), #1119(27)]
Frame: 1185, payload: B-119 (128 bytes
Frame: 1106, payload: B8-119 (120 bytes
Frame: 1107, payload: B-119 (170 bytes
Frame: 1108, payload: B8-119 (128 bytes
Frame: 1109, payload: B-110 (120 bytes
Frame: 1110, payload: B8-119 (126 bytes
Frame: 1111, payload: B-119 (120 bytes
Frame: 1112, payload: ©-119 (120 bytes
Frame: 1113, payload: B-1I13 (120 bytes
Frame: 1114, payload: B-119 (120 bytes
Frame: 1115, payload: B-119 (120 bytes
Frame: 1116, payload: B-119 (120 bytes
Frame: 1117, payload: B8-113 (128 bytes
Frame: 1119, payload: 120-146 (27 bytes)]
Message fragment count: 14]
Reassembled 6LoWPAN length: 147]
» Internet Protocol Version 6, Src: ::212:7408:8:4, Dst:
~ User Datagram Protocol, Src Por
So Port: 1111
Destination Port: 1111
Length: 99
Checksum: @x2fce [unverified]
[Checksum Status: Unverified]
[Stream index: @]
~ Data (91 bytes)
Data: 4c61622052534020323031362e2e2e2e?e?e2e3330313233. ..
[Length: 91]

1:212:7408:8:2

[N 04 57 00 63 2f ce 4c 61 62 20 52 53 49 20 [I-W-c/- Lab RSI =
32 30 31 36 2e 2e 2e 2e 2e 2e 2e 33 30 31 32 33 . 1 | TR 30123

34 35 36 37 38 39 34 31 32 33 34 35 36 37 38 39 45678941 23456789
35 31 32 33 34 35 36 37 38 39 36 31 32 33 34 35 51234567 89612345
36 37 38 39 37 31 32 33 34 35 36 37 38 39 38 31 67897123 45678981

Frame (55 bytes) | Reassembled 6LoWPAN (147 bytes)
@ 7 source Port (udp.srcport), 2 bytes Packets: 1856 - Displayed: 1856 (100.0%) Profile: Default
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6l0WPAN: compesion

2bytes 1byte 0to20 bytes 0to 21 bytes 2 bytes
. | L L ] 4 * P

Frame Security
s Seq# | Addressing field Lok

Data payload FCS

— Sy
— -
—_— -

; After most optimal
Source address HC1+HC2 compression
of unicast link local

\ O & dAreas are comprassad neis addreeses
Destination address \

Dispatch=01000010]<— |

HC1=11111011

3 bytes compressed UDP header
1 byte (compressed source and destination
port) + 2 bytes for the checksum

HC2 byte

1 byte IP hop limit

g |




6l0WPAN: compesion

Example of IPHC + NHC for extended IPv6 option (fragment) and for UDP compression
IPHC bytes (now includes dispatch)

0(1(1] TF |NH| HLIM [CID|SAC| SAM M[DAC| DAM

4-bit field for the UDP source

In-line (uncompressed) , YN ~ DF
IPV6 header fields / In-iine IPV6 port followed :ei 4-.bll field for
K the UDP destination port.
fragment
111|11[0]0|1]|0|0| header fields .

N =1 =11

NHC byte (NHC ID=1110: " v A

extended header) -

extended header = fragment 111111 lo0lc!| P

header (EID=2 (010))

NHC byte (NHC ID=11110: UDP
compressed) C=0: Checksum elided
P=11: First 12 bits of both the
source and destination are

0xFOB and elided.

Cpagmase  f



6LoWPAN

B 6LowPAN permite mandar paquetes IPv6:
® Fragmentado y reensamblado de paquetes
® Compresion de encabezados

Application Layer

y

Transport Layer

IETF
Network Layer (IPv6)

6LoVWPAN \
Adaptation layer ¥ I SLOWPAN

IEEE 82.15.4 (MAC)

IEEE 802.15.4

IEEE 82.15.4 (PHY)




Agenda

B Introduccion
mIEEE 802.15.4
® PHY: capa fisica
® MAC: acceso al medio
B 6LoWPAN
B RPL: capa de ruteo
B Conclusiones




Capa de red

B Funciones:
® responsable de reenvio de paquetes de otros

MESH

TCP/P Protocol Stack 6LoWPAN Protocol Stack
HTTP RTP Application Application
TCP UDP ICMP Transport UDP ICMP
P Metwork IPv& with LoOWPAN
Ethernet MAC Data Link IEEE 802.15.4 MAC
Ethernet PHY Physical IEEE 802.15.4 PHY
R — R —
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Capa de red

B Premisas: tipo frames (enlace de datos)
® pbroadcast:
recibidos por todos nodos vecinos

® ynicast

mensaje dirigido a un nodo especifico

0"

O O
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Capa de red: tipos de ruteo

B Reactivo:
® pbusca rutas cuando se necesitan
® Ejemplos:
* AODV: Ad hoc On Demand Distance Vector
* DSR: Dynamic Source Routing
* FCP: Flexible Control Protocol
B Proactivo:
® rutas disponibles al momento
de mandar datos

pagina 54




Capa de red: RPL

B RPL: Routing Protocol for Low power and lossy
networks

® Protocolo de ruteo para LLN sobre IPv6
® Medio fisico: 802.15.4 u otros
® Proactivo:

* basado en vector distancia
® Topologia tipo "arbol":

* construye grafo (distribuidamente)
® Trafico en direcciones "up" y "down"

® Seleccién de padres basado en funcidn
objetivo
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Capa de red: RPL

B [P separa (arquitectura)
® procesado y reenvio de paquetes
* encaminar paguetes en base a la tabla de ruteo
® objetivo de optimizacion de ruteo
* completar y mantener tabla de ruteo
B RPL: protocolo por vector distancia genérico
® Funcién objetivo (OF)

* combinacién de métricas y restricciones para
computar el "mejor camino".

* permite adaptarlo a variedad de tipos de red

ne
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Capa de transporte

B Servicios disponibles
® UDP datagrama a {direccion, puerto}
® TCP conexion a {direccién, puerto}

B Diferencias entre UDP y TCP

TCP/P Protocol Stack GLoWPAN Protocol Stack
HTTP HTP Application Application
TCP ubP ICMP Transport UopP ICMP
IP Mebwork IPvE with LoWPAN
Ethernet MAC Data Link IEEE 802.15.4 MAC
Ethernet PHY Physical IEEE 802.15.4 PHY
—_ e
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Capa de aplicacion

B clase mas adelante




Gracias!




