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Objectivo Fundamental de la Criptografia

@ es permitir a dos personas (Alcie y Bob) comunicarse por un canal
inseguro, en el sentido que un adversario (Oscar) no puede entender
lo que se esta diciendo



Objetivo Fundamental de la Criptografia




Criptosistema

Definition 1.1: A cryptosystem is a five-tuple (P, €, X, £, D), where the
following conditions are satisfied:

1. Pis a finite set of possible plaintexts;

2. Cisa finite set of possible ciphertexts;

3. X, the keyspace, is a finite set of possible keys;

4. Foreach K € X, there is an encryption rule ec € € and a corresponding
decryption rule dg € D. Eacheg : P = Canddg : € 5 F are
functions such that di (e (z)) =  for every plaintext element z € P,




Shift Cipher - Aritmetica Modular

Definition 1.2:  Suppose a and b are integers, and m is a positive integer.
Then we writea = b (mod m) if m divides b—a. The phrase a = b (mod m)
is called a congruence, and it 1s read as “a is congruent to b modulo m.” The
integer m is called the modulus.




Shift Cipher - Criptosistema

Cryptosystem 1.1: Shift Cipher
Let P = € = K = Tog For) < K < 25, define
ek(z) = (= + K) mod 26

and

dg(y) = (v — K) mod 26
(Jf‘l.l' € :C‘J’-';'ﬁ}-




Shift Cipher - Ejemplo

A[B|C|D|E|F|G|H[I|J|K|L|M
0] T[2(3|4[5]6]|7[8]9[10]11] 12

r

Z

Nlo|P|Q|R|S|T|U|V|W|X
IB[M[I15[16]17]18
A small example will illustrate,

Example 1.1 Suppose the key for a Shift Cipher is X' = 11, and the plaintext is

wewillmeetatmidnight,



Shift Cipher - Ejemplo

We first convert the plaintext to a sequence of integers using the specified corre-
spondence, obtaining the following;

22 4 22 8 11 11 12 4 4 19

0 19 12 8 3 13 8 6 7 19
Next, we add 11 to each value, reducing each sum modulo 26:

T 15 7 19 22 22 23 15 15 4
11 4 23 19 14 24 19 17 18 4

Finally, we convert the sequence of integers to alphabetic characters, obtaining
the ciphertext:

HPHTWWXPPELEXTOYTRSE.



Shift Cipher - Bisqueda Exhaustiva de Clave

JECRCLORWCRVNEBJIENBWRWHN,

we successively try the decryption keys dp, d,, etc. The following is obtained:

jbcreclgrwervnbjenbwrwn

—iabgbkpgvbgqumaidmavgvm

hzapajopuaptlzhclzupul
gyzozinotzoskygbkytotk
fxynyhmnsynrixfajxsnsj
ewxmxglmrxmgiweziwrmri
dvwlwfklgwlphvdyhvglgh
cuvkveijkpvkogucxgupkpg
btujudijoujnftbwitojof
astitchintimesavesnine



Cifrado de Sustitucién

Cryptosystem 1.2: Substitution Cipher

Let P = € = Ly X consists of all possible permutations of the 26 symbols
0.1,...,25 Foreach permutation 7 £ X, define

ex(z) = m(z),

and define

du(y) = 77 1(y),

where m~! is the inverse permutation to m,




Cifrado de Sustitucién - Ejemplo

a b lcldlelflg|nlililk]|l]m
[FlolGlzl@ wi BT

X|N|Y|A|H
S|F L RlClVlM’ U|E|K J DII
Thus, ex(a) = X, ex(b) = N, etc. The decryption function is the inverse per-

mutation. This is formed by writing the second lines first, and then sorting in
alphabetical order. The following is obtained:

A|B|C|D|E|F|G|H|I|J|K]|L
altirlulv]efhlelz]z]w]|p

PlQlRiS|T|U|VJ_H’|X|Y|Z
fljlqlraIvn]ufslklu]c]i

|
|
\dy(B) =, etc.

| M
|t

N|Oo
blg
Hence, dy(A) = d



Cifrado de Sustitucién - Ejercicio

As an exercise, the reader might decrypt the following ciphertext using this
decryption function:

MGZVYZLGHCMHIMYXSSFMNHAHYCDLMHA

@ cantidad de permutaciones posibles distintas?

@ criptoanalizable por otros métodos



Cifrado Affine

e(r) = (x4 b) mod 26,

a.b € Zag These functions are called affine functions, hence the name Affine
Cipher. (Observe that when a = 1, we have a Shift Cipher,)

@ cuando la funcién es inyectiva?

az 4+ b =y (mod 26)
to have a unigue solution for . This congruence is equivalent to

ar =y — b (mod 26).



Cifrado Affine

We claim that this congruence has a unique solution for every y if and only if
ged(a, 26) = 1 (where the ged function denotes the greatest common divisor of
its arguments). First, suppose that ged(a,26) = d > 1. Then the congruence
ar = 0 (mod 26) has (at least) two distinct solutions in Zgg, namely @ = () and
hence not a valid encryption function,

For example, since ged (4, 26) = 2, it follows that 4z + 7 is not a valid encryp-
tion function: r and = 4 13 will encrypt to the same value, for any & € Zgg.

Let's next suppose that ged(a, 26) = 1. Suppose for some ) and z; that
ary = arg (mod 26).

a(x) — x3) = 0 (mod 26),



Cifrado Affine

and thus

26 | alz) - 24).
We now make use of a fundamental property of integer division: if ged(a, b) = 1
and a | be, thena | c. Since 26 | a(z, - z3) and ged(a, 26) = 1, we must
therefore have that

26| (21 = 29),

ie.ry = xg (mod 26),



Cifrado Affine

@ cuantas claves posibles tiene el Cifrado Affine modulo 267



Cifrado Affine

THEOREM 1.1  The congruence az = b (mod m) has a unique solution z €
Do for every b € B, if and only if ged(a, m) = 1.

Since 26 = 2 x 13, the values of a € Zigg such that ged(a, 26) = Larea = 1,
3,5,7,9, 11, 15,17, 19, 21, 23, and 25. The parameter b can be any element in
#26. Hence the Affine Cipher has 12 x 26 = 312 possible keys. (Of course, this
is much too small to be secure.)

Let's now consider the general setting where the modulus is m. We need an-
other definition from number theory.

Definition 1.3:  Suppose a > 1 and m > 2 are integers. If ged(a, m) = 1,
then we say that @ and m are relatively prime. The number of integers in Z,
that are relatively prime to mr-is often-denoted by ¢ () (this function is called
the Euler phi-function).




Cifrado Affine

THEOREM 1.2 Suppose
n
m= HP:'".
i=1

where the p;'s are distinct primes and e; > 0, 1 < i < n. Then

8(m) = [T = 917",



Cifrado Affine

@ cudl es la funcién de desencriptado?



Cifrado Affine

_MM—WM z i 1 S
m, denoted a=' mod m, is an element o' € Z,, such that ad’ = o'a = |
(mod m). If m is fixed, we sometimes write ¢ =" for =" mod m.

By similar arguments to those used above, it can be shown that a has a multi-
plicative inverse modulo m if and only if ged(a, m) = 1; and if a multiplicative
inverse exists, it is unique modulo m, Also, observe thatifb = a=" thena = b~",



Cifrado Affine - Criptosistema

Cryptosystem 1.3: Affine Cipher
Let P = € = Las and let
X = {(a,b) € Zye x Zpg : ged(a, 26) = 1},
For & = (a, b) € X, define
eg(z) = (ax + b) mod 26

and
dk(y) = ™ '(y - b) mod 26

{2,y € Zag).




Cifrado Vigenere

Using the correspondence A & 0, B & 1, ..., 7 + 25 described earlier, we
can associate each key K with an alphabetic string of length m, called a keyword.
The Vigenére Cipher encrypts m alphabetic characters at a time: each plaintext
element is equivalent to m alphabetic characters.

Let’s do a small example.

Example 1.4 Suppose m = 6 and the keyword is (' P H E' R. This corresponds
to the numerical equivalent K = (2,8, 15.7,4, 17). Suppose the plaintext is the
string

thiscryptosystemisnotsecure.

We convert the plaintext elements to residues modulo 26, write them in groups of
six, and then “add™ the keyword modulo 26, as follows:
19 7 8 18 2 17 24 15 19 14 18 24
2 8 15 7 417 2 8 156 7 4 17
21 15 23 25 6 8 0 21 8 21 22 15




Cifrado Vigenere - Criptosistema

[Cryptosystem 1.4: Vigenére Cipher

Let m be a positive integer. Define P = € = X = (Zy)™. For a key
K = (ky. kg, kyy), we define

EK(:l,T‘].....ImJ:(JH+k1..}'2+k! 1111 IJ’n"i‘km)

and

d#(yl-yz-m.ym)=(y1 _’{‘l‘y’z—ki ..... Ym = km ),
where all operations are performed in Z,,




Cifrado Permutacidn

All of the cryptosystems we have discussed so far involve substitution: plain-
text characters are replaced by different ciphertext characters, The idea of a per-
mutation cipher is to keep the plaintext characters unchanged, but to alter their
positions by rearranging them using a permutation,

A permutation of a finite set X is a bijective functionm : X' = X, In other
words, the function 7 is one-to-one (injective) and onto (surjective). It follows
that, for every r € X, there is a unique element x' € X such that w(x') = 2.
This allows us to define the inverse permutation, #=' : X = X by the rule

™l e) =2 ifandonlyif n(x) =2,

Then 7~ " is also a permutation of X.



Cifrado Permutacién - Ejemplo

Ex =

e |1|2]3]4]5]6
SIS0

Note that the first row of the above diagram lists the values of z, 1 < r < 6, and
the second row lists the corresponding values of 7(z). Then the inverse permuta-




Cifrado Permutacién - Ejemplo

tion w1 can be constructed by interchanging the two rows, and rearranging the
columns so that the first row is in increasing order. Carrying out these operations,
we see that the permutation 7~ is the following:
s Jl1]2]3{4]5]s
=iy 3lelils2]4"

Now, suppose we are given the plaintext

shesellsseashellsbytheseashore.

We first partition the plaintext into groups of six letters:

shesel | 1sseas | hellsb | ythese | ashore

Now each group of six letters is rearranged according to the permutation =, yield-

EESLSH | SALSES | LSHBLE | HSYEET | HRAEOS



Cifrado Permutacién - Criptosistema

Cryptosystem 1.6: Permutation Cipher

Let m be a positive integer. Let P = € = (Zyq)™ and let X consist of all
permutations of {1, .., m}. Fora key (i.e.. a permutation) r, we define

Ex(T1yere ) = (Ta(1)y oo oy Taim))

and
dw(y]v"ayrri) = (yr’{lh “"yr’{m‘n]'

where 71 is the inverse permutation to 7.




Criptoanalisis

ciphertext only attack
The opponent possesses a string of ciphertext, y.

known plaintext attack
The opponent possesses a string of plaintext, x, and the corresponding ci-
phertext, y.

chosen plaintext attack
The opponent has obtained temporary access to the encryption machinery.
Hence he can choose a plaintext string, X, and construct the corresponding
ciphertext string, y.

chosen ciphertext attack
The opponent has obtained temporary access to the decryption machinery.
Hence he can choose a ciphertext string, y, and construct the corresponding
plaintext string, x.



Criptoanalisis

TABLE 1.1
Probabilities of occurrence of the 26 letters
; Tatge Bahi i
e y | letter—prabability
A 082 N 067
B 015 a 075
« 028 P 019
n 043 Q [Tl
E 127 i 060
F .022 s .063
o J020 T 091
H 061 i L028
I 070 v 010
J 002 W 023
K 008 X .001
L .040 Y 020
M 024 F 4 001




Criptoanalisis

1. E, having probability about (.120

3. D, L, each having probability around 0.04
4. O, U, M, W, F,G,Y, P, B,each having probability between 0.015and 0.028
A VLK, JV X Q) Z, each having probability Tess than 0,01,

Itis also useful to consider sequences of two or three consecutive letters, called
digrams and trigrams, respectively. The 30 most common digrams are (in de-
creasing order):

TH,HE,IN, ER, AN, RE, ED, ON, ES, ST,

EN, AT, TO,NT,HA,ND,QU, EA, NG, AS,

OR,TF IS, ET, IT, AR, TE, SE, HI, OF.
The twelve most common trigrams are:

THE ING,AND ,HER, ERE,ENT,
THA,NTH,WAS, ETH, FOR, DTH.



Criptoanalisis de Affine

Example 1,10 Ciphertext obtained from an Affine Cipher

FMAVEDKAPHFERENDKRXRSREFMORUDSDKDVSHVUFEDK
APREKDLYEVLRHHRH




Criptoanalisis de Affine

TABLE 1.2
Frequency of occurrence of the 26 ciphertext letters

letter  frequency | letter  frequency
A 2 N 1
B 1 o 1
[ o P 2
D 7 Q 0
E 5 R ]
F 4 L 3
&) 0 T 0
H ] rr 2
T 0 Vv 4
J 0 w Q
K 5 X 2
L 2 ¥ 1
M 2 z 0




Criptoanalisis de Affine

There are only 57 characters of ciphertext, but this is usually sufficient to crypt-
analyze an Affine Cipher. The most frequent ciphertext characters are: R (8 oc-

currences), D (7 occurrences), E, H, K’ (5 occurrences each), and F, S, V (4
occurrences each). As a first guess, we might hypothesize that R is the encryp-
tion of e and IJ is the encryption of {, since e and { are (respectively) the two most
common letters. Expressed numerically, we have e {4} = 17 and eg (19} = 3.
Recall that e g {.—.) = a& + b, where a and b are unknowns, So we get two linear
equations in two unknowns:

da+b=17
19a + b =3.

This system has the unique solution a = 6, b = 19 (in ). But this is an illegal
key, since ged(a, 26) = 2 > 1. So our hypothesis must be incorrect,



Criptoanalisis de Affine

next possibility, that A is the encryption of e and H is the encryption of £, This
yields @ = 8, again impossible. Continuing, we suppose that R is the encryption
of e and K is the encryption of £, This produces a = 3, b = 5, which is at

|east 4 legal key. It remains to compute the decryption function corresponding to
= (3, 5), and then to decrypt the ciphertext to see if we get a meaningful string
of Engllsh or nonsense, This wull confirm 1hc vahdﬂ,y of ( 3, 5}

clphmext decrypls to ymld

algorithmsarequitegeneraldefiniticnsofarit
hmeticprocesses



Criptoanalisis de Sustitucién

Example 1.11 Ciphertext obtained from a Substitution Cipher

YIFQFMERWQFYVECFMDZPCOCVMREZWNMDZVEJTETXCDDUMT
NDIFEFMDZCDMQZKCEYFCOIOMYRNCWICSZREXCHEUNMX Z
NEZUCDRJIXYYSMRTMEY IFEZWDYVEVY FZUMRZCRWNZDZJJ
KXEZWGCHSMRNMDHNCMFQCHZIMXTJZWIEJYUCFWDJINZDIR

I'he Trequency analysis of this ciphertext is given in Table 1.3,

Since Z occurs significantly more often than any other ciphertext character,
we might conjecture that dg (Z£) = e. The remaining ciphertext characters that
oG - Eime achy are € 5 f Ry -

these letters are encryptions of (a subset of) ¢, @, 0, i, n, s, i, r, but the frequencies
really do not vary enough to tell us what the correspondence might be.

At this stage we might look at digrams, especially those of the form — 2 or Z—,
since we conjecture that Z decrypts to e. We find that the most common digrams
of this type are DZ and ZW (four times each); W Z and ZIJ (three times each);
and RZ  HZ XZ, FZ, ZR, ZV, ZC, ZD, and Z.J (twice each). Since ZW’
occurs four times and W2 not at all, and W occurs less often than many other
characters. we might guess that dg (W) = d. Since DZ occurs four times and



Criptoanalisis de Sustitucidn

TABLE 1.3

Frequency of occurrence of the 26 ciphertext letters

" Tetier frequency leter frequency
A [i] v 9
B 1 o 0
o’ 15 P 1
D 13 Q 4
FE 7 R 10
F 11 5 3
(7] T T 2
H 4 v 5
r o v 5
o 11 w 8
e 1 x &
£ i} ¥ 10
AL 16 z 20




Criptoanalisis de Sustitucién

Z D occurs twice, we would think that dg () € {r. s, ¢}, but it is not clear which
of the three possibilities is the correct one.

If we proceed on the assumption that dg (£) = e and dg (W) = d, we might
look back at the ciphertext and notice that we have £ RW occurring near the
beginning of the ciphertext, and AW occurs again later on. Since R occurs fire-
quently in the ciphertext and nd is a common digram, we might try dg () = n
as the most likely possibility.

At this point, we have the following:

—ad----- M= = = m— = = = = eyl == —yy
HEZWGCHSMRNMDHNCMEPQUCHZITME I ZWIEJYUCFWDJINZDIR




Criptoanalisis de Vigenere

@ Primero debemos determinar el largo de la clave m : Kasiski e Indice
de Coincidencia Mutua

@ Realizamos un ataque estadistico



Criptoanalisis de Vigenere - Kasiski

apparently discovered earlier, around 1854, by Charles Babbage. It is based on the

observation that two identical segments of plaintext will be encrypted to the same
i W i nce in intext is sitions a

d = 0 (mod m). Conversely, if we observe two identical segments of ciphertext,

each of length at least three, say, then there is a good chance that they correspond

to identical segments of plaintext.

The Kasiski test works as follows. We search the ciphertext for pairs of identi-
cal segments of length at least three, and record the distance between the starting
positions of the two segments. If we obtain several such distances, say 4;,4;,. ..,
then we would conjecture that m divides all of the &;'s, and hence m divides the
greatest common divisor of the 4;'s.



Criptoanalisis de Vigenere - Indice de Coincidencia Mutua

Definition 1.7: Suppose x = xy&3---xy, isa string of n alphabetic char-
acters. The index of coincidence of x, denoted I.(x), is defined to be the
probability that two random elements of x are identical.

Suppose we denote the frequencies of A, B.(,....Z in x by fo, fi,.-.., fas
(respectively). We can choose two elements of x in () ways.® For each i, 0 <
i < 25, there are (-';} ways of choosing both elements to be i. Hence, we have
the formula )

Eite(3) _ X filfi— 1)

Te(x) = Z=i=02) _ 2u=oJilli — 1)

() nfn —1)

s-a-string glish-languag enote thy abali-
ties of occurrence of the letters A, B, ..., Z in Table 1.1 by py, ..., p2s. respec-
tively. Then, we would expect that

25

I.(x) = 3 p® = 0.065,

i=0



Criptoanalisis de Vigenere - Indice de Coincidencia Mutua

MNow, suppose we start with a ciphertext string ¥ = piyz- - - Un that has been
constructed by using a Vigenére Cipher. Define mm substrings of . denoted
¥1:¥22+ ey ¥rne by writing out the ciphertext. in columns, in a rectangular ar-

ray of dimensions 7@ x (fifrm). The rows of this matrix are the substrings ¥,.
1 < i << m. In other words, we have that

¥1 = Mil¥mpaMempr ",
¥2 = Wlmyzlzmyz - .

¥ = WmlamPam - -

¥y, ¥2, ..., ¥m are constructed in this way, and m is indeed the keyword length,
“them each value T.(y, ) should be roughly equal to U.065. On the other hand, if
m is not the keyword length, then the substrings w; will look much more ran-

dom, since they will have been obtained by shift encryption with different keys.
Observe that a completely random string will have

I~ 26 = 2—]—clun'm
© 26 26 0 T




Criptoanalisis de Vigenere - Ejemplo

Exampile 1.12 Ciphertext obtained from a Vigenére Cipher

CHREEVOAHMAERATBIAXXWTNXREEOPHERSBOMOEQEREBW
RVEXUOAFXAOSKXWERAHEWGIMMOMNEGRFVGKWTRZXWIAK
LXFPSKAUTEMNDCMGTSXMXEBTUIADNGMGPSRELXNJELXY
VRVPRTULHDNQWIWDTYGEPHXTFALJHASVEFXNGLLCHR
ZBWELEKMSJIKNBHWRJGNMGISGLXFEY PHAGNREIEQJIT
AMRVLCRREMNDGLXRRIMGNSHRWCHROQHAEYEVTAQEEBI
PEEWEVKAKOEWADREMXMTBEHHCHRTEDNVRZCHRCLOOHP
WOAT IWXMNRMGWOIIFKEE

First, let's try the Kasiski test. The ciphertext string C'H R occurs in five places
in the ciphertext, beginning at positions 1, 166, 236, 276 and 286. The distances
from the first occurrence to the other four occurrences are (respectively) 165, 235,
275 and 285. The greatest common divisor of these four integers is 5, so that is
very likely the keyword length.



Criptoanalisis de Vigenere - Ejemplo

Let's see if computation of indices of coincidence gives the same conclusion,
With m = 1, the index of coincidence is (,045. With m = 2, the two indices are

indices 0,042, 0.039, 0.045, 0.040. Then, trying m = 5, we obtain the values
0.063,0.068, 0.069,0.061 and 0.072. This also provides strong evidence that the
keyword length is five. 0




Criptoanalisis de Vigenere - Ejemplo

TABLE L4
Values of A,
i value of M {vi)
T {035 031 036 037 035 039 028 028 D4R
039 .032 040 038 038 045 038 030
04 .043 036 .033  .049 043 .042 036
2 | [089] 044 032 035 044 034 036 033 029
- 042  .045 .040 045 046 .042 037 032
.034 037 032 034 043 032 .026 047
T | 048 020 .42 043 044 034 .038 035 032
049 035 031 .035 035 038 036 045
.027 035 034  .034 036 035  .046 040
4] 045 .032  .033 .038 [.060] .034 034 .034 050
.033 033 043 040 020  .036 040 044
037 050 034 034 039 044 .038 035
o 034 L0311 %1 044 047 ik Ty L0433 A03s 042
.037 033 .032 .036 .037 .036 .045 .032 .029
044 072|087 027 031 048 036 037




Criptoanalisis de Vigenere - Ejemplo

Example 1,12 (Cont.) We have hypothesized that the keyword length is 5.
We now compute the values M, as described abave, for 1 < i < 5. These values
are tabulated in Table 1.4. For each i, we look for a value of M, that is close to
0.065. These g's determine the shifts k, ..., k5.

From the data in Table 1.4, we see that l.hﬁ key islikelytobe K = (90,13, 4, 19),
and hence the keyword likely is JANET. This is correct, and the complete de-
cryption of the ciphertext is the following:



Criptoanalisis de Vigenere - Ejemplo

The almond tree was in tentative blossom. The days were longer,
often ending with magnificent evenings of corrugated pink skies. The
hunting season was over, with hounds and guns put away for six
months. The vineyards were busy again as the well-organized farm-
ers treated their vines and the more lackadaisical neighbors hurried to
do the pruning they should have done in November.*



The end.
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