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Relaciones Exteriores: two rulers “Saint-Cyr”, 1981
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Relaciones Exteriores: Gretacoder 805, c. 1975
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Cryptography in Relaciones Exteriores: Gretacoder
805, c. 1975
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Cryptography in Relaciones Exteriores: Gretacoder
906, c. 1976
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The Zimmermann telegram of 1917, overview

! The First World War, trench warfare
! The telegram
! Encryption and transmission
! British interception and decipherment
! Consequences
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Prehistory

Mexican-American War 1846–1848: USA gain large tracts of
Mexican territory, Alta California and Santa Fe de Nuevo
México (including California, Texas, Arizona, New Mexico).

Franco-German War 1870–1871: German troops occupy Paris
within a few weeks. Germany gains Alsace-Lorraine and
becomes unified under Emperor Wilhelm I.
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The First World War (in the West)

! 28 July 1914 to 11 November 1918. Central powers
(Germany, Austria-Hungary, and others) against the
Entente (France, Great Britain, Russia, and others).

! 1 August 1914: German troops march through Belgium
towards Paris (Schlieffen plan), but are stopped by the
French and British forces.

! The ensuing trench war exhausts both sides morally,
militarily, and financially.
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The Schlieffen plan
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French attack on German trench
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The Zimmermann telegram, Januar 1917

! The leading German generals, Paul von Hindenburg
(1847–1934) and Erich Ludendorff (1865–1937) convince
Emperor Wilhelm II.: we can only win the war if we enter
unrestricted U-boat warfare.
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The Zimmermann telegram, Januar 1917

! Worry: the US enter the war on the side of the Entente.
! Arthur Zimmermann (1864–1940), German foreign

minister, starts an inept attempt to stop the US: Mexico
shall reconquer the lost territories of Texas, New Mexico,
and Arizona.
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The Zimmermann telegram, January 1917

9 January Imperial U-boat decision
13 January Zimmermann signs message
16 January telegram(s) from Berlin to Washington in 0075
19 January telegram from Washington to Mexico in 13040
31 January Germany declares unrestricted U-boat warfare

3 February US president Wilson breaks relations with Germany
10 February Room 40 receives 13040 message from Mexico
22 February Reginald Hall gives decrypt to Walter Page
24 February President Wilson receives the telegram

1 March story published in US newspapers
3 March Zimmermann admits responsibility
6 April US congress declares war on Germany
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100 years Zimmermann telegram
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Sending the telegram

Codebooks for encryption:
! 13040: 11 000 words, broken by the British cipher bureau

Room 40 in 1915. This was guessed at by the Germans.
! 0075: more secure construction, not broken in early 1917.

The commercial U-boat Deutschland had brought it to the
German embassy in Washington in December 1916, but it
was not available in Mexico.

The British HMS Telconia had cut all transatlantic cables out of
Germany on 5 August 1914. The Germans had the following
four options for transmission:

! Another U-boat.
! Transmission between the high-power radio station at

Nauen near Berlin and at Sayville on Long Island NY.
! The Swedish roundabout, via Stockholm and Buenos

Aires.
! On US diplomatic cable from Berlin to Washington, which

US ambassador James Gerrard had allowed for messages
concerning peace negotiations. 45/80



Possible transmission routes
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The Zimmermann telegram: the original text
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The Zimmermann telegram in English

Most secret. Decipher yourself.
We intend to begin on the first of February unrestricted
submarine warfare. We shall endeavour in spite of this to keep
the United States of America neutral.
In the event of this not succeeding, we make Mexico a proposal
of alliance on the following basis: Conduct war jointly. Conclude
peace jointly. Substantial financial support and consent on our
part for Mexico to reconquer lost territory in Texas, New Mexico,
and Arizona. The settlement in detail is left to your Excellency.
Your Excellency will inform the President of the above most
secretly as soon as the outbreak of war with the United States
of America is certain, and add the suggestion that he should,
on his own initiative, invite Japan to immediate adherence, and
at the same time mediate between Japan and ourselves.
Please call the President’s attention to the fact that the ruthless
employment of our submarines now offers the prospect of
compelling England in a few months to make peace.
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The Zimmermann telegram: a closer look
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Transmission and interception

Four possible routes: U-boat, German radio stations, Swedish
roundabout, US diplomatic cable.

! U-boat: trip cancelled.
! Radio: no encrypted messages allowed.
! Sweden or US?

How to prove it did not go via Sweden? “co-NP”.
My stroke of luck: Maria Keipert, the knowledgeable director of
the archive of the German Foreign Office, showed me the log
book of encrypted messages (“Geheime Ausgänge”) to
Sweden. Several entries in January 1917, but not the
Zimmermann telegram.
The British intercepted all transatlantic cable transmissions,
including US diplomatic messages and the Zimmermann
telegram in 0075.
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Transmission and interception

Conclusion: The Zimmermann telegram (in German:
Mexiko-Depesche) went in code 0075 on the undersea cable
connecting the US embassy in Berlin to Washington. It was
handed to the German ambassador, Graf Johann Heinrich
Andreas Hermann Albrecht von Bernstorff, decrypted,
re-encrypted in code 13040, and sent via Western Union to the
German minister, Heinrich von Eckardt, in Mexico.
This shows the difficulty of transmitting secret keys over a
public line. Is this possible at all?
Computer science enters cryptography: yes, it is possible.
Diffie & Hellman 1976. Public-key cryptography.
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Zimmermann telegram in 13040

38/80



Room 40: one page of code 13040 deciphered
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Room 40: one section of code 13040 deciphered
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British decipherment

! Room 40, the cryptanalytic unit of the British, founded in
August 1914. Director: Captain Reginald Hall, later
Admiral and Sir Reginald.

! The cryptanalyst Nigel de Grey can read parts of the
intercepted telegram (“drop copy”) in 0075. Not readable:
Texas, New Mexico, Arizona.

! Edward Thurstan, British legation in Mexico City, bribed an
operator at the post office. De Grey writes: Although we
had the 13040 version and knew Eckardt had no 7500
book, without disclosing our drop copy source, we could
not produce it. Nor could we prove that the telegram had
actually been delivered in Mexico to the German Legation
and had not been faked in London . . . How we succeeded
in stealing the copy I never knew but money goes a long
way in Mexico and steal it we did.

35/80



British decipherment

! Room 40 receives the 13040 copy, “el resto fue sencillo”:
de Grey deciphers it, Hall gives the solution to the US
ambassador Walter Page in London, who passes it to US
President Woodrow Wilson.

! David Kahn: “the greatest intelligence coup of all times”.
! Published in newspapers on 1 March, including El

Universal. Public outcry in the US, Congress declares war
on the Central Powers on 6 April 1917.

! 11 November 1918: victory of the Entente, followed by the
Treaty of Versailles.

! Challenge to historians: contradictory, erroneous, and
intentionally false statements by participants and in the
literature.
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Portada El Universal del 1 marzo de 1917
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Portada El Universal del 1 marzo de 1917
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Consequences

! Von Eckardt presents the German offer to the Mexican
government on 20 February 1917. Mexican President
Venustiano Carranza rejects it on 14 April: “era una locura
pensar que Alemania realmente iba a poder cumplir con
esa oferta de ayuda militar” (Felipe Ávila).

! German U-boats sink many ships, but the ground troops
are exhausted and cave in after the massive US
intervention.
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SM U 35 torpedoes HMS Maplewood in April 1917
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Consequences

! Zimmermann admits authorship of the telegram in the
German parliament on 3 March 1917.

! Strong criticism by various Members: Zimmermann has
played a brilliant argument into Wilson’s hand to rally the
American people in unison around him. Zimmermann: I
share the opinion that the Mexicans are unable to wage
war successfully against the United States . . . My intention
was to convince Carranza to start marching as soon as
possible . . . It was important to me to avoid exposing our
faithful field-gray uniforms to new enemies . . . In this war,
moral has been filed away . . . Mexico has no weapons in
the modern sense, but the irregular gangs are sufficiently
supplied with weapons to stir up discomfort and unrest in
the border states of America.

! Why did Zimmermann admit the telegram’s origin? My
speculative answer: because he did not see anything
wrong with it.
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French plans 1915
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Aftermath of the First World War

! Austria-Hungary is cut up into various countries. Poland is
created as an independent state and given parts of
Germany and Russia; France regains Alsace and Lorraine
and controls some parts of Germany in the west for several
years.

! A democratic republic is created in Germany (Weimar
Republic), but weakened by the compensation payments
according to the Versailles treaty and massive internal
strife by extremists. Ultimately, this gives rise to a Nazi
government and the next disaster.
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An 8-year old Afghan refugee in Bonn writes in December
2016:
I wish that sometime there will be no war in the world anymore.
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