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Paquetizacion de los flujos multimedia

Para poder transmitir la informacion codificada de voz o video sobre redes de datos, es
necesario armar “paquetes”.

Es necesario “juntar” un conjunto apropiado de informacidn para armar un paquete.

Cada paguete tiene una cantidad minima de informacion de control
o Cabezal del paquete
o QOrigen, destino
° Etc.
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Transmision de multimedia sobre redes de datos

Flujo multimedia
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RTP — Real Time Protocol

Es un protocolo para transmision de datos de tiempo real (audio y video) sobre IP

Estd estandarizado en el RFC 3550

C MPEG || MPEGI1 || MPEG?2 Motion
A 1 t -8
P o PCM 1 HL261 1A dio || Video || Video JPEG
yer
RTP
Transport
layer
UDP
Network P
layer
Data link
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RTP - Cabezal

eXtension

Timestamp

Version Padding Payload Type

synchronization source (SSRC) identifier

contributing source (CSRC) identifiers

A

32 bits
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RTP - Cabezal

Payload Type
Payload Type Formato Medio Clock Rate

0 PCM mu-law Audio 8 kHz
3 GSM Audio 8 kHz
4 G.723 Audio 8 kHz
8 PCM A-law Audio 8 kHz
9 G.722 Audio 8 kHz
13 Confort Noise Audio

14 MPEG Audio Audio 90 kHz
15 G.728 Audio 8 kHz
18 G.729 Audio 8 kHz
26 Motion JPEG Video 90 kHz
31 H.261 Video 90 kHz
32 MPEG-1 o 2 Elementary Stream Video 90 kHz
33 MPEG-1 o 2 Transport Stream Video 90 kHz
34 H.263 Video 90 kHz

96 — 127 Dinamico
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RTP - Cabezal

Payload type
o |dentifica el tipo de informacion que viaja en el paquete
° Indica el tipo de codificacion de audio o video, o el contenido de informacion “especial”
o CN (Comfort Noise)

o Tipos dinamicos
o RFC 2833 (Tonos DTMF, tonos de Fax, etc.)

[e]

Sequence number ( 16 bits)
> Numero secuencial, generado en el origen. Es usado por el receptor para detectar paquetes perdidos

Time Stamp (32 bits)
o Marca horaria, del momento de la generacion del primer byte de la muestra enviada en el paquete

Synchronization Source Identifier (32 bits)
o |dentifica el origen
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Ejemplo RTP: Paquete de audio

Autor: Dr. Ing. José Joskowicz

1 sin_ecol.pcap - Wireshark - |EI|5|
File Edit Mew Go Capture Analyze Statistics  Telephony  Tools  Help

B ol @l EEXE L A pFL|BE Q@ -
Filker: I *  Expression... Clear Apply
Mo, = | Time | Source Destination Protocal | Info 1=
352 2.174172.20.20.73 152.168.0.8 RTF PT=ITU-T G.711l PCMU, SSRC=0xA4554434, K4
1 | ]
F Frame 352: 214 bytes on wire (1712 hits), 214 bytes captured (1712 bits) =
# Ethernet II, Src: AlliedTe_25:3a:ch (00:00:cd:25:3a:ch), Dst: Ibm 46:89:52 (00:2
# Internet Protocol, Src: 172.20.20.73 (172.20.20.73), Dst: 192.168.0.585% (192.165.
F User Datagram Protocol, Src Port: 5574 (55740, Dst Port: 12702 (127020
=l Real-Time Transport Protocol
10.. .... = version: RFC 1889 version (2
L0, ... = Padding: False
.0 .... = Extension: False
0000 = Contributing source identifiers count: O
0 = Marker: False

Payload type: ITU-T G.711 PCMu (O]
Sequence number: 40847
Timestamp: 2138687751
synchronization Source identifier: Oxad95445a (276150759300 :j

0010 00 CB 52 1b 40 00 FF 11 ed fE ac 14 14 45 CO as N I.. ;J
o020 00 55 15 C ) “an

|:||:|3|:| A A A

0040
o050
0060
oovo
D080
00a0
00an
0obo

=10

14

10111 P T 5
..... 211 a’ihn..
..... ~.~— RpX0o [j .

........ zmhdbai

13 rvprpp O e - . .

v hikm m

6| Real-Time Transport Protocol {rkpd, 172 bykes |F‘ackﬂts: 2194 Displayed: 2194 Ma... v File: DeFault




Comunicacion RTP de extremo a extremo
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Sesiones RTP

Los terminales establecen sesiones para cada tipo de medio
o Audio
° Video

Tipicamente cada sesidn es “independiente”

v

Sesidon de Audio RTP

A

v

Sesién de Video RTP

A
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Demoras

Red de
datos
0.000 s ]
0.020 s Y =ﬂ
20 rﬁs 1
0.040 s R T 'mer pg 100 ms de retardo
1 Quete RTp (NO esta a escala)
0.060 s
0.120+2¢ s
0.140+2¢ s
0.160+2¢ s




Demoras variables - Jitter

) ~ Red de
~ datos

0.000 s I
0.040 s i 100 ms de retardo

(NO est4 a escala)

0.060 s




Jitter Buffer

Paquetes con

(((.

retardo

Demora adicional:
“Tamano del Jitter

variable

Buffer”

‘ 'I“
—

20 ms I
| B

El tamano del Jitter-Buffer depende del tiempo del Jitter.

En VolIP el tamario tipico es de 20 ms a 60 ms
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RTCP —RTP Control Protocol

El RFC 3550 establece, ademas del protocolo RTP, un protocolo de control, RTCP
o Encargado de enviar periddicamente paquetes de control entre los participantes de una sesion

o Proveer realimentacion acerca de la calidad de los datos distribuidos (por ejemplo, de la calidad
percibida de VolP).
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RTCP —tipos de datos

SR (Sender Report): Envia estadisticas de los participantes “origen” (sender)

RR (Receiver Report): Envia estadisticas de los participantes “destino” (receivers)
SDES (Source Description): Envia items de descripcidn del origen
BYE: Indica el fin de la participacion en el intercambio de mensajes RTCP

APP: Funciones especificas para las aplicaciones participantes
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RTCP — Ejemplo de SRy SDES

%! Prueba 2.pcap - Wireshark

File Edit Wiew Go Capture Analyze Statistics  Telephony Tools  Help

=101 =]

E | BEXEE| AT L|EBEB|QAQ

L]

Filker: Irtcp *  Expression... Clear #pply

Mo, |Time |S|:u_|r|:e |Destinatiu:un IF‘ru:utcu:u:uI IInFu:u

172.31.0.11 RTCP  Sender Report  source description

s
-

F User Datagram Protocol, Src Port: 19259 (1825%), Dst Port: 51777 (517770
F Real-time Transport Control Protocol (Sender Report)
= real-time Transport cControl Protocol (Source description)
F [Stream setup by S0P (frame 73]
10.. .... = version: RFC 188% version (2)
S ¢ D Padding: False
Lo 00001 = Source count: 1
Packet type: Source description 2020
Length: 19 (80 bytes)
B Chunk 1, SSRCACSRC Ox1C360001
Identifier: 0x1c360001 (473300993
El SDES items
Type: CWaME (user and domain) (10
Length: 16
Text: 0.0.08172.31.0.1
Type: MAME ¢common name) (20
Length: 23
Text: Cisco IOS, WOIP Gateway
Type: TOoOL (nameAversion of source app) (60
Length: 23
Text: Cisco IOS, WOIP Gateway
Type: EWD (0]
[RTCP frame Tlength check: oK - 132 bytes]
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RTCP y RTP de extremo a extremo

Aplicacion Aplicacidn

= 51 L

RTCP  #===—=>  RTP

TP <= RTCP

ubP uDP

Caminos
independientes
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Audio sobre
Redes de Datos

PAQUETIZACION DE VOZ Y VIDEO EN REDES IP
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RTP — Paquete de audio

1 sin_ecol.pcap - Wireshark ;Iglﬂ

File Edit Mew Go Capture Analyze Statistics  Telephony  Tools  Help

B &l @l EEXELE Ae=2TIL|(IBIE Q@ -
Filter:l *  Expression... Clear Apply
Mo, = |Time |Source Destinakion Protocol | Info

352 2.1741072,20. 20,73 19 5.0.8 RTF PT=ITU-T G.711l PCMU, SSRC=0xA4994454,

Lell»

1] | i

F Frame 352: 214 bytes on wire (1712 hits), 214 bytes captured (1712 bits) =
# Ethernet II, Src: AlliedTe_25:3a:ch (00:00:cd:25:3a:ch), Dst: Ibm 46:89:52 (00:2
# Internet Protocol, Src: 172.20.20.73 (172.20.20.73), Dst: 192.168.0.585% (192.165.
F User Datagram Protocol, Src Port: 5574 (55740, Dst Port: 12702 (127020

=l Real-Time Transport Protocol

10.. .... = version: RFC 1889 version (2
L0, ... = Padding: False
.0 .... = Extension: False
0000 = Contributing source identifiers count: O
0 = Marker: False

Payload type: ITU-T G.711 PCMu (O]
Sequence number: 40847
Timestamp: 2138687751

synchronization Source identifier: Oxad95445a (276150759300 :j
1] | i
0010 <8 92 1b 7f fé &
4]0

55 145 d ;
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No alcanza con enviar audio

La telefonia analdgica y luego la digital incluyeron métodos de sefalizacién “en banda” (dentro
de la banda de audio).
Ejemplos:

o DTMF (RFC 2833)

o FAX (T.38)

Los nuevos codecs incluyen mecanismos de transmision discontinua (DTX), y pueden indicarlo
o ”
en banda
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RTP — Ejemplo RFC 2833

7! Prueba Z.pcap - Wireshark

=10l %]

Fle Edit Miew Go Capture Analyze Statistics Telephory Tools Help

B o @l EEXE2E Qe TFEIEEBE QA -
Filter: | v  Ewpression... Clear Apply

Mo, |Time |Source Destination Pratacal | Infa

LBE17V2.31.0.11

172.

-

| M

Frame 501: 58 bytes on wire (464 bits),

58 hytes captured (4864 bits)

Ethernet II,

Src: HewlettP_63:el:20 (00:1f:29:83:21:200,

Dst: Cisco_8l:ed:08 (0C

Internet Protocol,

srcr 172.31.0.11 (172.31.0.11),

DsT:

172.31.0.1 (172.31.0.1)

User Datagram Protocol, Src Port: 51776 (517767,
Real-Time Transport Protocol
H [stream setup by sDP (frame 33)]

D=t Port: 15258 (19258

[0

10.. = version: RFC 188% wversion (20
.00 ... = Padding: False
.0 ... = Extension: False
0000 = Contributing source ddentifiers count: O
Q. = Marker: False

Payload type: DynamicRTP-Type-101 (1010

Sequence number: 17478

[Extended sequence number: 33014]

Timestamp: 3792001414

Synchronization Source ddentifier: 0x78333ded (19830895409)
= RFC 2833 RTP Ewvent

Event ID: DTMF Two 2 (2]

0... = End of Event: False

0., ... = Reserved: False

00 1010 = volume: 10

Event Duration: 320
1] | -+
Qoo 06 00 1f 29 63 1 20 08 00 !
0010 00 80 I1 00 00 ac If 00 Ob ac 1f

30 ah
33 3d

0020
0030

3a Q00 18
6d 02 0a

58 74 80 65 44 46 e2 05
01l 40

76
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RTP — Ejemplo Comfort Noise

Autor: Dr. Ing. José Joskowicz

" Prueba 2.pcap - Wireshark

=10l %]

Fle Edt Wew Go Capture Analyze Statistics Telephony Tools Help

E BEEXR2E AesTF L|[BEIQAQ -~
Fier: | ~  Expression... Clear Apply

Mo, |Time |Source Destination Pratocal | Infa

31.0.11 RTP

PT=Comfort noise,

I
F Frame 1130: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
# Ethernet II, Src: Cisco 8l:ed:06 (00:23:04:81l:ed:06), Dst: HewlettP 63:e2l:20 (00
& Internet Protocol, sre: 172.31.0.1 (172.31.0.17, Dst: 172.31.0.11 (172.31.0.11)
F User Datagram Protocol, Src Port: 19258 (192580, Dst Port: 51776 (517760
= Real-Time Transport Protocol
E [stream setup by sDP (Trame 7]
10.. .... = version: RFC 1889 version (2]
.0, .... = Padding: False
.0 .... = Extension: False
0000 = Contributing source identifiers count: O

0... .... = Marker: False

Payload type: Comfort noise (13)

sequence number: 5637

[Extended sequence number: 71173]

Timestamp: 3813669695

synchronization Source ddentifier: 0x1c360001 (4733009%3)

Payload: 5a
1 | |
o000 00 1T 29 83 el 20 00 23 04 Bl ed 06 08 00 4% b3 TN E.
o010 00 29 13 %92 00 00 fe 11 50 23 ac 1f 00 01 ac 1f ) P#......

00 Qo

0020 00 Ob 4b 3a ca 40 00 15
5T ] 0o 0o oo

ELR G

il Real-Time Transport Protocal (rtpd, 13 bytes Packets: 3043 Displaved: 304... |Pru:uFiIe: Defaulk




Ancho de banda para G.711

‘ 20 ms de voz .

ethernet [IRNEOREERTP)  [IARRRN =

22 bytes 40 bytes 160 bytes 4 bytes

Ventana = 20 ms
Bytes de voz/trama = 64 kb/s * 20 ms / 8 = 160 bytes
Bytes de paquete IP = 160 + 40 = 200 bytes
Bytes de Trama Ethernet = 200 + 26 = 226 bytes
Ancho de banda LAN =226 * 8 /20 ms =90.4 kb/s

Este ancho de banda es para la voz en UN sentido. Se debe duplicar
para tener en cuenta ambos sentidos
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Ancho de banda

Bytes de voz/trama = Velocidad de muestreo * duracién de trama /8

Bytes de paquete IP = Bytes de voz/trama + 40
Bytes de Trama Ethernet = Bytes de paquete IP + 26

Ancho de banda LAN = Bytes de Trama Ethernet * 8 / duracién de trama
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Ancho de banda de LAN en un sentido

Duracion Bytes de Ancho de
Tipo de de Trama Bytes de Bytes de trama Banda en
Codec (ms) voz/Trama | paquete IP | Ethernet | LAN (kbps)
G.711 10 80 120 146 116,8
(64 kbps) 20 160 200 226 90,4
30 240 280 306 81,6
G.729 10 10 50 76 60,8
(8 kKbps) 20 20 60 86 34,4
30 30 70 06 25,6
G.723.1
(6.3 kbps) 30 24 64 90 23,9
G.723.1
5.3 kbps 30 20 60 86 22,9
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Sitios “on line” para calcular ancho de banda

http://www.erlang.com/calculator/lipb/

Autor: Dr. Ing. José Joskowicz Tecnologias de Redes y Servicios de Telecomunicaciones


http://www.erlang.com/calculator/lipb/

Video sobre
Redes de Datos

PAQUETIZACION DE VOZ Y VIDEO EN REDES IP
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Transmision de video sobre redes de datos

Las secuencias de video (Elementary Streams) son paquetizadas en unidades llamadas PES
(Packetized Elementary Streams), consistentes en un cabezal y hasta 8 kbytes de datos de
secuencia.

Estos PES a su vez, son paquetizados en pequenos paquetes, de 184 bytes, los que, junto a un
cabezal de 4 bytes (totalizando 188 bytes) conforman el “MPEG Transport Stream” (MTS) y
pueden ser transmitidos por diversos medios.
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Transmision de video sobre redes de datos

RFC 2250:

o Establece los procedimientos para transportar video MPEG-1 y MPEG-2 sobre RTP. Varios paquetes MTS
de 188 bytes pueden ser transportados en un Unico paquete RTP, para mejorar la eficiencia

RFC 3016 y RFC 3640
o Establecen los procedimientos para transportar flujos de audio y video MPEG-4

RFC 3984
o Establece los procedimientos para transportar flujos de video codificados en H.264

RFC 7798
o Describe la forma de transportar H.265 (HEVC) sobre RTP
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MPEG-2 sobre RTP

1 Testb_T720p_rtp_MPEGZ.pcap - Wireshark - |EI|£|

File Edit Wew Go Capture Analyze Statistics  Telephony Tools  Help

B & el IEEX2E| A>T L(8IB aad Wk -
Filter:l *  Expression... Clear Apply
Mo, |Tirne |Scu.|rce |Destinatiu:un |F‘rntu:u:n| |InF|:| ﬂ
L 0 2 = S T =), h ) PT=MPEG-II transport streams, c
3 0.000555 162,.168.170.3 1562 .168.170.32 RTP PT=MPEZ-II transport streams, S5RC=
4 0. 000662 192.168.170.3152.168.170.32 RTP PT=MPEG-II Transport streams, S55RC=
I L e N TaTa L™ MM TEQ 1T 2T TEQ 1TTO 2T omTh AT~ TT +rarmcrmmert ot e mame Ccnjll
1 »

# Frame 2: 1370 bytes on wire (10960 bits), 1370 bytes captured (10980 bits)

# Ethernet II, Src: Asustekc_10:ad:ad (00:23:54:10:a0:ad), Dst: IntelCor_al:77:fa (00:1c:ch:al:?7y

Internet Protocol, Sro: 1952.168.170.328 (1592.168.170.38), Dst: 192.168.170.32 (192.168.170.32)

F User Datagram Protocol, Src Port: terakase (4000), Dst Port: search-agent (1234

= Real-Time Transport Protocol
10.. .... = version: RFC 1889 version (2]
.00 ... = Padding: False .
.0 ... = Extension: False Payload Type MTS
vews Q000 = Contributing source Jdentifiers count: O
l1... .... = marker: True (MPEG'Z Transport
Payload type: MPEG-II transport streams (330
Seguence number: 18957 ESthBEir11)
Timestamp: 484245819

synchronization Source identifierg 0x7o9dd8féad (204456330070
ISC/IEC 13818-1 PID=0x100 CC=4
ISO/IEC 13818-1 PID=0x100 CC=5

IS0/1EC 13818-1 PID=0xL00 CC=6 7 paquetes MTS (MPEG-2 Transport Stream)

ISO,f’IEC 15818-1 PID=0x100 CC=7 .
ISO/IEC 13818-1 PID=0x100 CC=8
TR/ P T P G dentro de un mismo paquete RTP
IS0 IEC 13818-1 PID=0x100 CC=10

[ 3 S

L] =

UL 12 C gl sy Ta Ul L5 24 LW au ad ug w45 U [ TR I R E.

0010 05 4c 04 béd 00 00 40 11 S9b 53 <0 aB aa 26 <0 aB Y - T Y

0020 aa 20 0f a0 04 d2 05 38 af bf 80 al 4a 0d 1c dd e B ....3...

0030 01 3h 79 dd 8f 64 47 01 00 14 2e 34 30 20 61 71 iy OdG. L. .40 ag

0040 3d 31 3a 31 2Ze 30 30 00 30 00 00 01 65 88 &84 00 =1:1.00. .
2 FF £7 N9 14 A% 1% E~ E0 9F Af B3 ~A S8 A7 Th

$
u]

m

L

i| File: "Dn\jose\wigo\tesisivideos\Opticom\ Testé_720p_rtp_MPEGZ ... | Packets: 27436 Displayed: 27436 Mark...  Pr i ile Default
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MPEG-2 sobre RTP

1 Testb_720p_rtp_MPEGZ.pcap - Wireshark - |EI|5|

File Edit “iew Go Capture Analyze  Statistics  Telephony Tools  Help

o o o EEX2E| A¢» T L|(|EEB QQAQA0 MM X B
Filter:l ¥ Expression... Clear Apply ‘
Mo, = |Tirne |Source |Destination |Protocol |InFo i’
2 0.000s22 1592,.168.170.3 192.168.170.32 RTP FT=MFEG-II transport streams, SSRC=0x7SDDEFGE4, iIJ
I i A T TaTal N atel AMAT AST AT T AAT 1TSS ATA OTT o RTma P ORAMITT T T A m e e e —_ e e R SeeTPhees o read 'r
4

M Frame 2: 1370 bytes on wire (10960 bits), 1370 bytes captured (10960 bits)

# Ethernet II, src: asustekc_10:al:ad (00:23:54:10:a0:ad), Dst: Intelcor_a0:77:fa (00:1lc:c0:a0:77:fa)
Internet Protocol, Src: 192.168.170.38 (192.168.170.38), Dst: 1592.168.170.32 (192.168.170.32]

# User Datagram Protocol, Src Port: terabase (40000, Dst Port: search-agent (12340

E Real-Time Transport Protocol

|

10.. .... = version: RFC 1889 wversion (20
L0 ... = Padding: False
.0 .... = Extension: False
0000 = Contributing source identifiers count: O
1 = Marker: True

Payload tType: MPEG-II transport streams (33)

Sequence number: 18957 Cabezal de MTS

Timestamp: 484245819
synchronization source identifier: 0x7odd8fed (2044863300 (Zl k))/teass)
= Header: 0x47010014
0100 0111 ..., ... ciih eeen wea. aa-. = SYNC Byte: Correct (Ox00000047)

Bevs et it tevs wess wwa. = Transport Error Indicator: 0
LO0e e wee e wees wew. = Payload Unit start Indicator: O
0 i aees s e eee. = Transport Priority: O
L..0 0001 Q000 Q000 ... .... = PID: Unknown (0x000001007

Il
Payload de MTS
00.. .... = Transport Scrambling Controlg scramble
L0l = adaption Field Control: oad only (0x00 (184 byteS)

0100 = Continuity Counters

[MPEG2 PCR Analysis]
Payload: 2e34302061713d313a312:303000800000016585858400337F. ..
F IS0/TEC 13818-1 PID=0x100 CC=5
M IS IEC 13818-1 PID=0x100 CC=6
B IS0 TEC 13818-1 PID=0x100 CC=7
B ISC/TEC 13818-1 PID=0x100 CC=8
0030

b d
0040 i 1 Ze 30 ; =
0050 ; 13 5« d 3
0060 ) ; 0 4 40 poogo
elers} ad b la 4: i le 76 dE S, . ...
[alat=ta) oc ¢ " ; c _

@ | 1s0/IEC

0L

inja N

Autor: Dr. Ing. José Joskow o ioa ==



H.264 sobre RTP

Tl Testl_wga_rtp_h264.pcap - Wireshark — |EI|5|
File Edit Mew Go Capture Analvee  Statistics  Telephony  Tools  Help
B & 8 BEEX2EE| QA+« T L BB QAQQ0| d#¥Mx| H
Filter:l * Expression... Clear Apply
M, ITime ISource |Destinatiu:un |Pru:utou:u:u| |Infu:u ;l
249 1, 206720 192.168.170.3 1592, 168.170. 32 RTP PT=DyhnamicRTP-Type-596, SSRC=0x5F121300, Seq:_j
250 1.312543 152.168.170.3 152,168,170, 32 RTP PT=DynamicRTP-Type-596, SSRC=0x5F1213D0, Seq:
251 1.312553 152.168.170.3 152,168,170, 32 RTP PT=DynamicRTP-Type-596, SSRC=0x5F1213D0, Seq:
252 1.32709646 152.168.170.3 152,168,170, 32 RTP PT=DynamicRTP-Type-596, SSRC=0x5F1213D0, Seq:
253 1. 328213 152.168.170.3 152,168,170, 32 RTP PT=DynamicRTP-Type-596, SSRC=0x5F1213D0, Seq:
254 1. 528270 1592.168.170.5152.1a68.170. 32 RTFP PT=DyhamicRTP-Type-596, SSRC=0x5F1213D00, Sed:
255 1. 343582 1592.168.170.5152.1a68.170. 32 RTFP PT=DynamicRTP-Type-56, SSRC=0x5F1Z13D0, Seq:
256 1. 343806 1592.168.170.5152.1a68.170. 32 RTFP PT=DynamicRTP-Type-56, SSRC=0x5F1Z13D0, Seq:
257 1. 5438863 1592.168.170.5152.1a68.170. 32 RTFP PT=0ynamicRTR-Type-%6, SSRC=0x5FL1Z1300, Seq=;|
| | 3
F Frame 245: 1484 bytes on wire (11872 bits), 1484 bytes captured (11872 hits) 1
® Ethernet II, Src: AsustekC_10:ad:ad (00:23:54:10:a0:ad), Dst: Intelcor_apr?7:fa F)Ei)/IC)Ei(j (jEEl tIF)()
Internet Protocol, sSrc: 192.168.170.38 (192.168.170.38), Dst: 192.168A470.32 (1 “dlnémlco”
H User Datagram Protocol, Src Port: terabase (40000, Dst Port: seara-agent (1234
Real-Time Transport Protocol
10.. .... = Wersion: RFC 1889 version (20
L0, .... = Padding: False
.0 .... = Extension: False
0000 = Contributing source ddentifiers cefint: O
O... .... = Marker: False
Payload type: DynamicRTP-Type-9& (98]
Seqguence number: 27668 Payload de H264
Timestamp: 2618277648
synchronization Source identifier: 0x5f1213d0 (15950202400 (1430 bytes)
Payload: 1c013d7f7rbaf4233db6202dalfeldedias34a01425c00e07, ..
Q020 of al 04

0030
0040
0050
00&a0

faYutw sl oo ol

Ol Real-Time Transpork & Default
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Ancho de Banda de Video

El ancho de banda requerido depende de

o Tipo de codificacién utilizada (MPEG-1, 2, 4, H264, etc.)
Resolucion (tamano de los cuadros SD, CIF, QCIF, etc.)
Tipo de cuantizacion seleccionado

o

[¢]

[¢]

Movimiento

[¢]

Textura

La codificacion de video es estadistica, y depende de la imagen transmitida
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Calidad vs Ancho de Banda

MOS (SD - MPEG-2)

3 4 5 6 7 8 9 10 11
Bitrate (Mb/s)

12

—e— Seriel
—=— Serie2
Serie3
Seried
—x— Serieb
—e— Serie6
—— Serie7
—— Serie8
—— Serie9
Seriel0
Seriell
Seriel2
Seriel3
Serield
Seriel5
Seriel6
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Ancho de banda en LAN para MPEG-2 con MTS

P

.-

B
» <€

22 bytes 40 bytes I 184 bytes I

4 bytes
(MTS Header)

7 x184 = 1288 bytes de contenido MPEG-2
40 + 4 x 7 = 68 bytes de cabezales a nivel de capa 3 (IP)

26 bytes de cabezales adicionales a nivel de capa 2
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Ancho de banda en LAN para MPEG-2 con MTS

El ancho de banda de MPEG-2 transportado en RTP
> 5.3% (68/1288) mayor que el ancho de banda propio del video en capa 3 (IP)

> 7.3 % (94/1288) mayor que el ancho de banda propio del video en capa 2 (Ethernet)
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Ancho de banda en LAN para H.264

H.264 encapsulado directamente sobre RTP (sin utilizar TS)
o Se pueden enviar hasta 1430 bytes de “payload” en un paquete IP/UDP/RTP

o El ancho de banda en capa 3 es 2.8% (40/1430) mayor que el del propio video codificado
o En capa 2 es 4.6% (66/1430) mayor que el del propio video codificado.
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Seguridad en RTP

PAQUETIZACION DE VOZ Y VIDEO EN REDES IP
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RTP es inseguro

El protocolo RTP es “abierto”.
o Los paquetes capturados pueden ser facilmente decodificados

o Herramientas habituales (como wireshark) permiten escuchar el audio codificado en flujos
RTP

i Prueba Lpcap [Wireshark 1.8.7 (SVM Rev 49382 from ftrunk-1.8)] fi Wireshark: RTP Stream Analysis

File Edit View Go Capture Analyze Statistics Telephony Tools Int L .
- = Forward Direction Reversed Direction
B & oL@ % D
% a @ @ & b ? & Analysing stream from 1723101 port 19348 to 17231011 port 52740 55RC = 0x13150001
Filter: rip EI Packet ~ Sequence 4 Delta(ms) 4 Filtered Jitter(ms) 4 Skew(ms) 1 IP BW(kbps 4 Marker 1 Status
Ma. Tirme Source Destination Protocol 28 8165 0.00 0.00 0.00 160 SET [Ok]
29 8166 19.87 0.01 013 3.20 [Ok]
28 79.147107 172.31.0.1 172.31.0.11 RTP
29 79.166980 172.31.0.1  172.31.0.11 RTP 0 8167 2000 0.01 0.13 480 [Ok]
30 79.186980 172.31.0.1 172.31.0.11 RTP Eil 8168 30.00 0.63 -9.87 6.40 [Ok]
31 79.216977 172.31.0.1 172.31.0.11 RTP
32 79.226978 172.31.0.1 172.31.0.11 RTP 32 8162 1000 122 013 500 [Ok]
33 79.246976 172.31.0.1  172.31.0.11 RTP 33 8170 20.00 114 013 960 [ Ok]
34 79.266977 172.31.0.1 172.31.0.11 RTP ET 8171 20.00 1.07 013 11.20 [Ok]
35 79.286975 172.31.0.1 172.31.0.11 RTP
36 79.306973 172.31.0.1  172.31.0.11  RTP # sl 20.00 100 013 1250 [ Okl
38 79.327100 172.31.0.1 172.31.0.11 RTP
Max delta = 30.00 t packet no. 31
39 79.347098 172.31.0.1  172.31.0.11 RTP M itter = 164 me. Meon fitter = 0.04 ms
40 79.367096 172.31.0.1 172.31.0.11 RTP Mazx skew = 10.55 ms.
41 79.386972 172.31.0.1 172.31.0.11 RTP Total RTP packets = 912 (expected 912) Lost RTP packets = 0 (0.00%) Sequence errors =0
42 78.406870 172.31.0.1 172.31.0.11 RTP Duration 26.62 s (-3344 ms clock drift, corresponding to 6995 H-" L )
43 79.426969 172.31.0.1 172.31.0.11 RTP
44 79.446968 172.31.0.1 172.31.0.11 RTP : ;
45 79.466967 172.31.0.1 172.31.0.11 RTP [ Save payload... H Save as CSV... ” Refresh H Jump to ][ Grz n “ Player §|me nor
46 79.487091 172.31.0.1 172.31.0.11 RTP _
A7 74 \07091 172 211 01 172 1 0 11 BTE T
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SRTP

Es posible cifrar el medio, a través del protocolo SRTP (Secure RTP) (y SRTCP), estandarizado en
el RFC 3711

Se utilizan técnicas de cifrado AES (Advanced Encryption Standard) para el “payload”

También es posible autenticar el contenido completo del paquete
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SRTP

V |PIX CC M PT Sequence number

Timestamp

synchronization source (SSRC) identifier

contributing source (CSRC) identifiers

ooooooo

RTP Paylod
(encriptado, de igual tamano que el RTP “original”)

RTP Master Key (opcional)

Authentication tag (opcional 4 - 10 bytes)

A
v

32 bits
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Encripcion

Se utilizan técnicas de cifrado AES (Advanced Encryption Standard)

En cada paquete de RTP y RTCP se encripta el contenido con una “clave de sesion” simétrica

Esta clave simétrica debe ser conocida por ambos extremos
o RTP no establece el mecanismo de distribucidon de ésta clave

o Tipicamente se realiza junto con la sefalizacidon en el proceso de establecimiento de llamada (x €j. en
SIP)
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Autenticacion

Se realiza utilizando los algoritmos HMAC (Hash-based Message Authentication Code) -SHA-1
(Secure Hash Algorithm 1)

V |P[X cC M PT Sequence number )
Timestamp
synchronization source (SSRC) identifier
—— , Autenticacion
contributing source (CSRC) identifiers
RTP Payload

v

Optional Authentication Tag (4 - 10 bytes)
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Claves de encripcion y autenticacion

Las claves de sesion son derivadas de una “clave maestra”

o Esta clave maestra debe ser compartida entre los usuarios, y puede ser obtenida de una entidad
externa de administracion de claves de cifrado

Encription Key
o

Administracion Master Key .| Generacion de

externa de claves Master Salt claves de
aster -a N sesion

Authentication K.ey

Salt Key
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Encripcion del payload

Initialization
Vector =
f(salt key, SSRC,
packet index)

Encription Key

AES Keystream
generator

Payload de RTP

L 4
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Payload RTP
encriptado
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Autenticacion del paquete

Authentication
Key

Paquete RTP Authentication Tag

(32 — 80 bits)
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Muchas Gracias!

PAQUETIZACION DE VOZ Y VIDEO EN REDES IP
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