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The Zimmermann telegram of 1917, overview

◮ The First World War, trench warfare
◮ The telegram
◮ Encryption and transmission
◮ British interception and decipherment
◮ Consequences
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Prehistory

Mexican-American War 1846–1848: USA gain large tracts of
Mexican territory, Alta California and Santa Fe de Nuevo

México (including California, Texas, Arizona, New Mexico).

Franco-German War 1870–1871: German troops occupy Paris
within a few weeks. Germany gains Alsace-Lorraine and
becomes unified under Emperor Wilhelm I.
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The First World War (in the West)

◮ 28 July 1914 to 11 November 1918. Central powers
(Germany, Austria-Hungary, and others) against the
Entente (France, Great Britain, Russia, and others).

◮ 1 August 1914: German troops march through Belgium
towards Paris (Schlieffen plan), but are stopped by the
French and British forces.

◮ The ensuing trench war exhausts both sides morally,
militarily, and financially.
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The Schlieffen plan
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French attack on German trench
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The Zimmermann telegram, Januar 1917

◮ The leading German generals, Paul von Hindenburg
(1847–1934) and Erich Ludendorff (1865–1937) convince
Emperor Wilhelm II.: we can only win the war if we enter
unrestricted U-boat warfare.
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The Zimmermann telegram, Januar 1917

◮ Worry: the US enter the war on the side of the Entente.
◮ Arthur Zimmermann (1864–1940), German foreign

minister, starts an inept attempt to stop the US: Mexico
shall reconquer the lost territories of Texas, New Mexico,
and Arizona.
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The Zimmermann telegram, January 1917

9 January Imperial U-boat decision
13 January Zimmermann signs message
16 January telegram(s) from Berlin to Washington in 0075
19 January telegram from Washington to Mexico in 13040
31 January Germany declares unrestricted U-boat warfare

3 February US president Wilson breaks relations with Germany
10 February Room 40 receives 13040 message from Mexico
22 February Reginald Hall gives decrypt to Walter Page
24 February President Wilson receives the telegram

1 March story published in US newspapers
3 March Zimmermann admits responsibility
6 April US congress declares war on Germany
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100 years Zimmermann telegram
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Sending the telegram

Codebooks for encryption:
◮ 13040: 11 000 words, broken by the British cipher bureau

Room 40 in 1915. This was guessed at by the Germans.
◮ 0075: more secure construction, not broken in early 1917.

The commercial U-boat Deutschland had brought it to the
German embassy in Washington in December 1916, but it
was not available in Mexico.

The British HMS Telconia had cut all transatlantic cables out of
Germany on 5 August 1914. The Germans had the following
four options for transmission:

◮ Another U-boat.
◮ Transmission between the high-power radio station at

Nauen near Berlin and at Sayville on Long Island NY.
◮ The Swedish roundabout, via Stockholm and Buenos

Aires.
◮ On US diplomatic cable from Berlin to Washington, which

US ambassador James Gerrard had allowed for messages
concerning peace negotiations. 50/61



Possible transmission routes
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The Zimmermann telegram: the original text
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The Zimmermann telegram in English

Most secret. Decipher yourself.
We intend to begin on the first of February unrestricted
submarine warfare. We shall endeavour in spite of this to keep
the United States of America neutral.
In the event of this not succeeding, we make Mexico a proposal
of alliance on the following basis: Conduct war jointly. Conclude
peace jointly. Substantial financial support and consent on our
part for Mexico to reconquer lost territory in Texas, New Mexico,
and Arizona. The settlement in detail is left to your Excellency.
Your Excellency will inform the President of the above most
secretly as soon as the outbreak of war with the United States
of America is certain, and add the suggestion that he should,
on his own initiative, invite Japan to immediate adherence, and
at the same time mediate between Japan and ourselves.
Please call the President’s attention to the fact that the ruthless
employment of our submarines now offers the prospect of
compelling England in a few months to make peace.
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The Zimmermann telegram: a closer look
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Transmission and interception

Four possible routes: U-boat, German radio stations, Swedish
roundabout, US diplomatic cable.

◮ U-boat: trip cancelled.
◮ Radio: no encrypted messages allowed.
◮ Sweden or US?

How to prove it did not go via Sweden? “co-NP”.

My stroke of luck: Maria Keipert, the knowledgeable director of
the archive of the German Foreign Office, showed me the log
book of encrypted messages (“Geheime Ausgänge”) to
Sweden. Several entries in January 1917, but not the
Zimmermann telegram.
The British intercepted all transatlantic cable transmissions,
including US diplomatic messages and the Zimmermann
telegram in 0075.
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Transmission and interception

Conclusion: The Zimmermann telegram (in German:
Mexiko-Depesche) went in code 0075 on the undersea cable
connecting the US embassy in Berlin to Washington. It was
handed to the German ambassador, Graf Johann Heinrich
Andreas Hermann Albrecht von Bernstorff, decrypted,
re-encrypted in code 13040, and sent via Western Union to the
German minister, Heinrich von Eckardt, in Mexico.

This shows the difficulty of transmitting secret keys over a
public line. Is this possible at all?

Computer science enters cryptography: yes, it is possible.
Diffie & Hellman 1976. Public-key cryptography.
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Zimmermann telegram in 13040
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Room 40: one page of code 13040 deciphered
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Room 40: one section of code 13040 deciphered
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British decipherment

◮ Room 40, the cryptanalytic unit of the British, founded in
August 1914. Director: Captain Reginald Hall, later
Admiral and Sir Reginald.

◮ The cryptanalyst Nigel de Grey can read parts of the
intercepted telegram (“drop copy”) in 0075. Not readable:
Texas, New Mexico, Arizona.

◮ Edward Thurstan, British legation in Mexico City, bribed an
operator at the post office. De Grey writes: Although we

had the 13040 version and knew Eckardt had no 7500

book, without disclosing our drop copy source, we could

not produce it. Nor could we prove that the telegram had

actually been delivered in Mexico to the German Legation

and had not been faked in London . . . How we succeeded

in stealing the copy I never knew but money goes a long

way in Mexico and steal it we did.
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British decipherment

◮ Room 40 receives the 13040 copy, “el resto fue sencillo”:
de Grey deciphers it, Hall gives the solution to the US
ambassador Walter Page in London, who passes it to US
President Woodrow Wilson.

◮ David Kahn: “the greatest intelligence coup of all times”.
◮ Published in newspapers on 1 March, including El

Universal. Public outcry in the US, Congress declares war
on the Central Powers on 6 April 1917.

◮ 11 November 1918: victory of the Entente, followed by the
Treaty of Versailles.

◮ Challenge to historians: contradictory, erroneous, and
intentionally false statements by participants and in the
literature.
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Portada El Universal del 1 marzo de 1917
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Portada El Universal del 1 marzo de 1917

37/61



Consequences

◮ Von Eckardt presents the German offer to the Mexican
government on 20 February 1917. Mexican President
Venustiano Carranza rejects it on 14 April: “era una locura
pensar que Alemania realmente iba a poder cumplir con
esa oferta de ayuda militar” (Felipe Ávila).

◮ German U-boats sink many ships, but the ground troops
are exhausted and cave in after the massive US
intervention.
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SM U 35 torpedoes HMS Maplewood in April 1917
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Consequences

◮ Zimmermann admits authorship of the telegram in the
German parliament on 3 March 1917.

◮ Strong criticism by various Members: Zimmermann has

played a brilliant argument into Wilson’s hand to rally the

American people in unison around him. Zimmermann: I

share the opinion that the Mexicans are unable to wage

war successfully against the United States . . . My intention

was to convince Carranza to start marching as soon as

possible . . . It was important to me to avoid exposing our

faithful field-gray uniforms to new enemies . . . In this war,

moral has been filed away . . . Mexico has no weapons in

the modern sense, but the irregular gangs are sufficiently

supplied with weapons to stir up discomfort and unrest in

the border states of America.
◮ Why did Zimmermann admit the telegram’s origin? My

speculative answer: because he did not see anything
wrong with it.
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French plans 1915
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Aftermath of the First World War

◮ Austria-Hungary is cut up into various countries. Poland is
created as an independent state and given parts of
Germany and Russia; France regains Alsace and Lorraine
and controls some parts of Germany in the west for several
years.

◮ A democratic republic is created in Germany (Weimar

Republic), but weakened by the compensation payments
according to the Versailles treaty and massive internal
strife by extremists. Ultimately, this gives rise to a Nazi
government and the next disaster.
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An 8-year old Afghan refugee in Bonn writes in December
2016:

I wish that sometime there will be no war in the world anymore.
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Enigma

The ENIGMA was the cryptographic workhorse of the German
military in World War II. It was originally broken by Polish
mathematicians, who then handed their methods to French and
British cryptographers. The latter eventually built up a large
organization, whose most famous member was Alan Turing and
whose cryptanalytic successes helped to shorten the war
considerably. The team also designed COLOSSUS, the world’s
first electronic (valve) computer, for use in the cryptanalysis of a
different German cipher machine.
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Enigma
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Enigma

In the 1920s, a new type of cryptographic hardware emerged
electromechanical devices.
As is often the case in the history of ideas, the time was ripe
and the possibilities of such a cryptosystem were realized by
four men in four countries around the same time. Apparently
the US American Edward Hugh Hebern (1869–1952) was the
first to have the idea, in 1917, but made a US Patent application
only in 1924. The German Arthur Scherbius applied for a
patent on 23 February 1918, the Dutchman Hugo Alexander
Koch(1870–1928) on 7 October 1919, and the Swede Arvid
Gerhard Damm three days later.
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Enigma

Their common idea was to use an apparatus as described
below. Hebern took just one rotor and Scherbius three rotors,
and the latter became the ENIGMA. It was initially sold
commercially. The German military adopted it as a major
cryptographic tool starting in 1926. The ENIGMA went through
several stages of development, some of which increased
security and others decreased it, unwittingly. The estimated
number of ENIGMA machines built is estimated at around
200 000. Like Henry Ford’s Tin Lizzy, it could be had in any
color, provided the color was black.
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Enigma

26/61



Enigma
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Enigma

The main parts of an ENGIMA are:
◮ plug board (German: Steckerbrett),
◮ key board,
◮ lamp board,
◮ rotors (German: Walzen).

When you close the lid, the 26 keys show through the holes in
the lid, the grooved aluminum ringsenigma!ring attached to the
rotors through the slits, and the letter at the top of a rotor
through the three little windows. To the left of the left rotor, the
reflector (German: Umkehrwalze) is fixed. Each of the 26 bulbs
(the one at left in the middle row is a spare bulb) sits under a
circular transparent cover with a letter printed on it.
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Enigma
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Enigma

Fictitious machine: QWERTZ, no plug board. When you press
the Q key, contact is made with the battery at left. Current flows
(in red) to the top contact of the entry (right) rotor, named III.
On all rotors, contacts are labelled QWERTZ from top to
bottom. Thus the internal wiring of III implements the
permutation N = (ERQ) (TWZ). Current exits at E which is in
direct contact with the E on the middle rotor named I, whose
permutation is M = (EQT)(RZW). It exits I at Q and enters the
left rotor IV, permuting as L = (ERZQ)(T)(W). It exits at E,
enters the reflector B, permuting as R = (EZ)(QT)(RW), and
then passes back through Z, R, and W to exit III at T. Now
current passes through the T lamp which lights up and closes
the circuit with the battery. Then T is the encryption of Q at this
state of the machine. When the key R is pressed next, the left
rotor III has rotated by one position (cyclically downwards in the
figure, so that T–R and Z–Q are connected) and–assuming that
I has not moved–the lamp Q lights up.
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Enigma

The entry rotor turns by one letter (one 26th of a full turn) at
each key stroke. Each rotor has a notch in one of 26 positions.
When it is in the middle or at the left and the rotor to its right
moves to the notched position, then the rotor turns by one
letter. The ring position (German: Ringstellung) determines in
which of 26 possible positions the ringenigma!ring is fixed to the
rotor. This is only used in determining the machine’s initial state
before encryption.
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Enigma

The plug board consists of 26 connectors, some of which are
connected in pairs. In the early days of the war, up to five pairs
were connected, later exactly ten pairs. If E is not plugged
(“unsteckered”), then current flows from the E key on the key
board to the E connector on the entry rotor. But if E is plugged,
say to Q, then current goes to the Q plug on the entry rotor.
Then it transits the rotor assembly to exit at T, as above. If T is
plugged to Z, this causes the Z lamp to light up, and the
electrical circuit closes.
Two operators are required: Fritz reads out the cleartext aloud
(Alice was not enlisted). Emil types it into the ENIGMA, which
he has set up with the current keys, and reads the ciphertext
letter by letter back to Fritz, who taps it in Morse code into his
radio transmission unit. The recipients have to set up their
ENIGMA in the same way, type in the ciphertext, and the
plaintext lights up, letter by letter, to be copied down.
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Enigma

The setting used for encryption also serves for decryption, for
the following reason. The encryption process can be viewed as
a composition

π = P ◦N−1 ◦M−1 ◦ L−1 ◦R ◦ L ◦M ◦N ◦ P (0.1) al:rho

of the plug board permutation P , the three rotor permutations
N , M , and L, and the reflectorumkehrwalze permutation in the
permutation group Sym

A
over the 26-letter alphabet

A = {A, B, C, . . . ,Y, Z}. Now if E is sent to Q on the plug
board, that is, P (E) = Q, then also P (Q) = E. That means that
applying P twice does not change anything: P ◦P is the identity
and P is an involution. The same also holds for R. When we
take the composition π ◦ π, adjacent terms cancel one after the
other, and we also find π ◦ π to be the identity. Thus for any
state, the ENIGMA permutation π ∈ SymA is an involution.
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Enigma

The original rules for setting up the ENIGMA contained a serious
security flaw, which allowed Polish cryptanalystscryptanalysis
to discover the rotor wiringrotor wirings.
During much of its wartime use, a daily secret keysecret key
was distributed on paper to all participants in a network of
ENIGMAs. It consists of the rotor choice and order, the ring
settingsecret key, and the plugboard connectionsplugboard
connections. The operator chooses two (supposedly random)
3-letter keys, the starting position HMD and the secret session
key YOS. He uses the grooves on the ringenigma!rings to move
the rotors into position HMD, visible through the small windows.
Then he encrypts YOS to obtain the public session key, say
XMZ. He starts a transmission by sending HMD and XMZ, sets
his machine to YOS and starts encrypting and sends the
resulting ciphertext. The recipient initializes his ENIGMA with
the same daily secret key and starting position HMD, decrypts
XMS to obtain YOS, sets his machine to YOS and decrypts the
received ciphertext. 18/61



Enigma

Figure : Two ENIGMA rotors.
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Enigma
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Enigma
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Enigma

According to Kerckhoff’s principle and the early commercial
availability, the ENIGMA system must be assumed to be known
to the enemy. Security only relies on the secret key. This
consists of three parts:

◮ choice and sequence of rotors,
◮ setting of rotors,
◮ plugboard connections.

Initially, a further secret ingredient was the internal wiring of the
rotors. It would be unwise to rely on this for security, because
then a single stolen or captured machine would jeopardize the
whole system.The reflector was fixed. The other rotors came in
a wooden box. Initially, there were three to choose from, which
allows six possible permutations. A later version had five to
choose from, giving 5 · 4 · 3 = 60 possibilities. The three rotors
of the German Navy ENIGMA could be chosen from a set of
eight. This rotor setting was first changed monthly, later daily,
and from mid-1942 on every eight hours. In 1943, a machine
with four rotors was introduced. 14/61



Enigma

Each rotor could be set in one out of 26 positions at the
beginning of a transmission. The entry rotor advanced by one
position every time a key was pressed. Like an odometer, it
advances after 26 turns the middle rotor by one position and
this then moves the leftmost rotor by one after 26 turns.With 60
choices for a sequence of three out of five rotors, 263 positions
for them, and 26!/(210 · 6! · 10!) choices for ten plugboard
connectionsplugboard connections, the size of the key space is

158 962 555 217 826 360 000 ≈ 1.6 · 1020 ≈ 267.

At the time, 67-bit security against exhaustive key search was
more than enough. The ENIGMA’s downfall were insecure
operating modes and, above all, faulty behaviour of operators.
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Enigma

The second most common mistake of crypto system designers
is to take a large key space as a guarantee of security. (The
most common mistake is to take the designer’s failure to break
his own system as proof that everybody else will fail, too.)
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Enigma

No single event can be pinpointed that brought about Allied
victory in the Second World War, but the British cryptanalysts at
Bletchley Park played a vital role in many battles whose
outcome eventually saved the world from brutal Nazi
domination. It has been conjectured that Ultra shortened the
war by two years, saving millions of lives on both sides.
Alan Turing, a famous British mathematician and computer
scientist, had proposed in 1937 a precise mathematical model
of computers—the Turing machine—invented the idea that
programs could be stored as data (namely, for his universal

Turing machine), and proved that deceptively simple questions
cannot be solved by any algorithm.
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Enigma

The cryptanalytic success against the ENIGMA was started by a
team of Polish cryptographers, including the mathematician
Marian Rejewski. They had completely solved the then
standard machine in 1939. Their cryptanalysis of the ENIGMA

rotors was completed in 1932. One of their main inventions was
the bombe, an electromagnetic device simulating many ENIGMA

runs on a fixed plaintext. On 25 July 1939, nine days before
Hitler’s blitzkrieg attack on Poland and while most people were
still happy with the seeming success of appeasement politics at
München, they were wise enough to share their secrets and
machinery with French and British cryptographers. Later, they
were treated in a cavalier way: while in exile in England, they
were not allowed to participate in the British cryptanalytic effort.
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Enigma

Figure : The main building, the manor, at Bletchley Park, used by the
administration, of course. The cryptanalysts worked in wooden huts.
Umbrella and shorts illustrate the versatile weather of a
Buckinghamshire summer day. 9/61



Enigma

A vital ingredient to the initial Polish ENIGMA break was a
classical espionage coup by the French Secret Service. Hans
Thilo Schmidt, working in the Chi-Stelle of the
Reichswehrministerium (cipher bureau of the Reich’s Defense
Ministry) offered his services in October 1932. Directed by
Colonel Gustave Bertrand and under the codename Asché, he
divulged many secrets. Among them were complete key
schedules for certain periods. The French secret agent
Lemoine, captured and interrogated by the Germans, betrayed
Asché, who was arrested at home in Fürstenwalde and
executed in July 1943.
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Enigma

The British Foreign Office set up a team of cryptographers at
Bletchley Park on 4 September 1939, one day after Hitler
attacked Poland. A little later, Turing joined the team. One of
their main tasks became the breaking of the ENIGMA-encrypted
communication between the German Navy headquarters at
Kiel and the submarines in the North Atlantic. These inflicted
crippling losses on Allied convoys from North America to
Europe. After a long struggle, Bletchley Park started
deciphering ENIGMA messages regularly in 1942. The resulting
stream of deciphered data ran under the name of Ultra. The
unfortunate U-boat captain who had just radioed his position to
headquarters did not know that the US Catalina bombers
dropping depth charges all around him were secretly directed
by the brain of a mathematical genius.
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Enigma

At the highest level of secrecy, German military messages were
enciphered on different systems, the Siemens

Geheimschreiber and the Lorenz SZ (Schlüsselzusatz). The
latter also used rotors, namely, twelve of them. But the principle
differed from the ENIGMA’s: the rotors generated a
pseudorandom bit string, and each letter of the message was
encoded by five bits, according to the standard Baudot code.
These two bit streams were then added bitwise (XORed), just
as one does in a one-time pad. By a brilliant stroke of
cryptanalytic genius, the mathematician Bill Tutte discovered
this principle. He was unwittingly aided by a German radioman
who transmitted essentially the same message twice in secret
key. And then Bletchley Park, in collaboration with British Post
Office engineers, set out for one of their main achievements:
the world’s first computer. This COLOSSUS had about 1500
valves. Its input was fed on rapidly moving paper tape, at right
in the figure, showing the replica now standing in the Bletchley
Park museum. 6/61



Enigma

Figure : COLOSSUS rebuilt at the Bletchley Park Museum.
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Whitfield Diffie and Martin Hellman

* 1944 * 1945
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Diffie-Hellman Revolution

New Directions in Cryptography, 1976
◮ Public-key cryptography
◮ Diffie-Hellman key exchange
◮ RSA (Rivest, Shamir, Adleman; factoring large numbers),

discrete logarithms, elliptic curves
◮ cryptography turns into a science, using computational

complexity. Precise formulation of theoretical security.
Necessary: P 6= NP .

◮ Current question: alternative basis for cryptographic
security?
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Elliptische Kurven
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Quantum computers

Quantum computers can factor integers and compute discrete
logarithms efficiently.
Question: will they ever be built with scalable size?

The D-Wave quantum computer.
“Post-quantum cryptography”
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The end

das puchel hat ein ent
Herzog Rudolf IV. von Österreich (1339–1365)
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