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Panorama General



- Implementado - Desarrollado - Desarrollado
por Google. por Apple. por Microsoft.
- Para formato - Para formato
contenedor MP4 contenedor TS y
sobre DASH. MP4 sobre HLS.
- Utiliza - Utiliza
encripcion encripcion CBC.
basada en CTR.




Funcionamiento




Funcionamiento

DRM License Server




Encripcion



- Advanced Encryption Standar (AES)
- Basado en criptografia simétrica.
- Widevine y Fairplay usan claves de 128 bits y un
vector inicial (IV).
- Se definen en dos modos de encripciédn:
- -> AES Counter Mode
- -> AES Cipher-Block



Adaptive Stream

Container



https://ottball.com/cbcs-cmaf-ts/



https://ottball.com/cbcs-cmaf-ts/

Encripcién Desencripcién

Ci = Ex(noncel||i) & m; m; = ¢i & Ex(noncel|i)





https://ottball.com/cbcs-cmaf-ts/

Encripcién Desencripcién

Ci = E(m & C.)





https://ottball.com/cbcs-cmaf-ts/







¢.Como saber que el contenido estd encriptado?

<!-- Common Encryption -->

<ContentProtection
schemeIdUri="urn:mpeg:dash:mp4protection:2011"
value="cenc"
cenc:default_KID="52894356-CFB3-D2DE-85C9-0CCEA9CD61D8" >

</ContentProtection>

<|-- Widevine -->

<ContentProtection
schemeIdUri="urn:uuid:EDEF8BA9-79D6-4ACE-A3C8-27DCD51D21ED" >

</ContentProtection>




¢.Como saber que el contenido esta encriptado?

File:| File - Choose File | canal10-tcc2-video=600000.dash?client=1 ‘ Load \ Loading Completed!

Box View Sample View Entity Group View Segment View
Tree View Partition View

Box Tree View Box Property View
Property name Property value

type pssh

flags 0

persion ——————_————————————————————————————————
e
data 12105289 4356¢cfb3 d2de85c9 Occeadcd 61d848f3 dc959b06

system id edef8ba979d64acea3c827dcd51d21ed




alr

Play



—alr

Play



¢.Como saber que el contenido esta encriptado?

1| #EXTM3U
2 #EXT-X-VERSION:5
3| #EXT-X-TARGETDURATION: 10
4| #EXT-X-MEDIA-SEQUENCE: @
S’#EXT-X-KEY:HETHOD=SAMPLE-AES,URI='skd://7oxch1PgPuthHuyDquA==?wouzasessionid=1599988807".KEYFORMAT='com.apple.streaningkeydelivery',KEYFORHATVERSIONS="1'
6 #EXTINF:10,
7 media wl599688807 b1200060 O.ts
8 #EXTINF:10,
9 media w1599688807 b1206066 1.ts
16 | #EXTINF:10,
11 media w1599688807 b1206000 2.ts
12 | #EXTINF:10,
13 media wl599088807 b1200006 3.ts
14 } #EXTINF:10,
15 media w1599088807 b1200000 4.ts
16 #EXTINF:10,
17 ' media wl599688807 b1266006 5.ts
18 | #EXTINF:10,
19 media w1599088807 b1206006 6.ts
20 #EXTINF:10,
21 media wl599688807 b1200000 7.ts
22 #EXTINF:10,
23 media w1599688807 b1206066 8.ts
24 REXTINF:10,
25 media w1599688807 b1200666 9.ts
#EXTINF:10,
media wl599688807 bl1206066 10.ts
#EXTINF:10,
media wl599688807 b1200000 11.ts
#EXT-X-ENDLIST




¢Que va a pasar en
el futuro?
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Fin



