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*Qué es WebRTC

Age n d a *\Ventajas, desventajas y caracteristicas

Introduccidon

* APIs disponibles
* Proceso de conexion entre pares
* Desafios y sus soluciones

WebRTC APIs
Esta presentacion esta basada, en parte, en
material preparado por Mauricio Gonzalez Nappa * Herramientas de soporte
para la asignatura “Multimedia sobre IP” del
Instituto de Ingenieria Eléctrica de la Facultad de S
I ieri I laR i 202 o M:
ngenieria de la UdelaR, en setiembre 2020 Soporte de WebRTC .@;;:
el T | T g
Coil=hie$
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“Voice is just another Henning Schulzrinne

./G va SCI’Ipt * Profesor titular y director del Internet Real-
. . ) Time Laboratory, de la Universidad de
application Columbia

* Es coautor de SIP, RTP y RTSP, protocolos clave
para la comunicacion de audio y video sobre

Henning Schulzrinne internet
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Comunicaciones en tiempo
real para la web

* WebRTC permite agregar capacidades de comunicacidon en tiempo real a
aplicaciones, basado en un estandar abierto.
* Admite el envio de video, voz y datos genéricos entre pares, lo que
permite crear soluciones de comunicacién multimedia. we b RTC
* Latecnologia esta disponible en todos los navegadores modernos, asi
como en clientes nativos de las principales plataformas de
comunicaciones.
* Las tecnologias detras de WebRTC se implementan como un estandar web
abierto y estan disponibles como APIs de JavaScript regulares en todos los
principales navegadores.

* El proyecto WebRTC es de cédigo abierto y cuenta con el apoyo de Apple,
Google, Microsoft y Mozilla, entre otros.

Fuente: https://webrtc.org/ o, -H'E_s
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Ventajas de WebRTC

 Utiliza componentes “nativos” de los navegadores: web c R I C

SIN necesidad de descargar software o plugins
* Es open source, gratuito y estandarizado
* Reutiliza protocolos existentes (por ejemplo RTP y SDP)
* Es seguro por diseio
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Desafios de WebRTC

* El “debugging” en caso de problemas puede ser complicado

* Tanto la sefializacion como el medio esta encriptado.

* No hay muchas herramientas disponibles para dar soporte. e
* Si“lavoz es simplemente otra aplicacion JS”.... puede adolecer de los

problemas de cualquier aplicacion web: Su performance depende del PC o
dispositivo, y de |la carga y uso de otras aplicaciones concurrentes.

* Los usuarios pueden estar dentro de redes diferentes, sin conexion entre

Si.
* En este caso, deben poder conectarse a través de Internet...
....pero estan “detras de Firewalls con NAT” que tienen A
restricciones. === 4
c . nr S
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WebRTC APIs
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WebRTC APIs

MediaStream
(getUserMedia)

Accede a streams de audio/video.

Interfaz con micréfonosy camara

RTCPeerConnection

Gestiona las comunicaciones de audio/video.
Cuenta con funciones de encriptacion y gestion
de ancho de banda.

Distribucion y aplicaciones multimedia

RTCDataChannel

Gestiona comunicaciones de datos.



WebRTC APIs

Application ‘ Application |

@ @ addstream @ onaddstream
— R ~ R

getUserMedia l
\ 4
RTCPeerConnection } - >| RTCPeerConnection l

\ Navegador / SRTP over UDP \ Navegador /

Tomado de: https://blog.csdn.net/fanbird2008/article/details/18623141
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GetUserMedia/GetDisplayMedia Requests

Application Application

Filter by origin including | |

Q) () addstream (3) onaddstream
. Caller ongin: https://soporteuc.isbel.com.uy
i Caller process id: 32260
RicreerConnection  |—(QRMIE—>|  RTCPeerConnection getUserMedia call

SRTP over UDP Time: 08:43:10 GMT-0300 (hora estandar de Uruguay)
Audio constraints: true
Video constraints: true
getUserMedia result
Tme DB 43 16 GMT-0300 (hora estandar de Umguay}

Se obtiene informacién de las
camaras y micréfonos del
dispositivo, y una asociacién
|6gica que permite usarlos
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Application

Application

®

@ addstream @ onaddstream

v
getUserMedia
\ 4
RTCPeerConnection —_—b RTCPeerConnection

SRTP over UDP

Se establece una conexidn con
entre origen y destino y se
mantiene durante toda la
sesion

iEste proceso es complejo!

(detalles mas adelante)

https:/isoporteuc.isbel.com.uyl/views/agen

Time

13/4/2023, 8:47:55
13/4/2023, 8:47:55
13/4/2023, 8:47:55
13/4/2023, 8:47:55
13/4/2023, 8:47:55
13/4/2023, 8:47:55
13/4/2023, 8:47:55
13/4/2023, 8:47:55
13/4/2023, 8:47:55
13/4/2023, 8:47:55
13/4/2023, 8:47:55
13/4/2023, 8:47:55
13/4/2023, 8:47:56
13/4/2023, 8:47:56
13/4/2023, 8:47:56
, 8:47:56
13/4/2023, 8:48:06
13/4/2023, 5:45:06
13/4/2023, 8:458:06
13/4/2023, 8:458:06
13/4/2023, 8:458:06
13/4/2023, 8:458:06
13/4/2023, 8:45:06
13/4/2023, 8:45:06
13/4/2023.
472023, 548
13/4/2023, 8:48:25
13/4/2023, 8:48:25
13/4/2023, 5:48:25
13/4/2023, 5:48:25
13/4/2023, 8:48:25
13/4/2023, 8:48:25

13/4/2023 8-48-25

13/4/2023, 8:48:35
13/4/2023. 8:48:35

13/4/2023, 8:52:22
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[rid: 347, lid: 1, pid: 32260 ]

Oferta de
capacidades locales
(codecs, etc.) e

» transceiverAdded
» createOffer

negotiationneeded infraestructura de

servidores de
medios a usar

» createOfferOnSuccess (type: "offer”, 2 sections)

» setlocalDescription (type: "offer”, 2 sections)

setlocalDescriptionOnSuccess
signalingstatechange
transceiverModified
icegatheringstatechange
icecandidate(sdpMid: 0, sdpMLinelndex:
icacandidate(sdpMid: 0, sdpMLinalndex:

. sdpMLinalndex:

. sdpMLinelndex:

icecandidate(sdpMid: 0, sdpMLinelndex:

{

{
icacandidate(sdpMid:

{

( Recepcion de
capacidades remotas

(codecs, etc.) y

icecandidate(sdpMid: 0, sdpMLinelndex:

>

>

>

>

>

» icacandidate(sdpMid:
>

>

>

» icecandidate(sdpMid: 0. sdpMLinelndex:
>

setRemoteDescription (type: "answer”, 2 sections)

acuerdo de
infraestructura de
servidores de
medios a usar

» iceconnectionstatechange

setRemoteDescriptionOnSuccess

signalingstatechange
transceiverModified
connectionstatechange

icaconnectionstatechange

connectionstatechange

createCh
Establecimiento de
la comunicacion

>
>

>

>

» icagatheringstatechange
»

3

» createOfferOnSuccess (type: "offer”, 2 sections)

» setlocalDescription {type: "offer”, 2 sections)
setlocalDescriptionOnSuccess

» signalingstatechange

» setRemoteDescription (type: "answer”, 2 sections)

setRemoteDescriptionOnSuccess

Fin de la

» icecandidateerror . ..
comunicacion

» icecandidateerror

» connectionstatechange




‘ Llamada 5.pcapng

Archivo Edicion Visualizacion Ir Captura Analizar Estadisticas Telefonia Wireless Herramientas Ayuda

Am ) RE Q &= S EaqaE
[I ‘Aplique un filtro de visualizacién ... <Ctrl-/>
Appli(ation Appli(atiorl No. Time Source Destination Protocol Length Info
6394 153.754463 10.6.3.15 10.15.115.14 SRTP 224 PT=ITU-T G.711 PCMA, SSRC=0x4D6CA111, Seq=17698, Time=4022627056
6395 153.760771  10,15.115,14 10.0,3.15 SRTP 224 PT=ITU-T G.711 PCMA, SSRC=0X072F56AE. Seg=13215, Time=2223298274
@ @ addstream @ onaddstream
v
6393 . 79438 0.0.3. .15, .14 RTP A PT=11TU- : PCMA, RC=0x4D6CA , Seq=1//09, [1me=49226 0
getUserMedia 6399 153.800660 10.15.115.14 10.0.3.15 SRTP 24 PT=ITU-T G.711 PCMA, SSRC=0x972F56AE, Seq=13217, Time=2223298594
v 6400 153.814437 10.6.3.15 10.15.115.14 SRTP 4 PT=ITU-T G.711 PCMA, SSRC=0x4D6CA111, Seq=17701, T%me=4@2262?536
6401 153.820805 10.15.115.14 10.0.3.15 SRTP 4 PT=ITU-T G.711 PCMA, SSRC=0x972F56AE, Seq=13218, Time=2223298754
RTCPeerConnection —-—b RTCPeerConnection 6402 153.834448 10.9.3.15 10.15.115.14 SRTP 2QPT=ITU-T G.711 PCMA, SSRC=0x4D6CA111, Seq=17702, Time=4022627696
SRTP over UDP 6403 153.840579 10.15.115.14 10.0.3.15 SRTP 224\QT=ITU-T G.711 PCMA, SSRC=@x972F56AE, Seq=13219, T%me:2223298914
6404 153.854472 10.0.3.15 10.15.115.14 SRTP 224 PEEITU-T G.711 PCMA, SSRC=0x4D6CA111, Seq=17703, Time=4022627856
6405 153.860398 10.15.115.14 10.0.3.15 SRTP 224 PTTU-T G.711 PCMA, SSRC=0x972F56AE, Seq=13220, Time=2223299074
6406 153.874479 10.0.3.15 10.15.115.14 SRTP 224 PT=XQU-T G.711 PCMA, SSRC=0x4D6CA111, Seq=17704, Time=4022628016
6407 153.880885 10.15.115.14 10.0.3.15 SRTP 224 PT=IW-T G.711 PCMA, SSRC=0x972F56AE, Seq=13221, Time=2223299234
6408 153.894385 10.0.3.15 10.15.115.14 SRTP 224 PT=IT G.711 PCMA, SSRC=0x4D6CA111, Seq=17705, Time=4022628176

> Frame 6162: 224 bytes on wire (1792 bits), 224 bytes captured (1792 bi on interface \Device\NPF_{@7E4@D70-66AE-4D27-AFE7-305F59
> Ethernet II, Src: JuniperN_af:46:c1 (64:87:88:af:46:c1), Dst: Dell 18:6d\g4 (d8:9e:f3:18:6d:e4)
> Internet Protocol Version 4, Src: 10.8.3.15 (10.0.3.15), Dst: 16€.15.115.18(10.15.115.14)
» User Datagram Protocol, Src Port: 14374 (14374), Dst Port: 49222 (49222)
v Real-Time Transport Protocol

» [Stream setup by DTLS-SRTP (frame 2132)]

10.. .... = Version: RFC 1889 Version (2) .
..0. .... = Padding: False quuet?sdeaudu1(por
...@ .... = Extension: False ejemplo G.711 A-law)

sobre UDP / SRTP

.... 0000 = Contributing source identifiers count: @ .
(encriptados)

Intercambio de medios (audio,

. Beve wunn Marker: False
video), en forma segura poyiond type: TTUT 6.711 PCHA (8)
(encriptada) entre origeny sequence number: 17604

[Extended sequence number: 83140]

destino Timestamp: 4022612016 - c..H:e
synchronization Source identifier: @x4dé6calll (1298964753) .Eﬂ_ a.
SRTP Encr‘ypted Payload: b67478b83edbe4779e33bdeR4ceedf5fbado6365c2d318080069ffave14cefR77bl85208.. c S _'"_e
SRTP Auth Tag: 9fd141e872b77e076d54 .0 o.-i!‘ -0".
=
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Oferta e intercambio de capacidades entre origen y destino

Alice Bob
stable

R : stable
Application Application pe.createOffer() - Mew pc
@ @ addstream @ onaddstream
v pe.setlocalDescription() -
| SDP Offer |
getUserMedia

RTCPeerConnection

+— peo.setRemoteDescription()

SRTP over UDP

have-local-offer \
—-—b RTCPeerConnection ]

have-remote-offer

- pe.createAnswer()

Volvamos al RTCPeerConnection.... +— pe.setLocalDescription()

[ SDP Answer ]

iOrigen y destino deben ponerse de stable
acuerdo en varias cosas! /

pe.setRemoteDescription() -
stable
o Mo
B===0.
Tomado de: https://www.callstats.io/blog/2017/12/12/signaling-state-changes (: ..ﬂﬂﬁ--s_s
elplihlg
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Application

®

getUserMedia

@ addstream

v

Oferta e intercambio de capacidades entre origen y destino

Mew pc

Alice Bob
stable
New pc * stable
Application pe.createOffer() =
@ onaddstream
pc.setLocalDescription() * [
SDP Offer |

RTCPeerConnection

¥ setRemoteDescription (type: "answer”, 2

Copy description to clipboard |

¥ v=0 (4 more lines)

—D

SRTP over UDP

havefocal-g

RTCPeerConnection

sections)

o=root 1835137876 1@35137@76 IN IP4 281.217.144.18

s=Asterisk PBX 13.38.1
c=IN IP4 221.217.144.18

a=rtpmap:8 PCMA/B000
a=rtpmap:@ PCMU/B000

a=maxptime:15@
a=lce-ufrag:6340a96d093368b75187ecc5@cdc5c4b
a=lce-pwd:53baldstdefcec®acalddaf4cf3vads

a=candidate:Hc@ad@ebe 1 UDP
a=candidate:5c9d99@12 1 UDP
a=candidate:Hc@adeebe 2 UDP
a=candidate:5c9d99%@12 2 UDP
a=connection:new
a=setup:active
a=fingerprint:SHA-256 E6:31:48:56:B1:88:F5:
a=rtcp-mux

a=sendrecv

213@7@8431 192
16544538315 281
2lze7es43e 192
1654428814 281

(16 more lines)

.168.8.198 12813 typ host
.217.144.18 12818 typ srflx raddr 192.168.2.1%@ rport 12818
.168.8.19@ 12819 typ host
.217.144.18 12819 typ srflx raddr 192.168.8.19@ rport 12818

27:5958:42:D9:98:56:66:96:658:12:E5:57:98: 7B EB:96:@8:F8:5F:FE

Distribucion y aplicaci

¥ setlLocalDescription (type: "offer", 2 sections)

‘ Copy description to clipboard ‘

¥ v=0 (& more lines)

o=- 16995815313737445841 2 IN IP4 127.@.8.1

s=-

t=2 @

a=group:BUNDLE @

g=extmap-allow-mixed

a=msid-semantic: WMS 585c7576-6e@c-466c-ab9c-8554efedfass

¥ m=audio 9 UDP/TLS/RTP/SAVPF 111 63 @ @ & 13 11@& 126 (28 more lines) mid=@

c=IN IP4 2.2.0.28

a=rtcp:2 IN IP4 @.0.9.2

a=ice-ufrag: tdtx

a=ilce-pwd:xp4I415iV2KesvM1GwiAEd2ZN

a=ice-options:trickle

g=fingerprint:sha-256 CO:AF:72:93:7E:22:C0:51:DE: 75 : CB:BB:46:A5:45: 0D AE: 3E:D2:C0:DB8:19:23:FE:BB
a=setup:actpass

a=mid:@

a=extmap:1 urn:ietf:params:rtp-hdrext:ssrc-audic-level

a=extmap:2 http://www.webrtc.org/experiments/rtp-hdrext/abs-send-time

g=extmap:3 http://www.ietf.org/id/draft-holmer-rmcat-transport-wide-cc-extensions-21
a=extmap:4 urn:ietf:params:rtp-hdrext:sdes:mid

a=sendrecv

a=msid:585c7576-6e@c-466c-abdc-8554efe8fas5 Sbaceddd-2364-4145-aa22-135192d39088
a=rtpmap:111 opus/43888/2

\
a=rtcp-fb:111 transport-cc
a=fmtp:111 minptime=1@;useinbandfec=1
a=rtpmap:63 red/48@08/2
a=fmtp:63 111/111
a=rtpmap:9 G722/8000
a=rtpmap:@ PCMU/8200
a=rtpmap:8 PCMA/3@00
a=rtpmap:13 CN/Baee

a=rtpmap:126 telephone-event/8020
a=55rC: 3869412688 cname: gyLOBNYmtu2ltygse
&5=55rC:3069412600 msid:5S@5cT576-6e0c-466c-abdc-8554efeBfass Sbaceddd-2364-414a-5322-135192d39008

(6@ E4 4R FE94 D2




Signaling/Appllication Server

Destinol
Application Application Orig 2 @ Destino2
en ’ s
@ @ addstream @ onaddstream ' ) .
h 4 Firewall Firewall >N
getUserMedia 4

RTCPeerConnection

—-—b RTCPeerConnection

SRTP over UDP
NAT:
Network NAT:
Address Network
Translation Addres's
, Translation
Ademas...

Origen y destino se deben “ver directamente” para poder intercambiar trafico multimedia
... pero pueden estar en redes diferentes iy
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Acerca de NAT

Src X:31644*%  After
Dst B:80 NAT

Full-Cone NAT Src X:8001 After
Cisco Static 1-to-1 NAT Dst B:80 NAT

ok

s

Symmetric NAT
Cisco Dynamic PAT

Port 80

Src A:8001 Before
Dst B:80 NAT

oA

IP-B

Src A:8001 Before
Dst B:80 NAT

oA

Port 81 IP-B

Full-Cong IP-C Port 80 | .
Full-cone NAT Symetric NAT
A una direccion interna (IAddr:iPort) se le asigha a una La combinacion de una direccion IP interna mas una
direccion externa (eAddr:ePort). direccion IP y puerto de destino se asigna a una unica
Todos los paquetes de iAddr:iPort se envian a través de direccién IP y puerto de origen externo (eAddr:ePort)
eAddr:ePort. Si el mismo host interno envia un paquete (incluso con la
Cualquier host externo puede enviar paquetes a iAddr:iPort, misma direccion y puerto de origen) a un destino diferente, se
enviando paquetes a eAddr:ePort. utiliza una asignacion diferente de eAddr:ePort.
Solo un host externo que recibe un paquete de un host
o | interno puede devolver un paquete (es decir, no .@'QE‘; )
T e aa A eort ateress aantiaton se pueden iniciar sesiones desde el exterior) Gidiies
3%l e
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https://en.wikipedia.org/wiki/Network_address_translation

Signaling/Appllication Server

Full Cone
NAT

3

ffer con
(eAddr:ePort)

Destinol
Application Application Orig 2
en ,

@ addstream @ onaddstream

®

getUserMedia

@Destinoz

.\~.,

[ (IAddr:iPort)

h 4 Firewall

Firewall

]
Offer. c&\

—-—b RTCPeerConnection “ (eAddr:ePort)

'lll".

RTCPeerConnection

dpmEEEEENy,

SRTP over UDP

Medio

(Audio/video)
Debe conocer n —

] ¢Como conoce
el Internet : - su

eAddr:ePort -
( . ) Con que : u (eAddr:ePort)

< | .

IP/Puerto : = Con para informarle
¢Como establecer sesiones de medios a me ves? 'v: (eAddr:ePort) al origen?
través de un NAT? v

STUN o,;!;o

Session Traversal Utilities for °§§! S °>

NAT QalikeS
9L B
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Application

@ @ addstream

getUserMedia

v

Application

@ onaddstream

— @S

SRTP over UDP

RTCPeerConnection

RTCPeerConnection

Funciona bien con
un “Full Cone
NAT”....

épero qué pasa Si
hay un Symetric
NAT?

Signaling/Appllication Server

-

Destinol
Orig 2
en ,

]
Offer.c&\
“ (eAddr:ePort)

Cygunt”

Medio

(Audio/video)

Firewall

¢Con que

QaemeEEEnnmy

IP/Puerto

me ves?
STUN
Session Traversal Utilities for ‘
NAT

Distribucion y aplicaciones multimedia

m@Offer con
m (eAddr:ePort)

Full Cone
NAT

g

(IAddr:iPort)

Firewall

Con
(eAddr:ePort)



Signaling/Appllication Server

Symetric

Destinol I

m@Offer con
N (tAddr:tPort)

Destino2

Application Application Orig

@ addstream @ onaddstream

®

getUserMedia

A4 Firewall

(IAddr:iPort)

]
Offer.c&\
° (tAddr:tPort)

TR (W]

—-—b RTCPeerConnection

RTCPeerConnection

SRTP over UDP
Medio
(Audio/video)
N
Debe conocer = éComo hacer
como llegar al . para que el
destino It i Con que - medio siempre
: IP/Puerto m Con (tAddr:tPort) me ||egue
¢Como establecer sesiones de audio a - me ves? . desde la misma
través de un Symetric NAT? ®, (tAddrtPort) v IP/Pueto?
Q '.:= ®
TURN g @250,
Traversal Using Relay around NAT _(:.5.5'. '—'E:E_v.
;9: .I A I'
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STUN: Session Traversal Utilities for NAT TURN: Traversal Using Relay around NAT

Permite encontrar la direccion Permite a los clientes enviar

IP publicay el puerto de trafico multimedia a través de
Internet asociado con el puerto un servidor de retransmision
local a través de NAT. (TURN Server), que actua como

intermediario entre los clientes.
Todo el trafico hacia cada
cliente parte siempre de la
misma IP/puerto, y funciona
aun con NAT simétrico

También informa la direccion IP
publica y el puerto de Internet
asociado con el puerto local a
través de NAT.
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Signaling/Appllication Server

Destinol l
Application Application Orig 2 = Destino2
en ’ ’ N
@ @addstream ' ‘

@ onaddstream

v

Firewall
getUserMedia

Firewall

RTCPeerConnection

—-—b RTCPeerConnection

SRTP over UDP

Internet éCOmo sé qué
servidor(es) de
STUN / TURN
hay
disponibles?

‘ STUN

STUN -
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ICE: Interactive Connectivity Establishment

ICE utiliza varios métodos para determinar la mejor ruta de red para una conexién en particular, incluso si
los dispositivos se encuentran detras de firewalls con NAT o proxies.

ICE utiliza STUN y TURN y preparar una lista de parejas IP/puerto “candidatos ICE” que pueden ser
utilizados por cada extremo.

Se identifican tres tipos de candidatos:

* host: son directamente visibles por el usuario (estan en la misma red).
Por ejemplo, las propias interfases de red del usuario.

» server reflexive: servidores STUN

* relay: servidores TURN

Las listas son intercambiadas entre origen y destino, y se prepara una matriz de posibilidades (todas los
“candidatos ICE” de origen combinados con todos los “candidatos ICE” de destino)

Se ordenan vy se elige la “ruta mas econédmica”, con preferencia 1) host - 2) reflexive - 3) relay Co ot
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ICE candidate grid

Candidate |[State /Candidate |Networktype/ |Port |Proto |(Pair) Bytes sent / STUN STUN RTT [Last datasent [Last
(pair) id type address col/ [Priority received requests requests / received update
candi sent / received /
date responses |responses
type received sent
CPdXi2YTiX_ succeeded vpn (VPN) udp Ox7e7dlefffe 4290297 /4280656 180/180 1/1 0.01s 9:19:43 /9:19: 9:19:44
IfrRndry 000000 43
IdXi2YTiX local-candidate 10.254.245.92 58813 host O0Ox7e7dleff
[IfrRn4ry remote-candidate 192.168.0.190 16210 host Ox7effffff
: : - Tipos de candidatos:
CPTi5gAVKy in-progress wifi udp Ox7e7flefffe 0/0 8/0
_IfrRndry 000000 host: son directamente visibles por el usuario
ITi5gAVKy local-candidate 192.168.68.101 58811 host O0x7e7fleff (estan en la misma red)
[IfrRndry remote-candidate 192.168.0.190 16210 host Ox7effffff server reflexive (srflx): servidores STUN
CPZSQ6AefB succeeded wifi udp Relay: servidores TURN
_CMMYZCLK
IZSQ6AefB local-candidate 190.134.1.77 58811 srflx
ICMMYZCLK remote-candidate 201.217.144.18 16210 srflx  Ox64ffffff
CPdXi2YTiX_ in-progress (VPN) udp  Oxe4fffffffcfa 0/0 1/0 0/0 9:12:04
CMMYZCLK 3¢c00
IdXi2YTiX local-candidate 10.254.245.92 58813 host Ox7e7dleff
ICMMYZCLK remote-candidate 201.217.144.18 16210 srflx  Ox64ffffff
CPyXG+pb6qz in-progress wifi udp  Ox64fffffffcfc 0/0 8/0 0/0 9:12:09
_CMMYZCLK 3c00
lyXG+p6qzlocal-candidate 192.168.137.1 58812 host Ox7e7eleff
ICMMYZCLK remote-candidate 201.217.144.18 16210 srflx  Ox64ffffff

. &
S




https:/isoporteuc.isbel.com.uyl/views/agen
[rid: 347, lid: 1, pid: 32260 ]

Time
13/4/2023, 8:47:55
13/4/2023, 8:47:55

Oferta de
capacidades locales
(codecs, etc.) e

» transceiverAdded

» createOffer

13/4/2023, 8:47:55 negotiationneeded infraestructura de
137472023, 8:47:55 » createOfferOnSuccess (type: "offer”, 2 sections) servidores de
Appli(ation Application 137472023, 8:47:55 » setlocalDescription (type: "offer”, 2 sections) medios a usar
137472023, 8:47:55 setlocalDescriptionOnSuccess
137472023, 8:47:55 » signalingstatechange
@ @ addstream @ onaddstream 13/4/2023, 8:47:55 » transceiverModified
4 13/472023, 8:47:55 » icegatheringstatechange \
getUserMedia 137472023, 8:47:55 » icecandidate(sdpMid: 0, sdpMLinelndex: 0, type: host)
13/4/2023, 8:47:55 » icacandidate(sdpMid: 0. sdpMLinalndax: 0, type: host)
h 4 13/4/2023, 8:47:55 » icacandidate(sdpMid: 0. sdpMLinalndax: 0, type: host)
RTCPeerConnection —_—> RTCPeerConnection 13/4/2023, 8-47-56 » icecandidate{sdpMid: 0, sdpMLinelndax: 0, type: host)
SRTP over UDP 137472023, 8:47:56 » icecandidate(sdpMid: 0, sdpMLinglndex: 0, type: host)
13/4/2023, 8:47:56 » icecandidate(sdpMid: 0, sdpMLinelndex: 0 Recepcion de

capacidades remotas
(codecs, etc.) y
acuerdo de
infraestructura de
servidores de

¥ setRemoteDescription (type: "answer”, 2 sections)
» setRemoteDescription (type: "answer”, 2 sections)

Copy description to clipboard | 137472023, 8:48:06 » iceconnectionstatechange

¥ v=@ (4 more lines) 13/4/2023, 8:45:06 setRemoteDescriptionOnSuccess
o=root 1835137876 1835137876 IN IP4 221.217.144.18

c=fsterisk PBX 13.38.1 137472023, 8:48:06 » signalingstatechange medios a usar
c=IN IP4 2081.217.144.18 13/4/2023, 5:48:06 » transceiverModified

t=2 &

¥ m=audic 12818 RTP/SAVPF 8 @ 126 (16 more lines) 13/4/2023, 8:45:06 » connectionstatechange

a=rtpmap:8 PCMA/8200 13/4/2023, 8:48:06 » iceconnectionstatechange

a=rtpmap:@ PCMU/B000 ) .

a=rtpmap:126 telephone-event/ /5000 13/4/2023, 8:45:06 » icagatheringstatechange

a=fmtp:126 e-18 13/4/2023. » connectionstatechange

a=ice-ufrag:6348a96d@93368b75187ecc5@cc5cah 472023, 5:45: > createUfl

a=1ce—|?wd 153bal95f4efcec@aTcalddaf4cf37aa5 13/4/2023, 8:48:25 » createOfferOnSuccess (type: "offer”, 2 sections) Establecimiento de
s=candidate:Hc@adeobe 1 UDP 21387056431 192.168.0.190 12818 typ host - B " : la comunicacion
a=candidate:Sc9d99612 1 UDP 1694438815 201.217.144.18 12818 typ srflx raddr 192.168.2.190 rport 12818 137472023, 8:48:25 » setlocalDescription {type: "offer”, 2 sections]

s=candidate:Hc@adeobe 2 UDP 2130705430 192.168.0.190 12819 typ host

s=candidate:5c9d99012 2 UDP 1694428814 201.217.144.18 12819 typ srflx raddr 192.168.8.190 rport 128138
S=CONNECTL1ON: New

a=setup:active

a=fingerprint:SHA-256 E6:31:48:56:B1:88:F5:27:98:A2:09:9A:56:66:9B:68:12:E5:57:9B:76:EB:96:8@8:F8:5F: FE
a=rtcp-mux

s=sendrecy

137472023, 8:48:25 setlocalDescriptionOnSuccess

137472023, 8:48:25 » signalingstatechange

137472023, 8:48:25 » setRemoteDescription (type: "answer”, 2 sections)
13/4/2023. 8:48:25 setRemoteDescriptionOnSuccess

13/4/2023 8-48-25

Fin de la

13/4/2023, 8:48:35 » icecandidateerror . ..
comunicacion

13/4/2023. 8:48:35 » icecandidatesrror

Distribucién y aplica(i 13/4/2023, 8:52:22 » connectionstatechange




.

Alice's Turn Alice's Browser Alice's App Alice Alice's Web Server Bob's Web Server Bob Bob's App Bob's Browser Bob's Turn

1. Load Page
2. Authenticate
3. Load Page
4. Authenticate
5. Call Bob
6. nefy RTCPeerConnection()
7. createDataChannel()
8 -addTrack(track stream)
. event: "negotiatio: ed"
. createOffer{ gotOffer
1. callback: gotOffer(affer)
12. seLocalDescription{offer
13. Alloc
4 TPs and Ports
15. offer 16. offer 17. offer
18. config iceTransportPolicy = "relay”
19. new RTCPeerConn ction(config)
20. setRemoteDescriptign{offer)
21. event: "frack” with remoteTrack
22. Phones Ringing Dude
23 createAnswer(gotAgswer)
24, callback: gotAnswer{answer
25, answertype = "prangwer’; pranswer = answer
6. setLocalDescriptiondpranswer)
27_Alloc
28. IPs and Ports
32. pranswer 31. pranswer 259 pranswer 0. Permission
33. setRemateDescription(pranswer)
34. Permission
33 ICE Check
36. ICH Check
37.DTLS
33 OTLS
39. SCTP/Data &B. :Be
40. SCTP/Data et [T e’
P T t ‘El. — .E.'g
https://www.w3.org/TR/webrtc/ "-_l. hl;?'a'
o A
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Simple Call Flow

Alice's Turn Alice's Browser Alice's App Alice Alice's Web Server Bob's Web Server Bab Bob's App Bob's Browser Bob's Turn

) 35.ICE Check

36. ICH Check
37.DTLS
38. OTLS

39. SCTP/Data

40. SCTP/Data
1. event: "datachannel”

42 Accept Audio and Video
43 addTrack(track stream)

44 createAnswer(gotAgswer)
45 callbiack: sotAnswer(answer
§. setLocalDescriptionfanswer)

o 47. answer
48. SRTP

‘_,;af-'q"
5l
P 4% SETP
50. ICE Check
51. SR'I':-P without relayv

L~

53. answer

34. setRemoteDescription{answer)
55 event: "track” with temoteTrack

36. Add document camefa
57. addTrack{docTrack.flocStream)

58. event: "negotationneeded”
39. createOffer{ zotOff:
60. fallback: sotOffer{offer
1. setLocalDescriptionjoffer)

64. offer 63. offer 62 offer

65.s oteDescription{offer)

6. event: "track” with docTrack
67. ceateAnswer(gotAnswer

8. callback: gotAnsweganswer)

69. answer 70. answer 71. answer
72 setRemoteDescriptign(answer); &B.'. B:e
L
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Por suerte...

todo resulta ser muy sencillo......

Pero calma...
Hay herramientas para dar soporte...

Distribucion y aplicaciones multimedia



Soprte de WebRTC
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Herramientas para
dar soporte a
aplicaciones WebRTC . ebrtc-internals/

e WebRTC STUN Check

* testRTC

e WireShark
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WebRTC STUN Check

ICE servers

stun;stun.l.google.com: 19302

STUN or TURN URI: |

TURN username: |

TURN password: |

ICE options

IceTransports value: ®al O relay
Gather IPv6 candidates:
Gather RTCP candidates:

ICE Candidate Pool: 10 ( e————— O
Time Component Type Foundation Protocol Address
0.003 1 host 3246152407 udp 192.162.68.101
0.004 1 host 1472573272 udp 192.168.137.1
0.005 2 host 3246152407 udp 192.168.65.101
0.005 2 host 1472573272 udp 192.168.137.1
0.050 1 srlx 326164312 udp 167.58.230.0
0.054 2 srlx 326164312 udp 167.58.230.0
0.123 1 host 3216226383 tcp 192.168.68.101
0123 1 host 688541120 tep 192.168.137.1
0.123 2 host 3216226383 top 192.165.65.101
0.123 2 host 688541120 top 192.168.137.1

39.885
39.892

Gather candidates

Port
55826
5haay
5hgas
55889
55886
55888

(Y= Vs Byt e]

Priority
12632543 |0
126132287 |0
1261325430
12632287 |0

100 | 32542 | 255
100 | 32542 | 254
90 | 32542 | 255
90 | 32286 | 255
90| 32542 | 254
90| 32286 | 254
Done
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webrtc-internals: conjunto de herramientas propias del browser

Desplegar los logs

En una nueva pestafa de crome, escribir
chrome://webrtc-internals/

Habilitar el
guardado de logs

Hacer clic en

“Enable diagnostic audio recording”.
Seleccionar el nombre adecuado para los
logs de esa llamada

Hacer clic en

“Enable diagnostic packet and event
recording”.

Distribucion y aplicaciones multimedia

<« C' ® Chrome | chrome://webrtc-internals

¥ Create Dump
| Download the PeerConnection updates and stats data | @] Compress result

Enable diagnostic audio recordings

A diagnostic audio recording is used for analyzing audio problems. It consists of several files and contains the audio
speaker (output) and captured from the microphone (input). The data is saved locally. Checking this box will enable |
ongoing input and output audio streams (including non-WebRTC streams) and for future audio streams. When the b
this page is closed, all ongoing recordings will be stopped and this recording functionality disabled. Recording audio
is supported as well as multiple recordings from the same tab

When enabling, select a base filename to which the following suffixes will be added

<base filename= <render process |D= aec_dump.<AEC dump recording ID=
<base filename= input <stream recording |ID= wav
<base filename= output. <stream recerding D= wav

Iti1s recommended to choose a new base filename each time the feature is enabled to avoid ending up with partially
unusable audio files

Enable diagnosiic packel and event recording|

A diagnostic packet and event recording can be used for analyzing various issues related to thread starvation  jitter |
estimation. Two types of data are logged. First, incoming and outgoing RTP headers and RTCP packets are logged.
include any audio or video information, nor any other types of personally identifiable information {so no IP addresses
Checking this box will enable the recording for ongoing WebRTC calls and for future WebRTC calls. When the box i
page is closed, all ongoing recordings will be stopped and this recording functionality will be disabled for future Web
Recording in multiple tabs or multiple recordings in the same tab will cause multiple log files to be created. When en
for the recording can be entered  The entered filename is used as a base, to which the following suffixes will be apps

<base filename=_<date>_<timestamp=_<render process ID=_<recording D=




3 4

Ingresar a la Hacer una llamada

https://soporteuc isbel.com. uy/views/agent hti
[rid: 152, lid- 6, pid: 17228 ]

O e 7/
d pI ICaClon Luego de terminar la llamada, ir a la I—
pestafia Chrome://webrtc-internals y
Entrar en uContact, loguear, etc. hacer clic en el cuadro gris de la derecha 1y

(https://<host_de_ucontact>: ...).

Distribucion y aplicaciones multimedia
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Bajar los logs

Hacer clic en “create dump” y hacer clic
en “download de peer connections....”.

Se descarga un archivo json (con extension
.txt) en la carpeta y nombre seleccionado.

NOTA:

Se debe hacer con la llamada aun ACTIVA

Guardar los logs

Copiar todos los logs y archivos de audio
generados

Distribucion y aplicaciones multimedia
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Preparar para
proximo log

Para la siguiente llamada, destildar y
volver a tildar

“enable diagnostic audio recording’
para generar logs con otro nombre.
Volver al paso 4 o e

4




A tener en cuenta

* Este procedimiento deja archivos de AUDIO entrante y saliente separados
y varios logs.

* Los audios se pueden escuchar directamente con cualquier reproductor
(son WAV).

* Los logs se pueden abrir con cualquier editor de texto, estan en format
JSON.

* Para visualizarlo en forma amigable:

https://fippo.github.io/webrtc-dump-importer/

* Mas Info y detalles:
https://testrtc.com/webrtc-internals-parameters/

Distribucion y aplicaciones multimedia


https://fippo.github.io/webrtc-dump-importer/
https://testrtc.com/webrtc-internals-parameters/

B i 2 at r
¥ type=inbound-rtp kind=audio ssrc=
1.5
1
wvi w
w v
=1 S
—
o o
> >
0.5
e

16:85:45 16:@6:0@ 16:@6:15

@ [Audio_Level_in_RMS]

1/2V¥

B3 Turn on/off all data series

Informacion: Audio grabado + graficas estadisticas

16:06:38@

thannd nhkn bind_oandia cenr_aa1ca7con mid_n

16:06:45 16:87:00

id_NnTA1A0AIEATCON

S STt
1633771711 mid=0 track=c78b124b-de6c-42a4-aaBc-3fee5ds8f540f 1d=ITR1A1633771711

16:07:15 16:07:3@ 16:@7:45 16:03:00 16:@8:15 16:@8:3@ 16:@8:45 16:@9:00

¥ type-outbound-rtp kind=audio ssrc=941547639 mid=e id=0Te1A941547689

88k

Values
Values
B
@
ta

28k

16:85:45 16:06:00 16:06:15 16:06:30 16:06:45 16:07:00 16:07:15 16:87:30

@ [bytesSent_in_bits/s]

[ SRR AT S | T PR
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16:09:15

16:87:45

16:08:00

16:08:15

16:08:30

16:08:45

16:09:00

16:09:15

68k

16:09:




{YtestRTC

powered by Spearline

'.
‘ ) teSt RTC Product v Services v Industries v Resources v

powered by Spearline

TESTING {ITORIN SUPPORT

VV @ testingRTC g watchRTC qualityRTC
hat do the P j;»;; n, functional and ) e WebRTC :

performa ting
@ analyzeRTC

Free analysis of webrtc-internal

Subscribe Updates

Be the first to know about
WebRTC testing and monitoring

Email*

t"
I'm here to help you at ar

Recent Posts Em=

https://testrtc.com/webrtc-internals-parameters/

Distribucion y aplicaciones multimedia
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Wireshark: captura y analisis de trafico de red

I
[

ABE® IDRE Q&5 Qe

[] |Ap|ique un filtro de visualizacidn ... <Ctrl-/> N

o

@

@

o

™

m
T

No. Time Source Destination Protocol Length Info
2225 119.204278 10.0.3.15 10.15.115.14 TCP 1514 https(443) » 65 & Wireshark- RTP Stream Analysis - Liamada 5,pcapng B
Wireshark - RTP Stream Analysis - Llamada >.pcapng O X
2226 119.204278 10.0.3.15 10.15.115.14 TCP 1514 https(443) > 65
2227 119.204278 1€.0.3.15 10.15.115.14 TCP 1514 https(443) - 65 Stream 0 (3 Stream 1 3 Gréfica [0
2228 119.204278 10.0.3.15 10.15.115.14 TCP 1514 https(443) - 65
2229 119.204307 1©.15.115.14 1e.0.3.15 TCP 54 65270 » https(4 Stream Paqaete Sequence Delta (ms) Jitter (ms)  Skew Ancho ™
2230 119.205676 10.0.3.15 19.15.115.14 TCP 575 https(443) - 65 10.03.15:14374 — 2233 15972  0.000000  0.000000  0.000000
2231 119.219472 10.15.115.14 stun.l.google.com STUN 62 Binding Request 10:15:115.14:45222 2236 15973  24.292000 0.268250 -4.292000
2232 119.220292 1©.15.115.14 10.0.3.15 SRTP 224 PT=ITU-T G.711 SSRC Ox4dbealll 2238 15974 15.868000 0.509672 -0.161000
2233 119.235076  10.0.3.15 10.15.115.14 SRTP 224 PT=ITU-T G.711 ::i?:t'ﬁ ez @3 2240 15975 19750000 0493442 0.089000
2234 119.244630 10.15.115.14 10.0.3.15 SRTP 224 PT=ITU-T G.711  Mean Jitter 0.167942 ms 2243 15976 25431000  0.802040 -5342000
2235119.251309 10.15.115.14 10.0.3.15 TCP 54 65278 > https(4 MaxSkew -11.658000 ms 2245 13077 24.628000 1041162 -9.970000
2236 119,259368 1e.0,3.15 16.15,115.14 SRTP 224 PT=ITU-T G.711 R Padfﬂsnzg 26 L O 5527 -0.855000
22 M wireshark - Secuencias RTP - Llamada 5.pcapng - O X Egggz :éggiggg
2 o 06086 -0.095000
23 |Source Address Source Port Destination Address  Destination Port  SSRC Start Time Duracion Payload Paquetes Lost Min Delta (ms) Mean Delta (ms) Max Delta (ms) Min Jitter Mean Jitter Max Jitt 23518 -0.010000
21 10.15.115.14 49222 Ox4d6cal1l 119.235076 19538  g711A 7129 0 (0.0%) 8.272000 19.999699 31.897000 0027804 0.167942 156922 41486 0.001000
27 |10.15.115.14 49222 10.0.3.15 14374 0x972f56ae 118.980623 195.64 g/11A 9783 0 (0.0%) 6.680000 19.999971 33538000 0.048346  0.140451 173070 |05080 -0.658000
p- | 71700  0.013000
21 |€ > | 15032 -0.252000
21 2streams, 2 selected, 16912 total packets. Right-click for more aptions. 57467 -0.058000
27 [ Limitar filtro de visualizacién [_] Hora de dia 194188 -0.103000
23 Find Reverse |¥| | Analizar |* P Play Streams | ¥ Copiar ~ Exportar Cerrar Ayuda '9;9123 _:}?z?ggg
2] ° -
2248 119.376693 1e.0.3.15 10.15.115.14 SRTP 224 PT=ITU-T G.711 ;;;; :;Z;J; ;3:3;9000 osigggz :gggzggg E_
2249 119.380418 18.15.115.14 18.0.3.15 SRTP 224 PT=ITU-T G.711 277 15993 19.948000 0821948 -0.046000
2250 119.39563@ 1€.0.3.15 16.15.115.14 SRTP 224 PT=ITU-T G.711 2279 15094 20369000 0.792639 -0.415000
2251 119.400450  10.15.115.14 10.08.3.15 SRTP 224 PT=ITU-T G.711 5281 15995 19.580000 0.770286  0.005000
< ST T D T T s T T T 2283 15996 21.081000 0.789706 -1.076000
= : = = = = = 2286 15997 19.876000  0.748099 -0.952000 :. ‘e
rame 2231: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface \Device\NPF_{©7E40D70-66A 5288 15098 20.043000 0704031 -0.995000 —
Ethernet II, Src: Dell 18:6d:e4 (d8:9e:f3:18:6d:e4), Dst: JuniperN _af:46:cl (64:87:88:af:46:c1) 2290 15999 20.894000 0715904 -1.889000 > I e °
Internet Protocol Version 4, Src: 10.15.115.14 (1@.15.115.14), Dst: stun.l.google.com (64.233.186.127) < > | ;O-e
User Datagram Protocol, Src Port: 49222 (49222), Dst Port: 193082 (19302) | @--'
s ©  S€Ssion Traversal Utilities for NAT S O D e e e AT (oL ] o
Prepare Filter v | | P Play Streams |v Exportar - Cerrar Ayuda ‘ .O




Para desarrolladores: webrtc.org/

Web < RTC

HOME GUIDES
= Filter

Qverview

Get started

Media devices

Media capture and constraints
Peer connections

Remote streams

Data channels

TURN server

Testing

Unified Plan transition guide

Codelabs
FirebaseRTC Code lab

Q, Search

Google is committed to advancing racial equity for Black communities. See how.

WebRTC » Guides Was this helpful? |f7 Ql
Getting started with WebRTC

Creating a new application based on the WebRTC technologies can be overwhelming if you're unfamiliar with the APIs. In
this section we will show how to get started with the various APIs in the WebRTC standard, by explaining a number of
common use cases and code snippets for solving those.

WebRTC APIs

The WebRTC standard covers, on a high level, two different technologies: media capture devices and peer-to-peer
connectivity.

Media capture devices includes video cameras and microphones, but also screen capturing "devices". For cameras and
microphones, we use navigator.mediaDevices.getUserMedia() fo capiure MediaStreams . For screen recording, we
use navigator.mediaDevices.getDisplayMedia() instead.

The peer-to-peer connectivity is handled by the RTCPeerConnection interface. This is the central point for establishing
and controlling the connection between two peers in WebRTC.

https://webrtc.org/ .(:E.' 'E.s
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Oda a WebRTC......

WebRTC, tecnologia de la comunicacion,
gue nos permite hablar en cualquier ocasion,
con soporte confiable y sin complicacion,

una maravilla de la era digital, sin comparacion.

Videoconferencias y streaming en tiempo real,
ya no son cosas de pocos afortunados,
WebRTC lo hace todo muy natural,

para estar siempre conectados

Con su API facil de usar,

y su protocolo seguro vy sin par,
WebRTC nos acerca a los demas,
en un mundo cada vez mas global.

Cuando algo falla en la conexion,

y parece que todo va en desilusion,

brindamos el soporte adecuado,

para solucionar el problema en un momento complicado.

Asi que gracias WebRTC, de corazon,

por hacer posible lo imposible,

por conectar nuestras almas sin distincion,

y por hacer que la comunicacién, sea mas accesible.

ChatGPT
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¢ Preguntas?
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iMuchas gracias!
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