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Abstract: Blockchain has numerous benefits such as decentralisation,
persistency, anonymity and auditability. There is a wide spectrum of blockchain
applications ranging from cryptocurrency, financial services, risk management,
internet of things (IoT) to public and social services. Although a number
of studies focus on using the blockchain technology in various application
aspects, there is no comprehensive survey on the blockchain technology in
both technological and application perspectives. To fill this gap, we conduct a
comprehensive survey on the blockchain technology. In particular, this paper gives
the blockchain taxonomy, introduces typical blockchain consensus algorithms,
reviews blockchain applications and discusses technical challenges as well as
recent advances in tackling the challenges. Moreover, this paper also points out
the future directions in the blockchain technology.
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1 Introduction

Recently, cryptocurrency has attracted extensive attentions from both industry and
academia. Bitcoin that is often called the first cryptocurrency has enjoyed a huge
success with the capital market reaching 10 billion dollars in 2016 (coindesk, 2016).
The blockchain is the core mechanism for the Bitcoin. Blockchain was first proposed
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in 2008 and implemented in 2009 (Nakamoto, 2008). Blockchain could be regarded as
a public ledger, in which all committed transactions are stored in a chain of blocks.
This chain continuously grows when new blocks are appended to it. The blockchain
technology has the key characteristics, such as decentralisation, persistency, anonymity
and auditability. Blockchain can work in a decentralised environment, which is enabled by
integrating several core technologies such as cryptographic hash, digital signature (based
on asymmetric cryptography) and distributed consensus mechanism. With blockchain
technology, a transaction can take place in a decentralised fashion. As a result, blockchain
can greatly save the cost and improve the efficiency.

Although Bitcoin is the most famous application blockchain application, blockchain can
be applied into diverse applications far beyond cryptocurrencies. Since it allows payments
to be finished without any bank or any intermediary, blockchain can be used in various
financial services such as digital assets, remittance and online payment (Peters et al., 2015;
Foroglou and Tsilidou, 2015). Additionally, blockchain technology is becoming one of the
most promising technologies for the next generation of internet interaction systems, such
as smart contracts (Kosba et al., 2016), public services (Akins et al., 2013), internet of
things (IoT) (Zhang and Wen, 2015), reputation systems (Sharples and Domingue, 2015)
and security services (Noyes, 2016a).

Despite the fact that the blockchain technology has great potential for the construction of
the future internet systems, it is facing a number of technical challenges. Firstly, scalability
is ahuge concern. Bitcoin block size is limited to 1 MB now and a block is mined about every
10 min. Subsequently, the Bitcoin network is restricted to a rate of 7 transactions per second,
which is incapable of dealing with high-frequency trading. However, larger blocks mean
larger storage space and slower propagation in the network. This will lead to centralisation
gradually as users would like to maintain such a large blockchain. Therefore the tradeoff
between block size and security has become a challenge. Secondly, it has been proved
that miners can achieve larger revenue than their fair share through selfish mining strategy
(Eyal and Sirer, 2014). Miners hide their mined blocks for more revenue in the future. In
that way, branches can take place frequently; this hinders blockchain development. Hence
some solutions need to be put forward to fix this problem. Moreover, it has been shown
that privacy leakage can also happen in blockchain even when users only make transactions
with their public key and private key (Biryukov et al., 2014). User’s real IP address could
even be tracked. Furthermore, current consensus algorithms like proof of work (PoW) or
proof of stake (PoS) are facing some serious problems. For example, PoOW wastes too much
electricity energy while the phenomenon that the rich get richer could appear in the PoS
consensus process. These challenges need to be addressed in the blockchain technology
development.

There is a substantial body of literature on blockchain from various sources, such as
blogs, wikis, forum posts, codes, conference proceedings and journal papers. Tschorsch
and Scheuermann (2016) made a technical survey about decentralised digital currencies
including Bitcoin. Compared with (Tschorsch and Scheuermann, 2016), our paper focuses
on blockchain technology instead of digital currencies. Nomura Research Institute made
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a technical report about blockchain (NRI, 2015). In contrast to (NRI, 2015), our paper
focuses on state-of-art blockchain studies including recent advances and future trends.
This paper is an extended version of the work published in Zheng et al. (2017) with the
substantial extensions on blockchain technical details, consensus algorithms, applications
of blockchains, research challenges and future directions.

The rest of this paper is organised as follows. Section 2 introduces blockchain
architecture. Section 3 shows typical consensus algorithms used in the blockchain. Section 4
introduces several typical blockchain applications. Section 5 summarises the technical
challenges and the recent advances in this area. Section 6 discusses some possible future
directions and Section 7 concludes the paper.

2 Blockchain architecture

The blockchain is a sequence of blocks, which holds a complete list of transaction records
like conventional public ledger (Lee Kuo Chuen, 2015). Figure 1 illustrates an example of
a blockchain. Each block points to the immediately previous block via a reference that is
essentially a hash value of the previous block called parent block. It is worth noting that
uncle blocks (children of the block’s ancestors) hashes would also be stored in ethereum
blockchain (Buterin, 2014). The first block of a blockchain is called genesis block which
has no parent block. We then introduce the block structure in Section 2.1, a digital signature
mechanism in Section 2.2. We also summarise blockchain key characteristics in Section 2.3.
Blockchain taxonomy is showed in Section 2.4.

Figure 1 An example of blockchain which consists of a continuous sequence of blocks (see online
version for colours)

Hash of block i |

Hash of block 0

Timestamp Nonce
TX 1| TX2 ==« TXn

Genesis block

2.1 Block

A block consists of the block header and the block body as shown in Figure 2. In particular,

. o o <

-‘ Hash of block i-1

Timestamp Nonce

Timestamp Nonce ‘

Timestamp Nonce

TX1 TX2 ==«TXn

the block header includes:

Block i

Block i+1

Block i+2

e  Block version: indicates which set of block validation rules to follow.

e  Parent block hash: a 256-bit hash value that points to the previous block.

e  Merkle tree root hash: the hash value of all the transactions in the block.

o  Timestamp: current timestamp as seconds since 1970-01-01T00:00 UTC.

e  nbBits: current hashing target in a compact format.

e  Nonce: a 4-byte field, which usually starts with 0 and increases for every hash
calculation (will be explained in details in Section 3).

Hash of block i+1 ® o o
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The block body is composed of a transaction counter and transactions. The maximum
number of transactions that a block can contain depends on the block size and the size
of each transaction. Blockchain uses an asymmetric cryptography mechanism to validate
the authentication of transactions (NRI, 2015). A digital signature based on asymmetric
cryptography is used in an untrustworthy environment. We next briefly illustrate digital
signature.

Figure 2 Block structure (see online version for colours)

Block version 02000000

b6ffOb1b1680a2862a30ca44d346d9e8

Parent Block Hash 910d334beb48ca0c0000000000000000

9d: de2
70dda20810decd12bc9b048aaab31471

Merkle Tree Root

Timestamp 24d95a54
nBits 30c31b18
Nonce fe9f0864

™1 | ™2 | ... TXn

2.2 Digital signature

Each user owns a pair of private key and public key. The private key is used to sign the
transactions. The digital signed transactions are spread throughout the whole network and
then are accessed by public keys, which are visible to everyone in the network. Figure 3
shows an example of digital signature used in blockchain. The typical digital signature is
involved with two phases: the signing phase and the verification phase. Take Figure 3 as
an example again. When a user Alice wants to sign a transaction, she first generates a hash
value derived from the transaction. She then encrypts this hash value by using her private
key and sends to another user Bob the encrypted hash with the original data. Bob verifies the
received transaction through the comparison between the decrypted hash (by using Alice’s
public key) and the hash value derived from the received data by the same hash function as
Alice’s. The typical digital signature algorithms used in blockchains include elliptic curve
digital signature algorithm (ECDSA) (Johnson et al., 2001).

Figure 3 Digital signature used in blockchain (see online version for colours)
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2.3 Key characteristics of blockchain

In summary, blockchain has following key characteristics.

e  Decentralisation. In conventional centralised transaction systems, each transaction
needs to be validated through the central trusted agency (e.g., the central bank)
inevitably resulting the cost and the performance bottlenecks at the central servers.
Differently, a transaction in the blockchain network can be conducted between any
two peers (P2P) without the authentication by the central agency. In this manner,
blockchain can significantly reduce the server costs (including the development cost
and the operation cost) and mitigate the performance bottlenecks at the central server.

e  Persistency. Since each of the transactions spreading across the network needs to be
confirmed and recorded in blocks distributed in the whole network, it is nearly
impossible to tamper. Additionally, each broadcasted block would be validated by
other nodes and transactions would be checked. So any falsification could be
detected easily.

e  Anonymity. Each user can interact with the blockchain network with a generated
address. Further, a user could generate many addresses to avoid identity exposure.
There is no longer any central party keeping users’ private information. This
mechanism preserves a certain amount of privacy on the transactions included in the
blockchain. Note that blockchain cannot guarantee the perfect privacy preservation
due to the intrinsic constraint (details refer to Section 5).

e Auditability. Since each of the transactions on the blockchain is validated and
recorded with a timestamp, users can easily verify and trace the previous records
through accessing any node in the distributed network. In Bitcoin blockchain, each
transaction could be traced to previous transactions iteratively. It improves the
traceability and the transparency of the data stored in the blockchain.

2.4 Taxonomy of blockchain systems

Current blockchain systems can be roughly categorised into three types: public blockchain,
private blockchain and consortium blockchain (Buterin, 2015). We compare these three
types of blockchain from different perspectives. The comparison is listed in Table 1.

e Consensus determination. In public blockchain, each node could take part in the
consensus process. And only a selected set of nodes are responsible for validating the
block in consortium blockchain. As for private chain, it is fully controlled by one
organisation who could determine the final consensus.

e  Read permission. Transactions in a public blockchain are visible to the public while
the read permission depends on a private blockchain or a consortium blockchain. The
consortium or the organisation could decide whether the stored information is public
or restricted.

e Immutability. Since transactions are stored in different nodes in the distributed
network, so it is nearly impossible to tamper the public blockchain. However, if the
majority of the consortium or the dominant organisation wants to tamper the
blockchain, the consortium blockchain or private blockchain could be reversed or
tampered.
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e  Efficiency. It takes plenty of time to propagate transactions and blocks as there are a
large number of nodes on public blockchain network. Taking network safety into
consideration, restrictions on public blockchain would be much more strict. As a
result, transaction throughput is limited and the latency is high. With fewer
validators, consortium blockchain and private blockchain could be more efficient.

e  Centralised. The main difference among the three types of blockchains is that public
blockchain is decentralised, consortium blockchain is partially centralised and
private blockchain is fully centralised as it is controlled by a single group.

e  Consensus process. Everyone in the world could join the consensus process of the
public blockchain. Different from public blockchain, both consortium blockchain
and private blockchain are permissioned. One node needs to be certificated to join the
consensus process in consortium or private blockchain.

Since public blockchain is open to the world, it can attract many users. Communities are also
very active. Many public blockchains emerge day by day. As for consortium blockchain, it
could be applied to many business applications. Currently, Hyperledger (hyperledger, 2015)
is developing business consortium blockchain frameworks. Ethereum also has provided
tools for building consortium blockchains (ethereum, n.d.). As for private blockchain, there
are still many companies implementing it for efficiency and auditability.

Table 1 Comparisons among public blockchain, consortium blockchain and private blockchain

Property Public blockchain Consortium blockchain Private blockchain
Consensus determination All miners Selected set of nodes One organisation
Read permission Public Could be public Could be public
or restricted or restricted

Immutability Nearly impossible Could be tampered Could be tampered

to tamper
Efficiency Low High High
Centralised No Partial Yes
Consensus process Permissionless Permissioned Permissioned

3 Consensus algorithms

In blockchain, how to reach consensus among the untrustworthy nodes is a transformation
of the Byzantine Generals (BG) Problem (Lamport et al., 1982). In BG problem, a group
of generals who command a portion of Byzantine army circle the city. The attack would
fail if only part of the generals attack the city. Generals need to communicate to reach
an agreement on whether attack or not. However, there might be traitors in generals. The
traitor could send different decisions to different generals. This is a trustless environment.
How to reach a consensus in such an environment is a challenge. It is also a challenge for
blockchain as the blockchain network is distributed. In blockchain, there is no central node
that ensures ledgers on distributed nodes are all the same. Nodes need not trust other nodes.
Thus, some protocols are needed to ensure that ledgers in different nodes are consistent.
We next present several common approaches to reach consensus in the blockchain.
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3.1 Approaches to consensus

Proof of work (PoW) is a consensus strategy used in Bitcoin network (Nakamoto, 2008).
POW requires a complicated computational process in the authentication. In POW, each
node of the network is calculating a hash value of the constantly changing block header.
The consensus requires that the calculated value must be equal to or smaller than a certain
given value. In the decentralised network, all participants have to calculate the hash value
continuously by using different nonces until the target is reached. When one node obtains
the relevant value, all other nodes must mutually confirm the correctness of the value. After
that, transactions in the new block would be validated in case of frauds. Then, the collection
of transactions used for the calculations is approved to be the authenticated result, which
is denoted by a new block in the blockchain. The nodes that calculate the hashes are called
miners and the POW procedure is called mining. Since the calculation of the authentication
is a time-consuming process, an incentive mechanism (e.g., granting a small portion of
Bitcoins to the miner) is also proposed (Nakamoto, 2008).

In the decentralised network, valid blocks might be generated simultaneously when
multiple nodes find the suitable nonce nearly at the same time. As aresult, branches (or forks)
may be generated as shown in Figure 4. However, it is unlikely that two competing forks will
generate next block simultaneously. In POW protocol, a chain that becomes longer thereafter
is judged as the authentic one. Take Figure 4 as an example again. Consider two forks
created by simultaneously validated blocks B11 and G11. Miners work on both the forks
and add the newly generated block to one of them. When a new block (say B12) is added to
block B11, the miners working on fork G11-G12 will switch to B12. Block G12 in the fork
G11-G12 becomes an orphan block since it is no longer increased. Generally, after a certain
number of new blocks are appended to the blockchain, it is nearly impossible to reverse
the blockchain to tamper the transactions. In Bitcoin blockchain, when approximately six
blocks are generated, the relevant blockchain is considered to be the authentic one (e.g., the
chain of blocks B11, B12, B13, B14, B15 and B16 in Figure 4). Block interval depends on
different parameter setting. Bitcoin block is generated about every 10 min while Ethereum
block is generated about every 17 s.

Figure 4 An scenario of blockchain branches (the longer branch would be admitted as the main
chain while the shorter one would be deserted) (see online version for colours)

' |
B9 B10 : B11 B12 B13 B14 B15 B16 i
|
| .
| Alonger blockchain adopted as the correct one :
G11 G12

Miners have to do a lot of computer calculations in PoW, yet these works waste too much
resources. To mitigate the loss, some PoW protocols in which works could have some side-
applications have been designed. For example, Primecoin (King, 2013) searches for special
prime number chains which can be used for mathematical research. Instead of burning
electricity for mining the POW block, proof of burn (P4Titan, 2014) asks miners to send
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their coins to addresses where they cannot be redeemed. By burning coins, miners get
chances for mining blocks and they do not need powerful hardwares as POW.

Proof of stake (PoS) is an energy-saving alternative to POW. Instead of demanding users
to find a nonce in an unlimited space, POS requires people to prove the ownership of the
amount of currency because it is believed that people with more currencies would be less
likely to attack the network. Since the selection based on account balance is quite unfair
because the single richest person is bound to be dominant in the network. As a result, many
solutions are proposed with the combination of the stake size to decide which one to forge
the next block. In particular, Blackcoin (Vasin, 2014) uses randomisation to predict the next
generator. It uses a formula that looks for the lowest hash value in combination with the
size of the stake. Peercoin (King and Nadal, 2012) favours coin age-based selection. In
Peercoin, older and larger sets of coins have a greater probability of mining the next block.
Compared with PoW, PoS saves more energy and is more effective. Unfortunately, as the
mining cost is nearly zero, attacks might come as a consequence. Many blockchains adopt
PoW at the beginning and transform to PoS gradually. For instance, Ethereum is planning
to move from Ethash (a kind of PoW) (Wood, 2014) to Casper (a kind of PoS) (Zamfir,
2015). To combine the benefits of POW and POS, proof of activity (Bentov et al., 2014) is
proposed. In proof of activity, a mined block needs to be signed by N miners to be valid.
In that way, if some owner of 50% of all coins exists, he/she cannot control the creation of
new blocks on his/her own. Sometimes stake could be other things, for example, in proof of
capacity (burstcoin, 2014), miners have to allocate large hard drive space to mine the block.

Practical byzantine fault tolerance (PBFT) is areplication algorithm to tolerate byzantine
faults (Miguel and Barbara, 1999). Hyperledger Fabric (hyperledger, 2015) utilises the
PBFT as its consensus algorithm since PBFT could handle up to 1/3 malicious byzantine
replicas. A new block is determined in a round. In each round, a primary would be selected
according to some rules. And it is responsible for ordering the transaction. The whole process
could be divided into three phase: pre-prepared, prepared and commit. In each phase, anode
would enter next phase if it has received votes from over 2/3 of all nodes. So PBFT requires
that every node is known to the network. Like PBFT, Stellar consensus protocol (SCP)
(Mazieres, 2015) is also a Byzantine agreement protocol. There is no hashing procedure in
PBFT. In PBFT, each node has to query other nodes while SCP gives participants the right
to choose which set of other participants to believe. Based on PBFT, Antshares (antshares,
2016) has implemented their delegated byzantine fault tolerance (dBFT). In dBFT, some
professional nodes are voted to record the transactions instead of all nodes.

Delegated proof of stake (DPOS). Similar to POS, miners get their priority to generate
the blocks according to their stake. The major difference between POS and DPOS is that
POS is a direct democratic while DPOS is representative democratic. Stakeholders elect
their delegates to generate and validate a block. With significantly fewer nodes to validate
the block, the block could be confirmed quickly, making the transactions confirmed quickly.
Meanwhile, the parameters of the network such as block size and block intervals could
be tuned. Additionally, users do not need to worry about the dishonest delegates because
the delegates could be voted out easily. DPOS has already been implemented, and is the
backbone of Bitshares (bitshares, n.d.).

Ripple (Schwartz et al., 2014) is a consensus algorithm that utilises collectively-trusted
subnetworks within the larger network. In the network, nodes are divided into two types: a
server for participating consensus process and client for only transferring funds. In contrast
to that PBFT nodes have to ask every node in the network, each Ripple server has a Unique
Node List (UNL) to query. UNL is important to the server. When determining whether to
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put a transaction into the ledger, the server would query the nodes in UNL. If the received
agreements have reached 80%, the transaction would be packed into the ledger. For a node,
the ledger will remain correct as long as the percentage of faulty nodes in UNL is less than
20%.

Tendermint (Kwon, 2014) is a byzantine consensus algorithm. A new block is
determined in a round. A proposer would be selected to broadcast an unconfirmed block in
this round. So all nodes need to be known for proposer selection. It could be divided into
three steps:

e  Prevote step. Validators choose whether to broadcast a prevote for the proposed
block.

e  Precommit step. If the node has received more than 2/3 of prevotes on the proposed
block, it broadcasts a precommit for that block. If the node has received over 2/3 of
precommits, it enters the commit step.

o  Commit step. The node validates the block and broadcasts a commit for that block. if
the node has received 2/3 of the commits, it accepts the block.

The process is quite similar to PBFT, but Tendermint nodes have to lock their coins to
become validators. Once a validator is found to be dishonest, it would be punished.

3.2 Consensus algorithins comparison

Different consensus algorithms have different advantages and disadvantages. Table 2 gives
a comparison between different consensus algorithms and we use the properties given by
(Vukolié, 2015).

e Node identity management. PBFT needs to know the identity of each miner in order
to select a primary in every round while Tendermint needs to know the validators in
order to select a proposer in each round. For PoW, PoS, DPOS and Ripple, nodes
could join the network freely.

e  Energy saving. In PoW, miners hash the block header continuously to reach the target
value. As a result, the amount of electricity required to process has reached an
immense scale. As for PoS and DPOS, miners still have to hash the block header to
search the target value but the work has been largely reduced as the search space is
designed to be limited. As for PBFT, Ripple and Tendermint, there is no mining in
the consensus process. So it saves energy greatly.

o Tolerated power of the adversary. Generally 51% of hash power is regarded as the
threshold for one to gain control of the network. But selfish mining strategy (Eyal
and Sirer, 2014) in PoW systems could help miners to gain more revenue by only
25% of the hashing power. PBFT and Tendermint are designed to handle up to 1/3
faulty nodes. Ripple is proved to maintain correctness if the faulty nodes in a UNL is
less than 20%.

e  Example. Bitcoin is based on PoW while Peercoin is a new peer-to-peer PoS
cryptocurrency. Further, Hyperledger Fabric utilises PBFT to reach consensus.
Bitshares, a smart contract platform, adopts DPOS as their consensus algorithm.
Ripple implements the Ripple protocol while Tendermint devises the Tendermint
protocol.
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PBFT and Tendermint are permissioned protocols. Node identities are expected to be known
to the whole network, so they might be used in commercial mode rather than public. PoW
and PoS are suitable for public blockchain. Consortium or private blockchain might have
preference for PBFT, Tendermint, DPOS and Ripple.

Table 2 Typical consensus algorithms comparison

Property PoW PoS PBFT DPOS Ripple Tendermint
Node identity Open Open Permissioned Open Open Permissioned
management
Energy saving No Partial Yes Partial Yes Yes
Tolerated < 25% < 51% < 33.3% < 51% < 20% < 33.3%
power computing stake faulty validators  faulty nodes byzantine
of adversary power replicas in UNL voting power
Example Bitcoin Peercoin  Hyperledger  Bitshares Ripple Tendermint
Fabric

3.3 Advances on consensus algorithms

A good consensus algorithm means efficiency, safety and convenience. Current common
consensus algorithms still have many shortages. New consensus algorithms are devised
aiming to solve some specific problems of the blockchain. The main idea of PeerCensus
(Decker et al., 2016) is to decouple block creation and transaction confirmation so that
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