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  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS3,	
  AS3,	
  AS3,	
  AS2	
  

Valid	
  AS-­‐Path	
  
Prepending	
  by	
  AS3	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

This	
  case	
  generates	
  a	
  hole	
  in	
  the	
  form	
  of	
  a	
  DoS	
  aTack.	
  	
  
	
  

Since	
  traffic	
  is	
  not	
  redirected	
  to	
  ASN,	
  the	
  apps	
  will	
  not	
  
survive….so	
  it	
  generates	
  chaos	
  but	
  the	
  window	
  for	
  

traffic	
  sniffing	
  is	
  too	
  small…	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
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Prefix Hijacking

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  
AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

AS3	
  now	
  prefers	
  
the	
  path	
  via	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS3,	
  AS3,	
  AS3,	
  AS2	
  

Valid	
  AS-­‐Path	
  
Prepending	
  by	
  AS3	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

This	
  case	
  generates	
  a	
  hole	
  in	
  the	
  form	
  of	
  a	
  DoS	
  aTack.	
  	
  
	
  

Since	
  traffic	
  is	
  not	
  redirected	
  to	
  ASN,	
  the	
  apps	
  will	
  not	
  
survive….so	
  it	
  generates	
  chaos	
  but	
  the	
  window	
  for	
  

traffic	
  sniffing	
  is	
  too	
  small…	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
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Prefix Hijacking

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  
AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

AS3	
  now	
  prefers	
  
the	
  path	
  via	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS3,	
  AS3,	
  AS3,	
  AS2	
  

Valid	
  AS-­‐Path	
  
Prepending	
  by	
  AS3	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

This	
  case	
  generates	
  a	
  hole	
  in	
  the	
  form	
  of	
  a	
  DoS	
  aTack.	
  	
  
	
  

Since	
  traffic	
  is	
  not	
  redirected	
  to	
  ASN,	
  the	
  apps	
  will	
  not	
  
survive….so	
  it	
  generates	
  chaos	
  but	
  the	
  window	
  for	
  

traffic	
  sniffing	
  is	
  too	
  small…	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
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Prefix Hijacking

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  
AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

AS3	
  now	
  prefers	
  
the	
  path	
  via	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS3,	
  AS3,	
  AS3,	
  AS2	
  

Valid	
  AS-­‐Path	
  
Prepending	
  by	
  AS3	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

This	
  case	
  generates	
  a	
  hole	
  in	
  the	
  form	
  of	
  a	
  DoS	
  aTack.	
  	
  
	
  

Since	
  traffic	
  is	
  not	
  redirected	
  to	
  ASN,	
  the	
  apps	
  will	
  not	
  
survive….so	
  it	
  generates	
  chaos	
  but	
  the	
  window	
  for	
  

traffic	
  sniffing	
  is	
  too	
  small…	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
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Prefix Hijacking

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  
AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

AS3	
  now	
  prefers	
  
the	
  path	
  via	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS3,	
  AS3,	
  AS3,	
  AS2	
  

Valid	
  AS-­‐Path	
  
Prepending	
  by	
  AS3	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

This	
  case	
  generates	
  a	
  hole	
  in	
  the	
  form	
  of	
  a	
  DoS	
  aTack.	
  	
  
	
  

Since	
  traffic	
  is	
  not	
  redirected	
  to	
  ASN,	
  the	
  apps	
  will	
  not	
  
survive….so	
  it	
  generates	
  chaos	
  but	
  the	
  window	
  for	
  

traffic	
  sniffing	
  is	
  too	
  small…	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
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Prefix Hijacking

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  
AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

AS3	
  now	
  prefers	
  
the	
  path	
  via	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS3,	
  AS3,	
  AS3,	
  AS2	
  

Valid	
  AS-­‐Path	
  
Prepending	
  by	
  AS3	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

This	
  case	
  generates	
  a	
  hole	
  in	
  the	
  form	
  of	
  a	
  DoS	
  aTack.	
  	
  
	
  

Since	
  traffic	
  is	
  not	
  redirected	
  to	
  ASN,	
  the	
  apps	
  will	
  not	
  
survive….so	
  it	
  generates	
  chaos	
  but	
  the	
  window	
  for	
  

traffic	
  sniffing	
  is	
  too	
  small…	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
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Prefix Hijacking

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  
AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

AS3	
  now	
  prefers	
  
the	
  path	
  via	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS3,	
  AS3,	
  AS3,	
  AS2	
  

Valid	
  AS-­‐Path	
  
Prepending	
  by	
  AS3	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

This	
  case	
  generates	
  a	
  hole	
  in	
  the	
  form	
  of	
  a	
  DoS	
  aTack.	
  	
  
	
  

Since	
  traffic	
  is	
  not	
  redirected	
  to	
  ASN,	
  the	
  apps	
  will	
  not	
  
survive….so	
  it	
  generates	
  chaos	
  but	
  the	
  window	
  for	
  

traffic	
  sniffing	
  is	
  too	
  small…	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
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Prefix Hijacking

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  
AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

AS3	
  now	
  prefers	
  
the	
  path	
  via	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS3,	
  AS3,	
  AS3,	
  AS2	
  

Valid	
  AS-­‐Path	
  
Prepending	
  by	
  AS3	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

This	
  case	
  generates	
  a	
  hole	
  in	
  the	
  form	
  of	
  a	
  DoS	
  aTack.	
  	
  
	
  

Since	
  traffic	
  is	
  not	
  redirected	
  to	
  ASN,	
  the	
  apps	
  will	
  not	
  
survive….so	
  it	
  generates	
  chaos	
  but	
  the	
  window	
  for	
  

traffic	
  sniffing	
  is	
  too	
  small…	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
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Prefix Hijacking

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  
AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

Now	
  AS2	
  originates	
  	
  
unauthorized	
  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
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  AS2	
  originates	
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  route	
  	
  
adverLsements	
  of	
  prefix	
  
10.1.1.0/24	
  which	
  is	
  	
  
actually	
  owned	
  by	
  ASN	
  

10.1.1.0/24:	
  AS2	
  
10.1.1.0/24:	
  AS2	
  

10.1.1.0/24:	
  AS2	
  

AS1,	
  AS3,	
  and	
  AS5	
  have	
  no	
  way	
  
to	
  verify	
  the	
  route	
  
adverLsement	
  (10.1.1.0/24)	
  
and	
  hence	
  accept	
  it	
  as	
  valid	
  

AS3	
  now	
  prefers	
  
the	
  path	
  via	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS3,	
  AS3,	
  AS3,	
  AS2	
  

Valid	
  AS-­‐Path	
  
Prepending	
  by	
  AS3	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

Unauthorized	
  
Route	
  Origina)on	
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  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
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10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
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  Origina)on	
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  Hijacking)	
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ASN	
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BGP-­‐4	
  Scenario	
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  Times)	
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  Rela)on	
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AS2	
  

10.1.1.0/24:	
  
AS4,	
  AS3,	
  AS2	
  

10.1.1.0/24:	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  AS2	
  	
  

AS7	
  is	
  customer	
  of	
  AS4	
  and	
  AS6.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  false	
  	
  
AS-­‐paths	
  in	
  the	
  BGP	
  updates	
  received	
  
from	
  AS4	
  and	
  AS6,	
  and	
  in	
  this	
  example	
  
selects	
  the	
  route	
  for	
  10.1.1.0/24	
  
through	
  AS4.	
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(Prefix	
  Hijacking)	
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This	
  case	
  generates	
  a	
  hole	
  in	
  the	
  form	
  of	
  a	
  DoS	
  aTack.	
  	
  
	
  

Since	
  traffic	
  is	
  not	
  redirected	
  to	
  ASN,	
  the	
  apps	
  will	
  not	
  
survive….so	
  it	
  generates	
  chaos	
  but	
  the	
  window	
  for	
  

traffic	
  sniffing	
  is	
  too	
  small…	
  	
  

Unauthorized	
  
Route	
  Origina)on	
  
(Prefix	
  Hijacking)	
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AS	
  CERTIFICATE	
  

Public	
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Prefix	
  EE	
  Cert	
  

Rtr	
  EE	
  CERT	
  
Rtr	
  EE	
  CERT	
  

Rtr	
  EE	
  CERT	
  

Public	
  
Key	
  

ROA	
  
	
  
	
  
	
  

IP	
  Prefix	
  
ASN	
  

IANA	
  =	
  Internet	
  Assigned	
  Numbers	
  Authority	
  
	
  

CA	
  =	
  Cer)fica)on	
  Authority	
  	
  

RIR	
  =	
  Regional	
  Internet	
  Registry	
  
	
  
ISP	
  =	
  Internet	
  Service	
  Provider	
  	
  	
  

NIR	
  =	
  Na)onal	
  Internet	
  Registry	
  	
  

EE	
  Cert	
  =	
  End-­‐En)ty	
  Cer)ficate	
  	
  

AS	
  =	
  Autonomous	
  System	
  	
  

Rtr	
  =	
  Router	
  

ROA	
  =	
  Route	
  Origin	
  Authoriza)on	
  (RFC	
  6482)	
  	
  

ASN	
  =	
  Autonomous	
  System	
  Number	
  

Administra)ve	
  
Resource	
  Alloca)on	
  

Hierarchy	
  

	
  
ISP-­‐x	
  

CerLficate	
  

	
  
	
  
	
  

(CA)	
  	
  

Public	
  
Key	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

With	
  RPKI	
  and	
  ROA	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  
AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

RPKI	
  
Cache	
  

ROA	
  
	
  
	
  
	
  

10.1.1.0/24	
  	
  
AS	
  N	
   Router-­‐RPKI	
  	
  

Protocol	
  

RespecLve	
  ROA	
  already	
  
published	
  in	
  Global	
  RPKI	
  	
  

and	
  cached	
  by	
  this	
  	
  
parLcular	
  repository	
  

With	
  RPKI	
  and	
  ROA	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
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  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

RPKI	
  
Cache	
  

ROA	
  
	
  
	
  
	
  

10.1.1.0/24	
  	
  
AS	
  N	
   Router-­‐RPKI	
  	
  

Protocol	
  

RespecLve	
  ROA	
  already	
  
published	
  in	
  Global	
  RPKI	
  	
  

and	
  cached	
  by	
  this	
  	
  
parLcular	
  repository	
  

10.1.1.0/24	
  
AS	
  2	
  

Unauthorized	
  	
  
10.1.1.0/24	
  route	
  origin	
  

With	
  RPKI	
  and	
  ROA	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

In	
  presence	
  of	
  RPKI	
  and	
  
ROA,	
  AS	
  3	
  decides:	
  
	
  
10.1.1.0/24,	
  AS	
  N	
  	
  OK	
  
10.1.1.0/24,	
  AS	
  3	
  INVALID	
  

RPKI	
  
Cache	
  

ROA	
  
	
  
	
  
	
  

10.1.1.0/24	
  	
  
AS	
  N	
   Router-­‐RPKI	
  	
  

Protocol	
  

RespecLve	
  ROA	
  already	
  
published	
  in	
  Global	
  RPKI	
  	
  

and	
  cached	
  by	
  this	
  	
  
parLcular	
  repository	
  

10.1.1.0/24	
  
AS	
  2	
  

Unauthorized	
  	
  
10.1.1.0/24	
  route	
  origin	
  

With	
  RPKI	
  and	
  ROA	
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RIR	
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  Regional	
  Internet	
  Registry	
  
	
  
ISP	
  =	
  Internet	
  Service	
  Provider	
  	
  	
  

NIR	
  =	
  Na)onal	
  Internet	
  Registry	
  	
  

EE	
  Cert	
  =	
  End-­‐En)ty	
  Cer)ficate	
  	
  

AS	
  =	
  Autonomous	
  System	
  	
  

Rtr	
  =	
  Router	
  

ROA	
  =	
  Route	
  Origin	
  Authoriza)on	
  (RFC	
  6482)	
  	
  

ASN	
  =	
  Autonomous	
  System	
  Number	
  

Administra)ve	
  
Resource	
  Alloca)on	
  

Hierarchy	
  

	
  
ISP-­‐x	
  

CerLficate	
  

	
  
	
  
	
  

(CA)	
  	
  

Public	
  
Key	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

With	
  RPKI	
  and	
  ROA	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

RPKI	
  
Cache	
  

ROA	
  
	
  
	
  
	
  

10.1.1.0/24	
  	
  
AS	
  N	
   Router-­‐RPKI	
  	
  

Protocol	
  

RespecLve	
  ROA	
  already	
  
published	
  in	
  Global	
  RPKI	
  	
  

and	
  cached	
  by	
  this	
  	
  
parLcular	
  repository	
  

With	
  RPKI	
  and	
  ROA	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

RPKI	
  
Cache	
  

ROA	
  
	
  
	
  
	
  

10.1.1.0/24	
  	
  
AS	
  N	
   Router-­‐RPKI	
  	
  

Protocol	
  

RespecLve	
  ROA	
  already	
  
published	
  in	
  Global	
  RPKI	
  	
  

and	
  cached	
  by	
  this	
  	
  
parLcular	
  repository	
  

10.1.1.0/24	
  
AS	
  2	
  

Unauthorized	
  	
  
10.1.1.0/24	
  route	
  origin	
  

With	
  RPKI	
  and	
  ROA	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

In	
  presence	
  of	
  RPKI	
  and	
  
ROA,	
  AS	
  3	
  decides:	
  
	
  
10.1.1.0/24,	
  AS	
  N	
  	
  OK	
  
10.1.1.0/24,	
  AS	
  3	
  INVALID	
  

RPKI	
  
Cache	
  

ROA	
  
	
  
	
  
	
  

10.1.1.0/24	
  	
  
AS	
  N	
   Router-­‐RPKI	
  	
  

Protocol	
  

RespecLve	
  ROA	
  already	
  
published	
  in	
  Global	
  RPKI	
  	
  

and	
  cached	
  by	
  this	
  	
  
parLcular	
  repository	
  

10.1.1.0/24	
  
AS	
  2	
  

Unauthorized	
  	
  
10.1.1.0/24	
  route	
  origin	
  

With	
  RPKI	
  and	
  ROA	
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RIR	
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ISP	
  =	
  Internet	
  Service	
  Provider	
  	
  	
  

NIR	
  =	
  Na)onal	
  Internet	
  Registry	
  	
  

EE	
  Cert	
  =	
  End-­‐En)ty	
  Cer)ficate	
  	
  

AS	
  =	
  Autonomous	
  System	
  	
  

Rtr	
  =	
  Router	
  

ROA	
  =	
  Route	
  Origin	
  Authoriza)on	
  (RFC	
  6482)	
  	
  

ASN	
  =	
  Autonomous	
  System	
  Number	
  

Administra)ve	
  
Resource	
  Alloca)on	
  

Hierarchy	
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(CA)	
  	
  

Public	
  
Key	
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AS3	
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With	
  RPKI	
  and	
  ROA	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  
AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

RPKI	
  
Cache	
  

ROA	
  
	
  
	
  
	
  

10.1.1.0/24	
  	
  
AS	
  N	
   Router-­‐RPKI	
  	
  

Protocol	
  

RespecLve	
  ROA	
  already	
  
published	
  in	
  Global	
  RPKI	
  	
  

and	
  cached	
  by	
  this	
  	
  
parLcular	
  repository	
  

With	
  RPKI	
  and	
  ROA	
  

AS1	
  

ASN	
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10.1.1.0/24	
  	
  
AS	
  N	
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RespecLve	
  ROA	
  already	
  
published	
  in	
  Global	
  RPKI	
  	
  

and	
  cached	
  by	
  this	
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  repository	
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  route	
  origin	
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In	
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  of	
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ROA,	
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  decides:	
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  AS	
  N	
  	
  OK	
  
10.1.1.0/24,	
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Cache	
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AS	
  N	
   Router-­‐RPKI	
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  already	
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  RPKI	
  	
  

and	
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  repository	
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NIR-­‐x	
  
CerLficate	
  

	
  
	
  
	
  

(CA)	
  	
  

Public	
  
Key	
  

	
  
IP	
  prefix	
  

	
  
	
  
	
  

Public	
  
Key	
  

ASN	
  
Rtr-­‐ID	
  
	
  

	
  
	
  

ASN	
  
	
  
	
  
	
  
	
  

AS	
  CERTIFICATE	
  

Public	
  
Key	
  

Prefix	
  EE	
  Cert	
  

Rtr	
  EE	
  CERT	
  
Rtr	
  EE	
  CERT	
  

Rtr	
  EE	
  CERT	
  

Public	
  
Key	
  

ROA	
  
	
  
	
  
	
  

IP	
  Prefix	
  
ASN	
  

IANA	
  =	
  Internet	
  Assigned	
  Numbers	
  Authority	
  
	
  

CA	
  =	
  Cer)fica)on	
  Authority	
  	
  

RIR	
  =	
  Regional	
  Internet	
  Registry	
  
	
  
ISP	
  =	
  Internet	
  Service	
  Provider	
  	
  	
  

NIR	
  =	
  Na)onal	
  Internet	
  Registry	
  	
  

EE	
  Cert	
  =	
  End-­‐En)ty	
  Cer)ficate	
  	
  

AS	
  =	
  Autonomous	
  System	
  	
  

Rtr	
  =	
  Router	
  

ROA	
  =	
  Route	
  Origin	
  Authoriza)on	
  (RFC	
  6482)	
  	
  

ASN	
  =	
  Autonomous	
  System	
  Number	
  

Administra)ve	
  
Resource	
  Alloca)on	
  

Hierarchy	
  

	
  
ISP-­‐x	
  

CerLficate	
  

	
  
	
  
	
  

(CA)	
  	
  

Public	
  
Key	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

With	
  RPKI	
  and	
  ROA	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  
AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

RPKI	
  
Cache	
  

ROA	
  
	
  
	
  
	
  

10.1.1.0/24	
  	
  
AS	
  N	
   Router-­‐RPKI	
  	
  

Protocol	
  

RespecLve	
  ROA	
  already	
  
published	
  in	
  Global	
  RPKI	
  	
  

and	
  cached	
  by	
  this	
  	
  
parLcular	
  repository	
  

With	
  RPKI	
  and	
  ROA	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

RPKI	
  
Cache	
  

ROA	
  
	
  
	
  
	
  

10.1.1.0/24	
  	
  
AS	
  N	
   Router-­‐RPKI	
  	
  

Protocol	
  

RespecLve	
  ROA	
  already	
  
published	
  in	
  Global	
  RPKI	
  	
  

and	
  cached	
  by	
  this	
  	
  
parLcular	
  repository	
  

10.1.1.0/24	
  
AS	
  2	
  

Unauthorized	
  	
  
10.1.1.0/24	
  route	
  origin	
  

With	
  RPKI	
  and	
  ROA	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

In	
  presence	
  of	
  RPKI	
  and	
  
ROA,	
  AS	
  3	
  decides:	
  
	
  
10.1.1.0/24,	
  AS	
  N	
  	
  OK	
  
10.1.1.0/24,	
  AS	
  3	
  INVALID	
  

RPKI	
  
Cache	
  

ROA	
  
	
  
	
  
	
  

10.1.1.0/24	
  	
  
AS	
  N	
   Router-­‐RPKI	
  	
  

Protocol	
  

RespecLve	
  ROA	
  already	
  
published	
  in	
  Global	
  RPKI	
  	
  

and	
  cached	
  by	
  this	
  	
  
parLcular	
  repository	
  

10.1.1.0/24	
  
AS	
  2	
  

Unauthorized	
  	
  
10.1.1.0/24	
  route	
  origin	
  

With	
  RPKI	
  and	
  ROA	
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Preventing Prefix Hijacking: RPKI and ROA

IANA	
  
CerLficate	
  

	
  
	
  
	
  

(CA)	
  	
  

Public	
  
Key	
  

RIR-­‐1	
  
CerLficate	
  

	
  
	
  
	
  

(CA)	
  	
  

Public	
  
Key	
  

RIR-­‐2	
  
CerLficate	
  

	
  
	
  
	
  

(CA)	
  	
  

Public	
  
Key	
  

RIR-­‐n	
  
CerLficate	
  

	
  
	
  
	
  

(CA)	
  	
  

Public	
  
Key	
  

…	
  

	
  
NIR-­‐x	
  
CerLficate	
  

	
  
	
  
	
  

(CA)	
  	
  

Public	
  
Key	
  

	
  
IP	
  prefix	
  

	
  
	
  
	
  

Public	
  
Key	
  

ASN	
  
Rtr-­‐ID	
  
	
  

	
  
	
  

ASN	
  
	
  
	
  
	
  
	
  

AS	
  CERTIFICATE	
  

Public	
  
Key	
  

Prefix	
  EE	
  Cert	
  

Rtr	
  EE	
  CERT	
  
Rtr	
  EE	
  CERT	
  

Rtr	
  EE	
  CERT	
  

Public	
  
Key	
  

ROA	
  
	
  
	
  
	
  

IP	
  Prefix	
  
ASN	
  

IANA	
  =	
  Internet	
  Assigned	
  Numbers	
  Authority	
  
	
  

CA	
  =	
  Cer)fica)on	
  Authority	
  	
  

RIR	
  =	
  Regional	
  Internet	
  Registry	
  
	
  
ISP	
  =	
  Internet	
  Service	
  Provider	
  	
  	
  

NIR	
  =	
  Na)onal	
  Internet	
  Registry	
  	
  

EE	
  Cert	
  =	
  End-­‐En)ty	
  Cer)ficate	
  	
  

AS	
  =	
  Autonomous	
  System	
  	
  

Rtr	
  =	
  Router	
  

ROA	
  =	
  Route	
  Origin	
  Authoriza)on	
  (RFC	
  6482)	
  	
  

ASN	
  =	
  Autonomous	
  System	
  Number	
  

Administra)ve	
  
Resource	
  Alloca)on	
  

Hierarchy	
  

	
  
ISP-­‐x	
  

CerLficate	
  

	
  
	
  
	
  

(CA)	
  	
  

Public	
  
Key	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

With	
  RPKI	
  and	
  ROA	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  
AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

RPKI	
  
Cache	
  

ROA	
  
	
  
	
  
	
  

10.1.1.0/24	
  	
  
AS	
  N	
   Router-­‐RPKI	
  	
  

Protocol	
  

RespecLve	
  ROA	
  already	
  
published	
  in	
  Global	
  RPKI	
  	
  

and	
  cached	
  by	
  this	
  	
  
parLcular	
  repository	
  

With	
  RPKI	
  and	
  ROA	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

RPKI	
  
Cache	
  

ROA	
  
	
  
	
  
	
  

10.1.1.0/24	
  	
  
AS	
  N	
   Router-­‐RPKI	
  	
  

Protocol	
  

RespecLve	
  ROA	
  already	
  
published	
  in	
  Global	
  RPKI	
  	
  

and	
  cached	
  by	
  this	
  	
  
parLcular	
  repository	
  

10.1.1.0/24	
  
AS	
  2	
  

Unauthorized	
  	
  
10.1.1.0/24	
  route	
  origin	
  

With	
  RPKI	
  and	
  ROA	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

In	
  presence	
  of	
  RPKI	
  and	
  
ROA,	
  AS	
  3	
  decides:	
  
	
  
10.1.1.0/24,	
  AS	
  N	
  	
  OK	
  
10.1.1.0/24,	
  AS	
  3	
  INVALID	
  

RPKI	
  
Cache	
  

ROA	
  
	
  
	
  
	
  

10.1.1.0/24	
  	
  
AS	
  N	
   Router-­‐RPKI	
  	
  

Protocol	
  

RespecLve	
  ROA	
  already	
  
published	
  in	
  Global	
  RPKI	
  	
  

and	
  cached	
  by	
  this	
  	
  
parLcular	
  repository	
  

10.1.1.0/24	
  
AS	
  2	
  

Unauthorized	
  	
  
10.1.1.0/24	
  route	
  origin	
  

With	
  RPKI	
  and	
  ROA	
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Outline

1 Prefix Hijacking: RPKI and ROA
2 Route Hijacking: BGPSEC
3 Route leaks
4 Overlay security, Bloom filters, etc.
5 LISP: its initial goals, caches, mapping (DDT), etc.
6 LISP evolution, LISP mobile (mobile phones become

ITRs), etc.
7 LISPSEC
8 Gap between BGPSEC and LISPSEC
9 Opportunities for overlays ...
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Fake (invalid) BGP paths
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Route Hijacking: case 1

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
…,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS3,	
  …,	
  ASN	
   10.1.1.0/24:	
  	
  

AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS2,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS2,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  10.1.1.0/24:	
  	
  

AS5,	
  AS2,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS6,	
  AS5,	
  AS2,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS6,	
  ASN	
  

AS6	
  manipulates	
  the	
  AS-­‐path	
  of	
  
route	
  adverLsement	
  

(10.1.1.0/24)	
  by	
  adding	
  fake	
  info	
  

Fake	
  BGP	
  Update	
  
(Route	
  Hijacking)	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS6,	
  ASN	
  

AS6	
  manipulates	
  the	
  AS-­‐path	
  of	
  
route	
  adverLsement	
  

(10.1.1.0/24)	
  by	
  adding	
  fake	
  info	
  

AS7	
  is	
  customer	
  of	
  AS6	
  and	
  AS4.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  fake	
  
AS-­‐path	
  in	
  the	
  BGP	
  update	
  
received	
  from	
  AS6,	
  and	
  selects	
  the	
  
route	
  for	
  10.1.1.0/24	
  through	
  AS6.	
  

Fake	
  BGP	
  Update	
  
(Route	
  Hijacking)	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

AS6	
  manipulates	
  the	
  AS-­‐path	
  of	
  
route	
  adverLsement	
  

(10.1.1.0/24)	
  by	
  adding	
  fake	
  info	
  

Once	
  traffic	
  arrives	
  to	
  AS6	
  it	
  is	
  
simply	
  routed	
  to	
  its	
  desLnaLon	
  
via	
  AS5	
  

Fake	
  BGP	
  Update	
  
(Route	
  Hijacking)	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  
AS6,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

AS6	
  manipulates	
  the	
  AS-­‐path	
  of	
  
route	
  adverLsement	
  

(10.1.1.0/24)	
  by	
  adding	
  fake	
  info	
  

Fake	
  BGP	
  Update	
  
(Route	
  Hijacking)	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  
AS6,	
  ASN	
  

Now	
  AS6	
  becomes	
  MiM	
  since	
  traffic	
  toward	
  ASN	
  is	
  
redirected	
  to	
  the	
  laTer.	
  The	
  apps	
  survive	
  and	
  the	
  

window	
  for	
  traffic	
  sniffing	
  will	
  remain	
  acLve	
  unLl	
  the	
  
aTack	
  is	
  detected	
  and	
  miLgated…	
  	
  

Once	
  traffic	
  arrives	
  to	
  AS6	
  it	
  is	
  
simply	
  routed	
  to	
  its	
  desLnaLon	
  
via	
  AS5	
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Route Hijacking: case 1

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

ASN	
  originates	
  prefix	
  10.1.1.0/24	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
…,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS3,	
  …,	
  ASN	
   10.1.1.0/24:	
  	
  

AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS2,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS2,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  10.1.1.0/24:	
  	
  

AS5,	
  AS2,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS6,	
  AS5,	
  AS2,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS6,	
  ASN	
  

AS6	
  manipulates	
  the	
  AS-­‐path	
  of	
  
route	
  adverLsement	
  

(10.1.1.0/24)	
  by	
  adding	
  fake	
  info	
  

Fake	
  BGP	
  Update	
  
(Route	
  Hijacking)	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

AS1	
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  and	
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  is	
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Now	
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  becomes	
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  since	
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  toward	
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  is	
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  to	
  the	
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  The	
  apps	
  survive	
  and	
  the	
  

window	
  for	
  traffic	
  sniffing	
  will	
  remain	
  acLve	
  unLl	
  the	
  
aTack	
  is	
  detected	
  and	
  miLgated…	
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  traffic	
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  to	
  AS6	
  it	
  is	
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  to	
  its	
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via	
  AS5	
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Route Hijacking: case 1
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  from	
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  AS-­‐path	
  of	
  
route	
  adverLsement	
  

(10.1.1.0/24)	
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  AS-­‐path	
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route	
  adverLsement	
  

(10.1.1.0/24)	
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  fake	
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Fake	
  BGP	
  Update	
  
(Route	
  Hijacking)	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
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10.1.1.0/24:	
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Now	
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  becomes	
  MiM	
  since	
  traffic	
  toward	
  ASN	
  is	
  
redirected	
  to	
  the	
  laTer.	
  The	
  apps	
  survive	
  and	
  the	
  

window	
  for	
  traffic	
  sniffing	
  will	
  remain	
  acLve	
  unLl	
  the	
  
aTack	
  is	
  detected	
  and	
  miLgated…	
  	
  

Once	
  traffic	
  arrives	
  to	
  AS6	
  it	
  is	
  
simply	
  routed	
  to	
  its	
  desLnaLon	
  
via	
  AS5	
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  remain	
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via	
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  AS6	
  it	
  is	
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Customer-­‐Provider	
  Rela)on	
  

AS2	
  

AS6	
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(10.1.1.0/24)	
  by	
  adding	
  fake	
  info	
  

Fake	
  BGP	
  Update	
  
(Route	
  Hijacking)	
  

10.1.1.0/24:	
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  is	
  
redirected	
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  The	
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  survive	
  and	
  the	
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  for	
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  sniffing	
  will	
  remain	
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  unLl	
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  is	
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  and	
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  to	
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  ASN	
  is	
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  remain	
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  unLl	
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  is	
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  traffic	
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  to	
  AS6	
  it	
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  routed	
  to	
  its	
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via	
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AS2	
  

10.1.1.0/24:	
  	
  
AS3,	
  …,	
  ASN	
   10.1.1.0/24:	
  	
  

AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS2,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS2,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  10.1.1.0/24:	
  	
  

AS5,	
  AS2,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS6,	
  AS5,	
  AS2,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS6,	
  ASN	
  

AS6	
  manipulates	
  the	
  AS-­‐path	
  of	
  
route	
  adverLsement	
  

(10.1.1.0/24)	
  by	
  adding	
  fake	
  info	
  

Fake	
  BGP	
  Update	
  
(Route	
  Hijacking)	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  
AS6,	
  ASN	
  

AS6	
  manipulates	
  the	
  AS-­‐path	
  of	
  
route	
  adverLsement	
  

(10.1.1.0/24)	
  by	
  adding	
  fake	
  info	
  

AS7	
  is	
  customer	
  of	
  AS6	
  and	
  AS4.	
  	
  
AS7	
  has	
  no	
  way	
  to	
  detect	
  the	
  fake	
  
AS-­‐path	
  in	
  the	
  BGP	
  update	
  
received	
  from	
  AS6,	
  and	
  selects	
  the	
  
route	
  for	
  10.1.1.0/24	
  through	
  AS6.	
  

Fake	
  BGP	
  Update	
  
(Route	
  Hijacking)	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

AS6	
  manipulates	
  the	
  AS-­‐path	
  of	
  
route	
  adverLsement	
  

(10.1.1.0/24)	
  by	
  adding	
  fake	
  info	
  

Once	
  traffic	
  arrives	
  to	
  AS6	
  it	
  is	
  
simply	
  routed	
  to	
  its	
  desLnaLon	
  
via	
  AS5	
  

Fake	
  BGP	
  Update	
  
(Route	
  Hijacking)	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  
AS6,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

AS6	
  manipulates	
  the	
  AS-­‐path	
  of	
  
route	
  adverLsement	
  

(10.1.1.0/24)	
  by	
  adding	
  fake	
  info	
  

Fake	
  BGP	
  Update	
  
(Route	
  Hijacking)	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  
AS6,	
  ASN	
  

Now	
  AS6	
  becomes	
  MiM	
  since	
  traffic	
  toward	
  ASN	
  is	
  
redirected	
  to	
  the	
  laTer.	
  The	
  apps	
  survive	
  and	
  the	
  

window	
  for	
  traffic	
  sniffing	
  will	
  remain	
  acLve	
  unLl	
  the	
  
aTack	
  is	
  detected	
  and	
  miLgated…	
  	
  

Once	
  traffic	
  arrives	
  to	
  AS6	
  it	
  is	
  
simply	
  routed	
  to	
  its	
  desLnaLon	
  
via	
  AS5	
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Preventing Route Hijacking:
BGPSEC (with forward signing)
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Preventing Route Hijacking: BGPSEC

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  
	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  
	
  
	
  

Signed	
  ASN+2	
  

Signed	
  ASN+1	
   ASN+3	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  
	
  
	
  

Signed	
  ASN+2	
  

Signed	
  ASN+1	
   ASN+3	
  

Intermediate	
  AS	
  Case	
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Preventing Route Hijacking: BGPSEC

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  
	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  
	
  
	
  

Signed	
  ASN+2	
  

Signed	
  ASN+1	
   ASN+3	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  
	
  
	
  

Signed	
  ASN+2	
  

Signed	
  ASN+1	
   ASN+3	
  

Intermediate	
  AS	
  Case	
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Preventing Route Hijacking: BGPSEC

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  
	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  
	
  
	
  

Signed	
  ASN+2	
  

Signed	
  ASN+1	
   ASN+3	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  
	
  
	
  

Signed	
  ASN+2	
  

Signed	
  ASN+1	
   ASN+3	
  

Intermediate	
  AS	
  Case	
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Preventing Route Hijacking: BGPSEC

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  
	
  
	
  

Signed	
  ASN+2	
  

Signed	
  ASN+1	
   ASN+3	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  
	
  
	
  

Signed	
  ASN+2	
  

Signed	
  ASN+1	
   ASN+3	
  

Intermediate	
  AS	
  Case	
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Preventing Route Hijacking: BGPSEC

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  
	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  
	
  
	
  

Signed	
  ASN+2	
  

Signed	
  ASN+1	
   ASN+3	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  
	
  
	
  

Signed	
  ASN+2	
  

Signed	
  ASN+1	
   ASN+3	
  

Intermediate	
  AS	
  Case	
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Preventing Route Hijacking: BGPSEC

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  
	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  
	
  
	
  

Signed	
  ASN+2	
  

Signed	
  ASN+1	
   ASN+3	
  

	
  
	
  

Signed	
  ASN+1	
  

Signed	
  ASN	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   ASN+1	
  

OriginaLng	
  AS	
  Case	
  
	
  
	
  

Signed	
  ASN+2	
  

Signed	
  ASN+1	
   ASN+3	
  

Intermediate	
  AS	
  Case	
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BGPSEC (with forward signing)

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

AS6	
  manipulates	
  the	
  AS-­‐path	
  of	
  
route	
  adverLsement	
  

(10.1.1.0/24)	
  by	
  adding	
  fake	
  info	
  

Fake	
  BGP	
  Update	
  
(Route	
  Hijacking)	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  
AS6,	
  ASN	
  Once	
  traffic	
  arrives	
  to	
  AS6	
  it	
  is	
  

simply	
  routed	
  to	
  its	
  desLnaLon	
  
via	
  AS5	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

With	
  Secure	
  RouLng….	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

AS6	
  manipulates	
  the	
  AS-­‐path	
  of	
  
route	
  adverLsement	
  

(10.1.1.0/24)	
  by	
  adding	
  fake	
  info	
  

Fake	
  BGP	
  Update	
  
(Route	
  Hijacking)	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  
AS6,	
  ASN	
   	
  

	
  
Signed	
  AS6	
  

Signed	
  ASN	
   AS7	
  
Once	
  traffic	
  arrives	
  to	
  AS6	
  it	
  is	
  
simply	
  routed	
  to	
  its	
  desLnaLon	
  
via	
  AS5	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

With	
  Secure	
  RouLng….	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
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10.1.1.0/24	
  

Once	
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  is	
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  to	
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  desLnaLon	
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  to	
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AS-path Shortening
(valid BGP paths)
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10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
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Note	
  that	
  now	
  the	
  AS-­‐path	
  is	
  actually	
  “valid”.	
  
Differently	
  from	
  the	
  previous	
  example	
  there	
  is	
  no	
  fake	
  
BGP	
  path	
  and	
  sLll	
  the	
  MiM	
  aTack	
  succeeds,	
  since	
  
traffic	
  toward	
  ASN	
  can	
  be	
  sniffed	
  unLl	
  the	
  aTack	
  is	
  

detected	
  and	
  miLgated…	
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Note	
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Differently	
  from	
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  there	
  is	
  no	
  fake	
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  path	
  and	
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  the	
  MiM	
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  since	
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AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS3,	
  AS3,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS2,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS6,	
  AS3,	
  AS3,	
  AS3,	
  …,	
  ASN	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS6,	
  AS3,	
  …,	
  ASN	
  

AS6	
  manipulates	
  the	
  AS-­‐Path	
  of	
  route	
  adverLsement	
  
(10.1.1.0/24)	
  by	
  removing	
  the	
  AS-­‐Path	
  prepending	
  done	
  by	
  AS3.	
  

AS-­‐path	
  Shortening	
  
(Route	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS6,	
  AS3,	
  …,	
  ASN	
  

AS6	
  manipulates	
  the	
  AS-­‐Path	
  of	
  route	
  adverLsement	
  
(10.1.1.0/24)	
  by	
  removing	
  the	
  AS-­‐Path	
  prepending	
  done	
  by	
  AS3.	
  

AS-­‐path	
  Shortening	
  
(Route	
  Hijacking)	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS6,	
  AS3,	
  …,	
  ASN	
  

AS6	
  manipulates	
  the	
  AS-­‐Path	
  of	
  route	
  adverLsement	
  
(10.1.1.0/24)	
  by	
  removing	
  the	
  AS-­‐Path	
  prepending	
  done	
  by	
  AS3.	
  

AS-­‐path	
  Shortening	
  
(Route	
  Hijacking)	
  

Note	
  that	
  now	
  the	
  AS-­‐path	
  is	
  actually	
  “valid”.	
  
Differently	
  from	
  the	
  previous	
  example	
  there	
  is	
  no	
  fake	
  
BGP	
  path	
  and	
  sLll	
  the	
  MiM	
  aTack	
  succeeds,	
  since	
  
traffic	
  toward	
  ASN	
  can	
  be	
  sniffed	
  unLl	
  the	
  aTack	
  is	
  

detected	
  and	
  miLgated…	
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Preventing Route Hijacking:
BGPSEC (with forward signing

and pcount)
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BGPSEC (with forward signing and pcount)

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+2	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  
Signed	
  ASN+1	
   pCountN+2	
   ASN+3	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+2	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  
Signed	
  ASN+1	
   pCountN+2	
   ASN+3	
  

Intermediate	
  AS	
  Case	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
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BGPSEC (with forward signing and pcount)

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+2	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  
Signed	
  ASN+1	
   pCountN+2	
   ASN+3	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+2	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  
Signed	
  ASN+1	
   pCountN+2	
   ASN+3	
  

Intermediate	
  AS	
  Case	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
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BGPSEC (with forward signing and pcount)

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+2	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  
Signed	
  ASN+1	
   pCountN+2	
   ASN+3	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+2	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  
Signed	
  ASN+1	
   pCountN+2	
   ASN+3	
  

Intermediate	
  AS	
  Case	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
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BGPSEC (with forward signing and pcount)

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+2	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  
Signed	
  ASN+1	
   pCountN+2	
   ASN+3	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+2	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  
Signed	
  ASN+1	
   pCountN+2	
   ASN+3	
  

Intermediate	
  AS	
  Case	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
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BGPSEC (with forward signing and pcount)

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+2	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  
Signed	
  ASN+1	
   pCountN+2	
   ASN+3	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+2	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  
Signed	
  ASN+1	
   pCountN+2	
   ASN+3	
  

Intermediate	
  AS	
  Case	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

Marcelo Yannuzzi Routing in the Future Internet: Graduate Course, INCO, Montevideo, Uruguay, 2012. 16



BGPSEC (with forward signing and pcount)

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+2	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  
Signed	
  ASN+1	
   pCountN+2	
   ASN+3	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
  

	
  
	
  

Signed	
  ASN+2	
  

	
  
	
  

Signed	
  ASN+1	
  

	
  
	
  

Signed	
  ASN	
  

NLRI	
   ASN	
   pCountN	
   ASN+1	
  

Signed	
  ASN	
   pCountN+1	
   ASN+2	
  

ASN	
   ASN+1	
   ASN+2	
  
…	
  

OriginaLng	
  AS	
  Case	
  
Signed	
  ASN+1	
   pCountN+2	
   ASN+3	
  

Intermediate	
  AS	
  Case	
  

BGPSEC	
  Update	
  Forward	
  Signing	
  (with	
  pcount)	
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Basic operation of pcount...

Formerly in BGPSEC:

AS-PATH : X Y Z Z Z (required 5 signatures)

Now:

AS-PATH : X Y Z
pCount : 1 1 3 (requires only 3 signatures)

AS-path length now is the sum of the pcount...

Note that it requires “expanding" the AS-path when sending an
update from a BGPSEC speaker to a non-BGPSEC speaker.

Route Servers and IXPs may set pCount to 0....to avoid moving
traffic away from them due to the increased AS-PATH length.

Security Threat: Entities that are neither Route Servers nor
IXPs could set pCount = 0 to bias traffic towards them ... so if
the peer is not a one of those and sends an update with
pCount = 0, the update should be dropped ...
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BGPSEC (with forward signing and pcount)

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

BGP-­‐4	
  Scenario	
  (Medieval	
  Times)	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
  	
  
AS6,	
  AS3,	
  …,	
  ASN	
  

AS-­‐path	
  Shortening	
  
(Route	
  Hijacking)	
  

AS6	
  manipulates	
  the	
  AS-­‐Path	
  of	
  route	
  adverLsement	
  
(10.1.1.0/24)	
  by	
  removing	
  the	
  AS-­‐Path	
  prepending	
  done	
  by	
  AS3.	
  

AS1	
  

ASN	
  

AS3	
  

AS4	
  

AS7	
  
AS6	
  AS5	
  

With	
  BGPSEC….	
  

Peer-­‐Peer	
  Rela)on	
  

Customer-­‐Provider	
  Rela)on	
  

AS2	
  

10.1.1.0/24:	
  	
  
AS4,	
  AS3,	
  …,	
  ASN	
  

10.1.1.0/24:	
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BGPSEC (with forward signing and pcount)
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BGPSEC
(Partial Deployments)
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BGPSEC (Partial Deployments - Scenario I)
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BGPSEC (Partial Deployments - Scenario I)
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BGPSEC (Partial Deployments - Scenario I)
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BGPSEC (Partial Deployments - Scenario I)
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BGPSEC (Partial Deployments - Scenario I)
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BGPSEC (Partial Deployments - Scenario II)
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BGPSEC (Partial Deployments - Scenario II)
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BGPSEC (Partial Deployments - Scenario II)
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BGPSEC (Partial Deployments - Scenario II)
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BGPSEC (Partial Deployments - Scenario II)
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Outline

1 Prefix Hijacking: RPKI and ROA
2 Route Hijacking: BGPSEC
3 Route leaks
4 Overlay security, Bloom filters, etc.
5 LISP: its initial goals, caches, mapping (DDT), etc.
6 LISP evolution, LISP mobile (mobile phones become

ITRs), etc.
7 LISPSEC
8 Gap between BGPSEC and LISPSEC
9 Opportunities for overlays ...
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Route Leaks:
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Route Leaks: Customer Case
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Route Leaks: RPKI, ROA, and
BGPSEC are not sufficient...
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RPKI, ROA, and BGPSEC can’t help....
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Route Leaks: Peer Case
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Route Leaks: Peer Case
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BGPSEC: Replay Attacks

BGPSEC also attempts to “... prevent someone that you used to
do business with from replaying stale information to keep
attracting your traffic." (Matt Lepinski).

An expire-time mechanism to limit replay attacks
....but validity periods should be long, since business
relationships don’t change overnight...

...this is still an open issue ..... for instance .... consider the
case when my peer is filerting withdrawals from a
third-party AS ...
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Outline

1 Prefix Hijacking: RPKI and ROA
2 Route Hijacking: BGPSEC
3 Route leaks
4 Overlay security, Bloom filters, etc.
5 LISP: its initial goals, caches, mapping (DDT), etc.
6 LISP evolution, LISP mobile (mobile phones become

ITRs), etc.
7 LISPSEC
8 Gap between BGPSEC and LISPSEC
9 Opportunities for overlays ...
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Graph Overlays (R. White)

Graph on Path: continued

T h e  I n t e r n e t  P r o t o c o l  J o u r n a l
1 4

In this article, we propose building on this concept, but in a novel way:
rather than replacing BGP, or attempting to solve all the currently per-
ceived problems with BGP at once, we attempt to address two prob-
lems in a way that does not heavily modify day-to-day BGP operation.
Rather than replace BGP, enhance it to account for new re-quirements
by providing new capabilities. If done right, this avoids the problem of
deploying a new routing protocol altogether, because BGP is already
deployed throughout the Internet.

Problems with BGP
No discussion of replacing BGP would be complete without a discus-
sion of why so many people think BGP needs to be replaced. We need
to consider three main points in this area: convergence speed, policy,
and security. Each of these is covered in the following sections.

BGP Convergence Speed
Through various studies, and through examining the way in which BGP
works, it has been shown that BGP, in an interdomain environment, al-
ways converges roughly in:

(Maximum AS_PATH – Minimum AS_PATH) × Minimum Advertisement Interval

To understand why this is so, let’s examine the following small internet-
work as it converges.

Figure 1: An Example
Internetwork Using a Path

Vector Protocol

Let’s assume autonomous system (AS) 12 is advertising some destina-
tion, 10.1.1.0/24, and that every other autonomous system in the
internetwork chooses the path to the right to reach that destination. So,
for instance, AS4 chooses the path {5,8,11,12} to reach 10.1.1.0/24,
AS3 chooses the path {7,10,12} to reach 10.1.1.0/24, AS2 chooses the
path {9,12} to reach 10.1.1.0/24, and AS6 chooses the path {12} to
reach 10.1.1.0/24.

10.1.1.0/24

2

1 12

4

3 7

5 8

6

11

9

10

Source: R. White, “Graph Overlays on Path Vector: A Possible Next Step in BGP,” in Internet Protocol
Journal, Vol. 8, no. 2, June 2005.

Marcelo Yannuzzi Routing in the Future Internet: Graduate Course, INCO, Montevideo, Uruguay, 2012. 31



Graph Overlays (R. White) (cont.)

Graph on Path: continued

T h e  I n t e r n e t  P r o t o c o l  J o u r n a l
1 6

Another obvious solution is to simply add a “reason code” to the origi-
nal withdraw. If AS12 originally stated it was withdrawing reachability
to 10.1.1.0/24 because it had lost local connectivity to it, then all paths
with AS12 in the path could have been discarded immediately, at the
first step. The problem here is making certain the original withdraw
message actually makes it through the network, from AS12 all the way
to AS1. Because BGP is a very efficient protocol, many control mes-
sages of this type are actually removed from the network, through
implicit withdraws, aggregation, and other mechanisms.

Policy
The second problem we encounter with BGP is its rather rough sense of
policy. For instance, let’s examine the following small network, and
look at one specific example of where policy transmission and enforce-
ment are problematic in BGP.

Figure 2: Issues with Policy
Transmission in a Path Vector

Protocol

Here AS2 has a policy that AS3 should never be used for transit. In
other words, traffic originated in AS4 should always pass through the
large internetwork rather than through AS3 to reach AS1. This type of
situation is very common in the public Internet, such as when AS3 is ac-
tually AS2’s customer. How can AS2 communicate this policy to AS4,
however?

AS2 could simply mark the routing information it sends to AS3 so AS3
cannot readvertise it to AS4, but this is problematic. Simple mecha-
nisms, such as marking the routes with the NO_EXPORT community,
are easy for AS3 to simply strip off the routing information it receives.
We could conceive of some way to cryptographically sign the included
policy, so AS3 cannot disturb the policy and AS4 can see the policy
when it receives the information from AS3, but this is problematic as
well.

2

5

3

1 4

Large Internetwork

Aggregate Information

No T r ansit

Source: R. White, “Graph Overlays on Path Vector: A Possible Next Step in BGP,” in Internet Protocol
Journal, Vol. 8, no. 2, June 2005.
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Overlays for IP Traceback
Attackers have today a virtual guarantee of anonymity ...

This AS-level IP-traceback system contrasts with previous works, since it
requires neither a priori knowledge of the topology nor full deployments.

A new IP-traceback BGP community attribute (a BGP extension) that enables
information to be passed across ASes that are not necessarily involved in the
overlay network.

IEEE Network • January/February 200938

Building an Overlay Network for IP Traceback
The overlay network enables IP traceback among participat-
ing AS routers (they are not required to be adjacent routers
at the routing or AS level). The IP traceback is performed
hop by hop in the AS-level overlay network. This feature
eliminates the requirement adopted by several previous
approaches that the traceback system should be deployed in
all routers of the monitored network.

Figure 1a illustrates the construction of the overlay network;
ASs with a flag have the traceback system running. At the
beginning, overlay tables are empty. When AS1 sends an
update message to its peers (step 1), AS3 receives the mes-
sage and updates its table by registering AS1 as its neighbor in
the overlay network. On the other hand, since AS2 does not
have the system deployed, AS2 just generates a new update
message, sending in a transparent way, the information previ-
ously received about the IP-traceback community to its
neighbors AS4 and AS3 (step 2). This happens because this
information is set as transitive in the update message
received from AS1. AS3 receives the update message coming
from AS2 and simply ignores it because AS3 already received
the information about AS1. In its turn, AS4 inserts AS1 as its
neighbor in the overlay table. When AS3 and AS4 create a new
update message, they insert their information about the IP-
traceback community and send the message to their neigh-
bors (steps 3 and 4, respectively). After receiving the update
message from each other, AS3 and AS4 insert each other as
neighbors in their overlay tables. Similar procedures are repeat-
ed by all ASs in the network until all the participating ASs are
reached and know about each other, thus forming the overlay
network. The resulting overlay network is illustrated in Fig. 1b
where thick lines represent the connections of the overlay level.

We emphasize that the exchanged information about IP-
traceback community incurs no significant additional over-
head to the network because such information is carried
inside update messages that are native and exchanged peri-
odically by BGP routers.

Packet Marking
The packet-marking process originally proposed by Laufer et
al. [5] was modified to properly operate with our proposed sys-
tem. In the original process, whenever a packet traverses a
router, the router inserts a mark into the GBF so that when
the packet reaches the destination, the GBF contains marks of
all traversed routers. The inserted filter may be carried as an
option of the IP header. However, when a router is performing
the traceback process, marks from more than one neighbor
router could be found in the GBF. This problem is illustrated
at the router level by the scenario presented in Fig. 2 — black
arrows indicate the attacker path — where router RT1 verifies

that routers RT2 and RT3 have their marks in the GBF
because both form part of the route taken by attacker packets.
In this case, RT1 does not have a way to distinguish which
router, RT2 or RT3, is the direct next hop in the reverse path.
Therefore, if router RT1 sends the reconstruction path packet
to RT2, the traceback tends to finish without problems. How-
ever, if the reconstruction path packet is sent to RT3, a prob-
lem could arise because RT3 finds marks belonging to routers
RT2 and RT5 in the GBF. If RT3 sends the reconstruction
path packet to RT2, the traceback could finish unexpectedly
without being accomplished or unnecessarily generate repeat-
ed messages in the network. Note that similar issues can arise
if tracebacking at the AS level is performed.

To prevent the problem mentioned above in our AS-level IP-
traceback system, we propose to identify the AS sequence in the
marking process as follows. When an edge router with the trace-
back system deployed receives a packet, it first makes an exclu-
sive or (XOR) operation between two 16-bit numbers: the first
one is the autonomous system number (ASN) itself (the 16-bit
number that identifies each AS), and the other one is formed by
the time-to-live (TTL) of the packet at that moment. Since TTL
is eight bits long, we complete the remaining eight most signifi-
cant bits with 0. The actual marking process is performed just
afterwards, that is, it is the result of the XOR operation that is
submitted to a hash to generate the mark that should be insert-
ed into the GBF. This procedure (illustrated in Fig. 3) is per-
formed by all IP-traceback ASs. Thus, when the packet reaches
its destination, it still has the marks of all participating ASs from
where the packet traverses. Moreover, this method of packet
marking is required for correct reverse path reconstruction, as
described in further detail later in this section.

Considering a possible deployment of the system, it is worth
noting that the marking process does not demand a high com-
putation effort because it can be performed through basic logi-
cal operations: the previously detailed XOR operation to avoid
ambiguities in the path reconstruction in addition to an OR
and another AND operation required to update the GBF of
each packet [5, 6]. The size of the GBF filter to be adopted
actually depends on a trade-off between the targeted maxi-
mum false-positive probability, the number of considered hash
functions, and the expected number of elements to be repre-
sented in the filter (for a full analysis of this trade-off, see
Laufer et al. [5, 6]). For example, following this analysis and
considering 16 hash functions (eight to set and eight to reset
bits in the GBF), a filter of 64 bits would have as false positive
probabilities 0.09 percent, 0.5 percent, and 3 percent, after
inserting three, five, and eight entries in the filter, respectively.
It should be noted that Siganos et al. [11] observe that the
average number of ASs that a packet traverses from its source
to its destination is at most five for more than 95 percent of

!!

                                      

Figure 1. Building the AS-level overlay network for IP traceback. a) BGP update messages with the IP Traceback Community; b) the
resulting AS-level overlay network for IP traceback.
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Overlays for IP Traceback (cont.)

The traceback system operates on border routers of ASes, and its main goal is
the identification (at least partially) of the route(s) of attacker packets.
The strength of BGP communities is that they represent optional transitive
attributes in BGP.

IEEE Network • January/February 2009 39

flows. Therefore, we may expect a relatively small number of
entries in a typical filter because only ASs that take part of the
overlay network insert their mark into the filter. The possibility
of single-packet traceback without requiring per-packet state in
the network core is achieved with additional per-packet over-
head to carry the AS-level path information in the filter.

Traceback Process on the Overlay Network
The traceback process can be started by an AS administrator
or by a detection system installed therein. It initiates the
reverse procedure of packet marking as explained in the pre-
vious section.

The traceback process is illustrated in Fig. 4. Continuous
arrows show the attacker path, and numbers indicate the TTL
of the packet at that point. The victim’s AS (AS8) starts the
traceback by checking its overlay table. From this table, it
searches for GBF marks belonging to either AS3 or AS4, that
is, its neighbors in the overlay network (as also illustrated in
Fig. 1b). To check where attacker packets come from (AS3 or
AS4), AS8 proceeds as follows. First, an XOR operation is
performed between the ASN of AS3 and the TTL of the
packet increased by one. Note that TTL at AS8 is 251; then
the TTL at AS3 must be 252 or greater. The result of the
XOR operation is hashed and compared against the GBF of
the packet; because there is no match, the procedure is now
performed using the ASN of AS4. As the result is negative for
both, the TTL is increased to 253, and the procedure
is repeated until a match is found. In this case, the
check is positive for AS4. Therefore, AS8 sends a
reconstruction path packet to AS4 (step 1), which in
turn increases the TTL (254) and repeats the process
looking for marks belonging to either AS1 or AS3.
The result is positive for AS3 (step 2). Then, the
same procedure is repeated at AS3, and it finishes
when the reconstruction path packet reaches AS1
(step 3) — in this case, because the source of the
attack is behind AS1. Note that the traceback process

actually could be finished in two ways: when the TTL
reaches 256 or when an AS cannot find marks of any
other neighbor in the GBF, thus concluding it is the
closest AS to the source of the attack. When the trace-
back process finishes, ASs belonging to the overlay net-
work that compose the path are aware of it, including
the closest traceback-collaborative AS to the source of
attacker packets. In the case of DDoS attacks, the
traceback process in the overlay network is performed
for different filters carried by the attacker packets, thus
indicating different attacker paths from distinct sources.
This results in a distributed identification of the closest
traceback-collaborative ASs to the different attacker

sources, thus allowing distributed countermeasures to be
taken. These closest ASs could start packet filtering proce-
dures to block the attack as close as possible to the source(s)
of the attack, then preventing the attack and the network
overhead incurred due to the forwarding of attacker packets
to the victim. The filtering method to be adopted, however, is
beyond the scope of this article, which is focused on IP-trace-
back mechanisms.

System Evaluation
In this section, we investigate the impact on the performance
of our AS-level IP-traceback system resulting from the adopt-
ed strategy to deploy it in the network. We thus evaluate two
ways to place our IP-traceback system in the network:
• Strategic placement, where the most connected ASs have a

traceback system deployed first
• Random placement, where ASs are selected randomly to

have the traceback system installed
The rationale behind strategic placement is based on sever-

al recent analyses about Internet topology [11, 12]. There is a
clear tendency of new nodes in the Internet to connect to oth-
ers that are highly connected — a feature also known as pref-
erential attachment. This tendency helps to explain why
typically a few nodes are highly connected whereas most
nodes have only a few connections in the Internet topology.
Our results confirm that strategically placing the proposed
system in a limited portion of ASs is enough to enable an effi-
cient IP-traceback system.

Simulation Set Up
In our simulations, we adopt the topology generator Nem2

with the Barabási-Albert model of preferential attachment
and NS-23 patched with the BGP++ simulation module.4 In
all simulations shown in this work, we considered that several
attacker sources could be located in the same AS. Our main

!!

             

Figure 2. Illustration of the packet marking problem.
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Figure 3. Illustration of the AS sequence marking process that
solves the packet marking problem.

8 most
significative bits

HASH

GBF

00000111 01111100 ASN
00000000 11111100  TTL (252)
00000111 10000000 XOR

!!

      

Figure 4. IP traceback illustration.
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2 http://dpt-info.u-strasbg.fr/_magoni/nem/

3 http://www.isi.edu/nsnam/ns/

4 http://www.ece.gatech.edu/research/labs/MANIACS/ BGP++
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Overlays for IP Traceback (cont.)

A new sequence-marking process to remove ambiguities in the traceback path...

IEEE Network • January/February 2009 39

flows. Therefore, we may expect a relatively small number of
entries in a typical filter because only ASs that take part of the
overlay network insert their mark into the filter. The possibility
of single-packet traceback without requiring per-packet state in
the network core is achieved with additional per-packet over-
head to carry the AS-level path information in the filter.

Traceback Process on the Overlay Network
The traceback process can be started by an AS administrator
or by a detection system installed therein. It initiates the
reverse procedure of packet marking as explained in the pre-
vious section.

The traceback process is illustrated in Fig. 4. Continuous
arrows show the attacker path, and numbers indicate the TTL
of the packet at that point. The victim’s AS (AS8) starts the
traceback by checking its overlay table. From this table, it
searches for GBF marks belonging to either AS3 or AS4, that
is, its neighbors in the overlay network (as also illustrated in
Fig. 1b). To check where attacker packets come from (AS3 or
AS4), AS8 proceeds as follows. First, an XOR operation is
performed between the ASN of AS3 and the TTL of the
packet increased by one. Note that TTL at AS8 is 251; then
the TTL at AS3 must be 252 or greater. The result of the
XOR operation is hashed and compared against the GBF of
the packet; because there is no match, the procedure is now
performed using the ASN of AS4. As the result is negative for
both, the TTL is increased to 253, and the procedure
is repeated until a match is found. In this case, the
check is positive for AS4. Therefore, AS8 sends a
reconstruction path packet to AS4 (step 1), which in
turn increases the TTL (254) and repeats the process
looking for marks belonging to either AS1 or AS3.
The result is positive for AS3 (step 2). Then, the
same procedure is repeated at AS3, and it finishes
when the reconstruction path packet reaches AS1
(step 3) — in this case, because the source of the
attack is behind AS1. Note that the traceback process

actually could be finished in two ways: when the TTL
reaches 256 or when an AS cannot find marks of any
other neighbor in the GBF, thus concluding it is the
closest AS to the source of the attack. When the trace-
back process finishes, ASs belonging to the overlay net-
work that compose the path are aware of it, including
the closest traceback-collaborative AS to the source of
attacker packets. In the case of DDoS attacks, the
traceback process in the overlay network is performed
for different filters carried by the attacker packets, thus
indicating different attacker paths from distinct sources.
This results in a distributed identification of the closest
traceback-collaborative ASs to the different attacker

sources, thus allowing distributed countermeasures to be
taken. These closest ASs could start packet filtering proce-
dures to block the attack as close as possible to the source(s)
of the attack, then preventing the attack and the network
overhead incurred due to the forwarding of attacker packets
to the victim. The filtering method to be adopted, however, is
beyond the scope of this article, which is focused on IP-trace-
back mechanisms.

System Evaluation
In this section, we investigate the impact on the performance
of our AS-level IP-traceback system resulting from the adopt-
ed strategy to deploy it in the network. We thus evaluate two
ways to place our IP-traceback system in the network:
• Strategic placement, where the most connected ASs have a

traceback system deployed first
• Random placement, where ASs are selected randomly to

have the traceback system installed
The rationale behind strategic placement is based on sever-

al recent analyses about Internet topology [11, 12]. There is a
clear tendency of new nodes in the Internet to connect to oth-
ers that are highly connected — a feature also known as pref-
erential attachment. This tendency helps to explain why
typically a few nodes are highly connected whereas most
nodes have only a few connections in the Internet topology.
Our results confirm that strategically placing the proposed
system in a limited portion of ASs is enough to enable an effi-
cient IP-traceback system.

Simulation Set Up
In our simulations, we adopt the topology generator Nem2

with the Barabási-Albert model of preferential attachment
and NS-23 patched with the BGP++ simulation module.4 In
all simulations shown in this work, we considered that several
attacker sources could be located in the same AS. Our main
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Figure 2. Illustration of the packet marking problem.
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Figure 3. Illustration of the AS sequence marking process that
solves the packet marking problem.
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Figure 4. IP traceback illustration.
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Bloom Filters
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Bloom Filters

A Bloom filter is a “space-efficient" probabilistic data structure
that is used to test whether an element is a member of a set ....
i.e., it supports membership queries (e.g., queries that ask:
“Is element X in set Y?”).

False positives are possible — Indicating that a given
condition has been fulfilled, when it actually has not (queries
might incorrectly recognize an element as member of the set,
i.e., an element is indicated as member when it is actually not).

False negatives are not possible — That is, a query returns
either “inside the set” (which may be wrong) or “definitely not in
set”.

Elements can be added to the set, but not removed (though this
can be addressed with a counting filter).

In a set A of n elements, the more elements that are added to
the set, the larger the probability of false positives....
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Bloom Filters (cont.)

In a set A of n elements, Bloom filters describe membership
information of A using a bit vector V of length m. For this, k hash
functions, h1,h2, . . . ,hk , with hi : X → {1, . . . ,m} are used as
described below:

“An example of a Bloom filter representing the set {x, y, z}. The
colored arrows show the positions in the bit array that each set
element is mapped to. The element w is not in the set x, y, z,
because it hashes to one bit-array position containing 0. In this
example, m = 18 and k = 3.
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Bloom Filters (cont.)

False Positives

The probability of a false positive, i.e., the probability that all k
bits have been previously set to 1, is:

Perror =

(
1−

(
1− 1

m

)kn
)k

≈
(

1− e− kn
m

)k

By minimizing, we can obtain the optimum value of k :

kopt =
m
n

Ln(2)
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Bloom Filters (cont.)
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flows. Therefore, we may expect a relatively small number of
entries in a typical filter because only ASs that take part of the
overlay network insert their mark into the filter. The possibility
of single-packet traceback without requiring per-packet state in
the network core is achieved with additional per-packet over-
head to carry the AS-level path information in the filter.

Traceback Process on the Overlay Network
The traceback process can be started by an AS administrator
or by a detection system installed therein. It initiates the
reverse procedure of packet marking as explained in the pre-
vious section.

The traceback process is illustrated in Fig. 4. Continuous
arrows show the attacker path, and numbers indicate the TTL
of the packet at that point. The victim’s AS (AS8) starts the
traceback by checking its overlay table. From this table, it
searches for GBF marks belonging to either AS3 or AS4, that
is, its neighbors in the overlay network (as also illustrated in
Fig. 1b). To check where attacker packets come from (AS3 or
AS4), AS8 proceeds as follows. First, an XOR operation is
performed between the ASN of AS3 and the TTL of the
packet increased by one. Note that TTL at AS8 is 251; then
the TTL at AS3 must be 252 or greater. The result of the
XOR operation is hashed and compared against the GBF of
the packet; because there is no match, the procedure is now
performed using the ASN of AS4. As the result is negative for
both, the TTL is increased to 253, and the procedure
is repeated until a match is found. In this case, the
check is positive for AS4. Therefore, AS8 sends a
reconstruction path packet to AS4 (step 1), which in
turn increases the TTL (254) and repeats the process
looking for marks belonging to either AS1 or AS3.
The result is positive for AS3 (step 2). Then, the
same procedure is repeated at AS3, and it finishes
when the reconstruction path packet reaches AS1
(step 3) — in this case, because the source of the
attack is behind AS1. Note that the traceback process

actually could be finished in two ways: when the TTL
reaches 256 or when an AS cannot find marks of any
other neighbor in the GBF, thus concluding it is the
closest AS to the source of the attack. When the trace-
back process finishes, ASs belonging to the overlay net-
work that compose the path are aware of it, including
the closest traceback-collaborative AS to the source of
attacker packets. In the case of DDoS attacks, the
traceback process in the overlay network is performed
for different filters carried by the attacker packets, thus
indicating different attacker paths from distinct sources.
This results in a distributed identification of the closest
traceback-collaborative ASs to the different attacker

sources, thus allowing distributed countermeasures to be
taken. These closest ASs could start packet filtering proce-
dures to block the attack as close as possible to the source(s)
of the attack, then preventing the attack and the network
overhead incurred due to the forwarding of attacker packets
to the victim. The filtering method to be adopted, however, is
beyond the scope of this article, which is focused on IP-trace-
back mechanisms.

System Evaluation
In this section, we investigate the impact on the performance
of our AS-level IP-traceback system resulting from the adopt-
ed strategy to deploy it in the network. We thus evaluate two
ways to place our IP-traceback system in the network:
• Strategic placement, where the most connected ASs have a

traceback system deployed first
• Random placement, where ASs are selected randomly to

have the traceback system installed
The rationale behind strategic placement is based on sever-

al recent analyses about Internet topology [11, 12]. There is a
clear tendency of new nodes in the Internet to connect to oth-
ers that are highly connected — a feature also known as pref-
erential attachment. This tendency helps to explain why
typically a few nodes are highly connected whereas most
nodes have only a few connections in the Internet topology.
Our results confirm that strategically placing the proposed
system in a limited portion of ASs is enough to enable an effi-
cient IP-traceback system.

Simulation Set Up
In our simulations, we adopt the topology generator Nem2

with the Barabási-Albert model of preferential attachment
and NS-23 patched with the BGP++ simulation module.4 In
all simulations shown in this work, we considered that several
attacker sources could be located in the same AS. Our main
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Figure 2. Illustration of the packet marking problem.
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Figure 3. Illustration of the AS sequence marking process that
solves the packet marking problem.
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Figure 4. IP traceback illustration.
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IP traceback: reconstructing the path...

The victim’s AS (AS8) starts the traceback by checking its overlay table.

From this table, it searches for GBF marks belonging to either AS3 or AS4, that
is, its neighbors in the overlay network.

To check where attacker packets come from (AS3 or AS4), AS8 proceeds as
follows:

1 An XOR operation is performed between the ASN of AS3 and the TTL of
the packet increased by one (note that TTL at AS8 is 251; then the TTL at
AS3 must be 252 or greater).

2 The result of the XOR is hashed and compared against the GBF of the
packet (because there is no match in this example, the procedure is now
performed using the ASN of AS4).

3 The result is negative for both, so the TTL is increased to 253, and the
procedure is repeated until a match is found.

4 In this case, the check is positive for AS4. Therefore, AS8 sends a
reconstruction path packet to AS4 (step 1).

5 AS4 increases the TTL (254) and repeats the process looking for marks
belonging to either AS1 or AS3.

6 The result is positive for AS3 (step 2). Then, the same procedure is
repeated at AS3, and it finishes when the reconstruction path packet
reaches AS1 (step 3).
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IP traceback: reconstructing the path... (cont.)

The traceback process could actually finish in two ways: when
the TTL reaches 256 or when an AS cannot find marks of any
other neighbor in the GBF, thus concluding it is the closest AS to
the source of the attack.

Strategic versus Random Placement

Strategic placement: the most connected ASs have a traceback
system deployed first.

Marcelo Yannuzzi Routing in the Future Internet: Graduate Course, INCO, Montevideo, Uruguay, 2012. 43



Overlays for IP Traceback (cont.)

IEEE Network • January/February 200940

purpose is to analyze the performance of the partial (and
incremental) deployment of the proposed system. In other
words, we intend to evaluate the trade-off between the num-
ber of ASs participating in the overlay network and the trace-
back efficiency. To do so, we observe the characteristics of the
reverse path discovered by the proposed IP-traceback system
as we vary its deployment ratio throughout the network, con-
sidering the two methods of placement. Another purpose of
the simulation study is to verify the behavior of our system in
face of an increasing number of attacker sources.

Simulation Results
We first analyze traceback efficiency according to the presence
of the proposed AS-level IP-traceback system in the network.
Traceback efficiency is defined in terms of how much of the
attacker path is discovered. In Fig. 5, we present results for AS-
level network topologies containing 300, 600, and 900 ASs. To
obtain each sample, we simulate seven different network topolo-
gies with five randomly chosen sets of attacker sources (corre-
sponding to 10 percent of the ASs) sending attacker traffic
toward one victim. These simulation results present mean values
with 99 percent confidence intervals of sizes of ±2.1 percent for
the strategic placement and ±3.8 percent for the random place-
ment strategy. Due to the similarity observed in traceback effi-
ciency results when varying the number of participating ASs and
the fact that all considered topologies maintain the same scale-
free characteristics, we believe the results are also representative
for larger topologies. Results show that using strategic place-
ment, we discover almost 100 percent of the AS-level reverse
path when 70 percent of the ASs in the network participate in
the system. On the other hand, to achieve the same results using
random placement, the traceback system should be deployed in
almost 100 percent of the network ASs.

Relaxing the requirement of finding the complete attacker
path, for instance, strategic placement enables discovery of 70
percent, 80 percent, and 90 percent of the reverse attacker
path in the AS level when only approximately 15 percent, 22
percent, and 40 percent, respectively, of ASs deployed the
traceback system. This means that if a relatively small number
of ASs have the system deployed — given that they are strate-
gically chosen — it is possible to identify a large portion of
the AS-level route(s) taken by the attacker packets.

Figure 6a and Fig. 6b show how the traceback system per-
forms in a scenario with an increasing number of attacker
sources. In this scenario, we used AS-level network topologies
containing 300 ASs. To obtain each sample, we simulated four
different network topologies with three randomly chosen sets
of attacker sources sending traffic toward one victim. In these

simulations, we considered 30, 60, 120, 180, and 240 attacker
sources, that is, 10 percent, 20 percent, 40 percent, 60 percent,
and 80 percent of the ASs present in the simulated network
have at least one attack source. Simulation results present
mean values with 99 percent confidence intervals of sizes of
±3.2 percent and ±5.1 percent for the strategic and random
placements, respectively.

For strategic placement, a general conclusion obtained
from the results presented in Fig. 6a is that traceback efficien-
cy decreases as the number of attacker sources increases in
the network. The curves for 240 and 180 attacker sources pre-
sent the worst results. Moreover, the curves also indicate that
traceback efficiency is more sensitive to the number of attack-
er sources when a relatively small number of ASs have the
system deployed (between 10 percent and 35 percent of the
ASs). For instance, if 30 percent of ASs have the system
deployed and the amount of attacker sources represents 10
percent of the ASs in the network, the system can traceback
approximately 86 percent of the attacker path; with 80 percent
of ASs with at least one attack source, the system can trace-
back 63 percent of the attacker path. This difference in per-
formance might occur because the traceback systems are
deployed in a strategic way whereas attacker sources were
randomly spread over the network. Thus, as long as the
amount of attacker sources in the network increases, some
sources may be located on relatively isolated ASs far from
those with the traceback system deployed. Even so, counter-
measures can be taken efficiently on ASs that concentrate
most of the traffic exchanged. As the presence of ASs with the
traceback system deployed increases, the gap in performance
for a small and a large number of attacker sources is strongly
reduced. Indeed, the performance in tracebacking is quite
similar when more than 70 percent of ASs have the system
deployed. Figure 6b shows the percentage of the attacker path
discovered, considering the random placement strategy. Note
that although this strategy presents worse results when com-
pared to strategic placement, it is less sensitive to the number
of attacker sources in the network. It can be seen that curves
are closer and follow the same pattern providing a similar per-
formance regardless of the number of attacker sources.

Overall, simulation results suggest that if the proposed sys-
tem is strategically deployed in approximately 45 percent of
the network ASs, countermeasures against DDoS attacks
might be taken efficiently because with this deployment ratio,
approximately 90 percent of the AS-level attacker path is dis-
covered. Moreover, even if only a relatively small deployment
ratio is adopted — approximately 25 percent — the traceback
process still can indicate more than 75 percent of the AS-level
reverse path. We also observe that even if the victim is
attacked by a relatively large amount of attacker sources —
for instance, approximately 80 percent — if the traceback sys-
tem is strategically deployed, it could still traceback a large
number of the paths taken by attacker packets, thus allowing
countermeasures to be taken in a highly distributed way.

Conclusion and Future Work
We propose an AS-level IP-traceback system that takes
advantage of some characteristics of BGP to build an AS-level
overlay network for IP traceback. To establish and maintain
this AS-level overlay network, we define a new community
attribute for BGP that is responsible for disseminating the
information about the ASs that have deployed the traceback
system. This feature allows our proposed system to be partial-
ly and incrementally deployed in the network regardless of the
topology, eliminating the requirement of being deployed in all
network routers, which was an usual requirement in previous

!!

             

Figure 5. Efficiency in discovering the attacking path with
strategic (S) and random (R) placements.
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work. Furthermore, we introduce a method to identify the AS
sequence in the marking process, avoiding possible problems
of the identification of the correct sequence of traceback-col-
laborative ASs taking part in the attacker path.

Our proposed AS-level traceback system depends on some
collaboration among ASs to be efficient. We cite at least two
incentives for ASs to adopt the proposed system and then par-
ticipate in the AS-level traceback overlay:
• If a collaborative AS is in the path of an ongoing attack, in

addition to helping other ASs in the traceback task, it can
perform filtering of the attacker packets, thus reducing the
consumption of network resources in its own domain
because these resources are being used by attacker flows.

• An AS with the traceback system installed can initiate its
own traceback request when an attack is detected within its
domain.
Simulation results suggest that if a relatively small amount of

ASs take part in the AS-level traceback overlay network —
given that they are strategically placed — a large portion of the
AS-level route(s) taken by the attacker packets can be identi-
fied. This enables countermeasures to be taken in a highly dis-
tributed way, that is, close to the attacker sources reducing the
effect of a large-scale DDoS attack before attacker packets
reach the victim’s AS. Comparing the strategic and random
placement strategies, we note that previous knowledge of the
network topology contributes to better results. Although previ-
ous knowledge of the network topology directly influences the
traceback accuracy, this is not a mandatory requirement for the
operation of our proposed traceback system, as it is in [9].

In future work, we intend to investigate the feasibility of
integrating our AS-level traceback system with a router-level
traceback system. Therefore, we intend to perform the trace-
back at two levels: first, the traceback can discover ASs from
where packets are sent and second, the traceback can be per-
formed inside these ASs, increasing the chance of getting clos-
er to the attacker sources and thereby performing more
efficient filtering.
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Figure 6. Efficiency in discovering the attacking path with an increasing number of attacking sources. a) Strategic placement; b) Ran-
dom placement.
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CPU, and power requirements) and the impact
on the BGP convergence time, since the larger
the routing table, the slower the convergence.
Moreover, the practice of adjusting the distribu-
tion of interdomain traffic based on the de-
aggregation of IP prefixes adversely affects the
dynamics of the global routing table.

In the next section we overview a novel
approach that can dramatically reduce the size
and churn rate of the global routing table, and at
the same time offer a promising perspective for
dealing with the peculiarities and complexities of
interdomain traffic management in LA.

OVERVIEW OF LISP
In April 2009 the Internet Engineering Task
Force (IETF) chartered the LISP Working
Group, and experimental Requests for Com-
ments (RFCs) are expected by 2010. LISP [3, 4]
uses IP-over-IP tunnels deployed between bor-
der routers located at different domains. The IP
addresses configured on the external interfaces
of the border routers act as RLOC addresses for
the end systems in the local domain. Since an
AS usually has several border routers, the local
EID addresses can be reached through multiple
RLOC addresses. LISP separates the address
space into two parts, where only addresses from
the RLOC address space are assigned to the
transit Internet. Therefore, only RLOC address-
es are routable through the Internet; EID
addresses are considered routable only within
their local domain. To illustrate the basics of
LISP we use Fig. 3 (extracted from [3]). For a
comprehensive understanding of LISP, the read-
er is referred to [3, 4].

LISP DATA PLANE
When local end host S with EID address 1.0.0.1
(Fig. 3) wants to communicate with end host D
in a different domain whose EID address is
2.0.0.2, the following sequence of events occur in
LISP.

The first step is the usual lookup of the desti-
nation address ED in the DNS (ED corresponds
to 2.0.0.2 in the example in Fig. 3). Once ED is
obtained, the packets sourced from ES traverse
the domain and reach one of the local border
routers. In LISP the latter are referred to as
ingress tunnel routers (ITRs). Since only RLOC
addresses are globally routable, when an ITR
receives packets toward ED, it queries the con-

trol plane to retrieve the ED-to-RLOC mapping.
After the ED-to-RLOC mapping resolution, the
ITR encapsulates and tunnels packets between
the local RLOC address (ITR address 11.0.0.1 in
the example) and the RLOC address retrieved
from the mapping system, the egress tunnel
router (ETR) address in LISP terminology
(either 12.0.0.2 or 13.0.0.2 to ED depending on
the mapping). At the destination domain, the
ETR decapsulates the packets received through
the tunnel and forwards them to ED — which, as
mentioned above, is locally routable within the
domain. From the first packet received, the ETR
caches a new entry, solving in this way the
reverse mapping for the packets to be tunneled
back from ED to ES.

As shown at the bottom of Fig. 3, the map-
ping system can return multiple RLOC address-
es for the same destination. Each of the entries
returned has a priority and a weight attribute.
The priority determines the order in which the
ETRs must be selected, while the weight tells
how to distribute the traffic among ETRs with
the same priority. In the example the priorities

�� Figure 2. Distribution of the de-aggregation factor as a function of the num-
ber of upstream providers in Latin America (data of April 2009, extracted
from [1] and APNIC [7]).
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than 80% of the domains need only a single FIB entry. These are
the stubs that only need a default exit route. The main difference
between S1 and S2 concerns the transit domains. In S2, all the
transit domains need a different FIB entry for all the other transit
destinations and a FIB entry for each of their non-transit customer.
Roughly, this means that there are at least 2708 entries in the FIB of
transit domains, one per each other transit domain. On the contrary,
in S1, there are fewer globally-advertised routes and therefore less
need for large FIBs. The major contribution to the FIB comes from
the customer and shared-cost entries.
The results presented above show that distributing RLOCs in an

aggregatable way allows to strongly reduce FIBs’ size. Figure 5 in
particular shows that the number of entries has an order of magni-
tude less than the number of ASes, while in the current Internet the
number of entries has an order of magnitude larger than the number
of ASes. Allocating prefixes in a more aggregatable way also re-
duces the RIBs size as well as the constant churn of BGP messages
since fewer destinations are advertised in the default-free zone.

4. ROUTEDIVERSITY INTHE INTERNET
The support for Locator/IP separation provided by LISP enables

the possibility to perform more flexible inter-domain TE. The EID-
to-RLOC lookup operation can provide a list of RLOCs fromwhich
one can choose in order to optimize some performance metrics.
For instance, in the example of section 2, the lookup operation

performed by RLOC1
EIDx

can return both RLOC1
EIDy

and RLOC2
EIDy

locators for EIDy. At this point ASx can choose one of them based
on some optimization criteria (e.g. delay). Remark that in the cur-
rent Internet there is not such flexibility due to the BGP’s charac-
teristic of advertising only one route to each AS.
In order to evaluate the potential benefit of exploiting the multi-

ple routes towards the providers of the destination domain, we per-
formed a simulation based on real BGP routing tables collected by
the Route Views Project [16]. The study [21] has been performed
on a routing table collected on December 1st, 2004. The routing
table contained 5750380 routes received from 34 different peers.
In the simulation, we only considered the 32 peers that announced
a full routing table, i.e., more than 140000 routes.
Among all the received routes, we identified, based on the AS-

paths, 6402 multihomed stubs. These multihomed stubs originated
29575 different prefixes. We then considered all the 496 pairs of
RouteViews peers. For each pair of peers, we simulated a dual-
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Figure 6: Path diversity when multihoming to RouteViews
peers.

homed stub domain connected to the peers. For each simulated
stub, we counted the number of different paths learned through
BGP towards all the considered destination prefixes, assuming that
each provider advertises one prefix per stub. This is similar to the
scenario S2 presented in section 3. Further, we consider that two
paths are different if at least the provider in the source AS or the
provider in the destination AS is different. Note that if two paths are
different, that does not mean that they are completely disjoint [8].
The results of our simulations are summarized in figure 6. The

figure shows the distribution of the number of different paths avail-
able with BGP towards the destination domain vs. the paths to-
wards the destination AS and passing through different ETRs, for
all the destination prefixes. On the x-axis, we show the number
of different paths available and on the y-axis, the number of pre-
fixes that could be reached with the corresponding number of paths.
The number of available paths is an average over the 496 simulated
dual-homed stubs. We do not show the variance since it is very low.
When looking at the BGP paths towards the destination AS, the

number of distinct paths is comprised between 0 and 2. If there is
no path, that means that the destination prefixes cannot be reached.
This fortunately occurs for only a small subset of the RouteViews
dataset. This is probably due to the filters used by some ISPs. If
there is only one path, this means that the destination prefix was not
reachable through one of the providers. But most of the time, the
destination prefixes were reachable through both providers. The
number of available BGP paths cannot be more than 2 since the
simulated dual-homed stubs only receive one BGP route for each
destination prefix from each provider. The path diversity is thus low
with BGP even if there are two different paths most of the time.
If we look at all the routes towards the destination AS and pass-

ing through different providers (which can be exploited using LISP),
the path diversity increases a lot. Most destination prefixes (67 %)
are reachable through at least 4 different paths. There is also a
significant number of destination ASes (30 %) that are reachable
through more than 4 paths due to some destination stubs being
more than dual-homed. The reason for the large majority of the
destination prefixes having an even number of different paths is
that the source stub is dual-homed. The same study was performed
on routing tables collected by the RIPE RCC [23] and similar re-
sults were obtained [21]. Previous studies have also shown that a
similar behavior is also present in IPv6 topologies [4].

Source: B. Quoitin et al., “Evaluating the Benefits of the Locator/Identifier Separation," ACM MobiArch,
Kyoto, Japan, August 2007.
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than 80% of the domains need only a single FIB entry. These are
the stubs that only need a default exit route. The main difference
between S1 and S2 concerns the transit domains. In S2, all the
transit domains need a different FIB entry for all the other transit
destinations and a FIB entry for each of their non-transit customer.
Roughly, this means that there are at least 2708 entries in the FIB of
transit domains, one per each other transit domain. On the contrary,
in S1, there are fewer globally-advertised routes and therefore less
need for large FIBs. The major contribution to the FIB comes from
the customer and shared-cost entries.
The results presented above show that distributing RLOCs in an

aggregatable way allows to strongly reduce FIBs’ size. Figure 5 in
particular shows that the number of entries has an order of magni-
tude less than the number of ASes, while in the current Internet the
number of entries has an order of magnitude larger than the number
of ASes. Allocating prefixes in a more aggregatable way also re-
duces the RIBs size as well as the constant churn of BGP messages
since fewer destinations are advertised in the default-free zone.

4. ROUTEDIVERSITY INTHE INTERNET
The support for Locator/IP separation provided by LISP enables

the possibility to perform more flexible inter-domain TE. The EID-
to-RLOC lookup operation can provide a list of RLOCs fromwhich
one can choose in order to optimize some performance metrics.
For instance, in the example of section 2, the lookup operation

performed by RLOC1
EIDx

can return both RLOC1
EIDy

and RLOC2
EIDy

locators for EIDy. At this point ASx can choose one of them based
on some optimization criteria (e.g. delay). Remark that in the cur-
rent Internet there is not such flexibility due to the BGP’s charac-
teristic of advertising only one route to each AS.
In order to evaluate the potential benefit of exploiting the multi-

ple routes towards the providers of the destination domain, we per-
formed a simulation based on real BGP routing tables collected by
the Route Views Project [16]. The study [21] has been performed
on a routing table collected on December 1st, 2004. The routing
table contained 5750380 routes received from 34 different peers.
In the simulation, we only considered the 32 peers that announced
a full routing table, i.e., more than 140000 routes.
Among all the received routes, we identified, based on the AS-

paths, 6402 multihomed stubs. These multihomed stubs originated
29575 different prefixes. We then considered all the 496 pairs of
RouteViews peers. For each pair of peers, we simulated a dual-
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peers.

homed stub domain connected to the peers. For each simulated
stub, we counted the number of different paths learned through
BGP towards all the considered destination prefixes, assuming that
each provider advertises one prefix per stub. This is similar to the
scenario S2 presented in section 3. Further, we consider that two
paths are different if at least the provider in the source AS or the
provider in the destination AS is different. Note that if two paths are
different, that does not mean that they are completely disjoint [8].
The results of our simulations are summarized in figure 6. The

figure shows the distribution of the number of different paths avail-
able with BGP towards the destination domain vs. the paths to-
wards the destination AS and passing through different ETRs, for
all the destination prefixes. On the x-axis, we show the number
of different paths available and on the y-axis, the number of pre-
fixes that could be reached with the corresponding number of paths.
The number of available paths is an average over the 496 simulated
dual-homed stubs. We do not show the variance since it is very low.
When looking at the BGP paths towards the destination AS, the

number of distinct paths is comprised between 0 and 2. If there is
no path, that means that the destination prefixes cannot be reached.
This fortunately occurs for only a small subset of the RouteViews
dataset. This is probably due to the filters used by some ISPs. If
there is only one path, this means that the destination prefix was not
reachable through one of the providers. But most of the time, the
destination prefixes were reachable through both providers. The
number of available BGP paths cannot be more than 2 since the
simulated dual-homed stubs only receive one BGP route for each
destination prefix from each provider. The path diversity is thus low
with BGP even if there are two different paths most of the time.
If we look at all the routes towards the destination AS and pass-

ing through different providers (which can be exploited using LISP),
the path diversity increases a lot. Most destination prefixes (67 %)
are reachable through at least 4 different paths. There is also a
significant number of destination ASes (30 %) that are reachable
through more than 4 paths due to some destination stubs being
more than dual-homed. The reason for the large majority of the
destination prefixes having an even number of different paths is
that the source stub is dual-homed. The same study was performed
on routing tables collected by the RIPE RCC [23] and similar re-
sults were obtained [21]. Previous studies have also shown that a
similar behavior is also present in IPv6 topologies [4].

Source: B. Quoitin et al., “Evaluating the Benefits of the Locator/Identifier Separation," ACM MobiArch,
Kyoto, Japan, August 2007.

Marcelo Yannuzzi Routing in the Future Internet: Graduate Course, INCO, Montevideo, Uruguay, 2012. 49



LISP (cont.)

IEEE Communications Magazine • March 2012 105

introducing the ID/locator split concept into net-
work architectures have recently been discussed
[2–8]. ID/locator split architectures use distinct
sets of values for host IDs and locators, which
can be derived from the same or different name
spaces.

In standards development organizations
(SDOs) such as ITU-T SG 13 and the Internet
Engineering Task Force (IETF), proposals for
developing network architectural functions based
on the ID/locator split concept have been pro-
gressing. To date, discussions in the IETF have
been on enhancing security [5], multihoming [6],
and routing [7, 8] functions. Similarly, in ITU-T
SG 13, several recommendation drafts are pro-
gressing with the objective of enhancing mobili-
ty, multihoming, and routing in NGN, while
ITU-T Recommendation Y.2015, which outlines
the general requirements of ID/locator split in
NGN, has already been approved.

Since network architectures incorporating the
concept of ID/locator split are progressing in
SDOs, additional functionalities need to be
investigated that can easily be brought about by
extending the concept to the new generation
network or future Internet architectures.1 There-
fore, with the objective of generating more work
items for standardization, this article presents a
discussion on additional functions such as sup-
porting heterogeneous network protocols, multi-
cast, quality of service (QoS), resource or service
discovery, and flexible human-network interac-
tion that can be realized by the introduction of
multi-ID and multi-locator into the network
architecture.

The multi-ID and multi-locator supporting
architecture allows hosts to convey service
requirements to the network by selecting appro-
priate host IDs. The host ID contains a service
code field to specify the service requirements.
When application data along with the source
and destination IDs reach the network layer, the
IDs are mapped to appropriate locators which
are then inserted in the network layer header.
These locators provide suitable communication
modes (e.g., unicast, multicast) or paths (e.g.,
bandwidth, delay guaranteed) as the packets tra-
verse the network. In heterogeneous networks
with various protocols in the network layer, the
gateways interconnecting the networks use the
IDs to translate the protocols and locators. The
originality of the article is the idea of conveying
application requirements to the network through
the proper selection of host IDs and dynamically
mapping them to appropriate locators. In an
alternative approach, the application layer may
use an application program interface (API) to
express service requirements to the network
layer. However, this approach is outside the
scope of this article.

The rest of the article is organized as follows.
The next section elaborates on the reasons for
introducing multi-ID and multi-locator into the
new generation network architecture. Then a
service scenario that would be feasible over the
multi-ID and multi-locator architecture is pre-
sented. Some research and standardization items
necessary for realizing the service scenario are
subsequently discussed. The final section con-
cludes the article.

MULTI-ID AND MULTI-LOCATOR

This section discusses the reasons for introduc-
ing multiple host IDs and locators into network
architectures. Figure 1 compares the host IDs
and locators used in the current Internet and
future networks

As stated in the preceding section and shown
in the figure, the current Internet has no sepa-
rate namespace for host IDs to identify the end-
points of sessions or services. It uses IP addresses
as host IDs in the transport and application lay-
ers.

Related proposals on ID/Locator split archi-
tectures [4–8] specify no methods for configuring
multiple IDs. All proposals, except HIP, use one
of the locators as the ID. They mention that
multiple IDs can be used, but these IDs are
derived from the available locators. Because of
this dependency between the IDs and locators,
their mapping may not be as dynamic as it would
be if the IDs and locators were derived from
independent and distinct namespaces and if
applications had the provision of configuring
multiple IDs.

MULTIPLE HOST IDS IN THE FUTURE NETWORK
The new generation network or future Internet
architecture is required to support different
types of host IDs for the following reasons:

•Network-protocol independent multicast,
group-cast or geo-cast: In the present-day Inter-
net, multicast applications use multicast IP
addresses to utilize the multicast functions of the
network. However, these multicast addresses
have been network protocol-dependent and
overloaded with the roles of both identifiers and
locators. It is not clear how hosts located in edge
networks that use different network layer proto-
cols can join the same group. Therefore, we sug-
gest investigating methods for using network
protocol-independent IDs of the ID/locator split
architecture as the group IDs to enable multicast
over heterogeneous networks.

•Service differentiation: In the current Inter-
net, only the transport layer protocol’s port
numbers are available in the application layer to
differentiate services, which are not sufficient for
finely specifying service requirements. Though

Figure 1. Host IDs and locators in the current and future Internet protocol
stacks.
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SERVICE REPRESENTATION

Unique representation of the combination of
service type and quality is necessary for the ser-
vice scenario described in the previous section.
Such representation will help the host to select
an appropriate ID that will instruct the network
to provide the intended QoS. Figure 3a shows a
proposal of the service representation, which we
call a service ID (SID). The SID contains four
fields: application name, host name, service con-
tent name, and a list of parameters of the QoS.
The application name represents the application
protocol used by the service, like HTTP or FTP
of the current Internet. We expect there will be
several other protocols that more effectively sup-
port new applications such as video streaming,
voice conversation, social networking, or games.
The host name contains the name of the server
holding the service. This name (e.g.,
server1#providerA.com) is formed by combining
the host’s local name (e.g., server1) and global
domain name (e.g., providerA.com), as in [2].
The parameter list mentions the intended QoS
requirements such as minimum bandwidth and
maximum end-to-end delay, as well as mobility
or heterogeneous network protocol support dur-
ing the communication session.

HOST ID CONFIGURATION
Since the host IDs have to convey service
requirements from the application layer to the
network layer for providing the appropriate
communication support demanded by the appli-
cation, comprehensive host IDs need to be
designed to represent a wide range of service
requirements. Figure 3b shows a proposal of
such host IDs, which contain the following fields:
organization prefix, scope, service code, version,
and host-specific suffix. The globally unique
organization prefix is assigned to each organiza-
tion with which the hosts associate. Such prefixes
make the host IDs hierarchical and help in the
design of a scalable host ID resolution system.
The resolution system will be required for main-
taining and supplying ID-to-locator mappings or
other records related with the host IDs. The

scope field indicates the scope of the host ID,
such as global, local, private, public, individual,
or group. Only the public and global IDs are
stored in hostname to ID and locator mapping
registries, which are used for name resolution
and service initiation purposes. Local IDs are
used to communicate within the local edge net-
work while private IDs negotiated during the
session initialization phase are used for preserv-
ing privacy in communications. Similarly, the
service code represents the service quality
intended by the application and version repre-
sents the version of the host ID. For different
QoS demands, applications insert different val-
ues in the service code field. The host-specific
suffix indicates a locally unique value for the
host, which can be generated by hashing the
hostname and other parameters. The use of hash
value as the host-specific suffix is helpful for
relating the host ID with the hostname as well as
for introducing some randomness in the host ID
value. Since every host has a unique hostname,
hashing the hostname may be an effective
method to generate a random value, which is
more likely to be unique in a given scope, for
the ID. 

In this way, to generate multiple types of IDs,
different values are assigned to the scope, ser-
vice code and version fields. These IDs will go
with different application sessions depending on
the service requirements and the communication
mode. The host ID will be a string of bits, which
can compactly be represented in hexadecimal
notation.

ID TO LOCATOR MAPPING FUNCTIONS
Both the host and gateway can possess host IDs
to locator mapping functions, which are located
in the identity sublayer [3], as shown in Fig. 4.
The mapping functions use the values of the
scope and service code fields of the host IDs to
decide about the selection of appropriate loca-
tors. For example, to have a video-streaming
communication, the mapping function in a
mobile host may prefer a WiMAX or WiFi net-
work to the 3G cellular network.

When the host moves from one network to

Figure 2. a) Client host; b) server host functions in multi-ID and multi-locator architecture.
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another, it acquires a new locator from the new
network while its ID remains the same. If the
mobile host supports heterogeneous protocols in
the network layer, the new network can be one
using a network protocol or locator space differ-
ent from the old network. The identity layer
hides the mobility across the heterogeneous net-
works from applications by changing ID/locator
mappings and allowing the application to contin-
uously use the same IDs so that the application
session remains intact even during a vertical
handover.

Similarly, the mapping function located in the
gateway can map host IDs to different network
layer protocols and locators (also called late-
binding) for supporting heterogeneous networks,
network-based mobility, traffic engineering, site
multihoming, dynamic route change, etc. The
network-based mapping function is also impor-
tant for supporting different communication
modes such as multicast, geo-cast, and group-
cast.

SERVICE DISCOVERY AND OTHER ISSUES
The service discovery function mentioned in
the preceding section requires service reg-
istries, which hold the lists of service descrip-
tions made available by different service
providers. The means of providing service reg-
istry functions in the network is another
research and standardization item. The service
registry may be like the current DNS that pro-
vides various resources such as IP addresses
and encryption keys related to domain names.
Alternatively, the service registry functions may

be provided through a search engine such as
Google or Yahoo. 

The other issue is related with finding the
server’s physical network locator from the given
SID. For this purpose, as referenced from [3], the
hostname field of SID can be resolved from a log-
ical control network that holds mapping informa-
tion between the hostname and physical network
locator of the server. Research needs to be con-
ducted on different architectures of the logical
control network to efficiently store, update, and
retrieve host IDs to locator mapping information.

The ID/locator split architecture outlined in
the previous subsection was implemented in a
prototype system to verify its functional opera-
tions and assess performance [3]. It includes
methods for configuring IDs from hostnames
and resolving hostnames into IDs and locators
from a two-tier resolution system consisting of
the domain name registry and hostname registry.
Network layer protocol translation and signaling
functions implemented in the identity layer of
hosts and gateways enable mobility across het-
erogeneous network layer protocols. These ben-
efits are obtained at the cost of performance
overhead incurred for the acquisition of the ID-
to-locator mapping records from the resolution
system and updating the mapping in the event of
mobility. The gateways also have the overhead
of network layer protocol translation when they
interconnect two networks using dissimilar pro-
tocols. However, through the cycle of implemen-
tation, evaluation and optimization, we expect
that these costs would be negligible compared to
the benefits.

Figure 3. a) Service ID; b) host ID formats.

(a)

Service ID format (variable length):

e.g., video: | server1#providerA.com | titanic-1997-movie| bw=10Mbps, delay=10ms

application_name | host_name | service_content | list{parameters=value}

(b)
(in hexadecimal notation)

Host ID format (fixed length):

e.g., IFFF:0001:0001:      F                01              1         :3EA3:82D2:B948:B35C

organization_prefix | scope | service_code | version | host_specific_suffix

Figure 4. Protocol stack of ID/locator split architecture.
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LISP: Main Advantages...

1 It does not introduce major changes to the routing system, and
therefore it might be feasible to implement and deploy in the
near future.

2 It has the potential to significantly reduce the size of the global
routing table (previous works claim around 2 orders of
magnitude).

3 The mapping system brings a wide set of TE opportunities,
which in principle, can reach a granularity of a /32 prefix without
impacting on the size or dynamics of the global routing table.
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LISP: Main Weaknesses...

1 Special care must be taken, since LISP might end up moving the
scalability issues from the global routing table to the global
mapping system.

2 Dealing with the initial packets sent from a source EID to a
destination EID at the ITR during the EID-to-RLOC mapping
resolution (buffering, dropping, caching, mix of control and data
planes, ....).

3 LISP might considerably increase the latency to start up the
communication between end systems....

4 For each traffic flow from S to D, the egress ITR is also used as
the local ETR for the packets sent from D to S. This is to avoid a
two-way mapping resolution. Clearly, this introduces a limitation
in terms of inbound TE, given that outbound and inbound traffic
management policies typically do not match.
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and weights of ETRs D1 and D2 are equal, so
the traffic from S to D will be balanced between
D1 and D2.

Overall, LISP has three major advantages.
First, it does not introduce major changes to the
routing system, and therefore it might be feasi-
ble to implement and deploy in the near future.
Second, it has the potential to significantly
reduce the size of the global routing table [5].
Third, the mapping system brings a wide set of
TE opportunities, which in principle, can reach a
granularity of a /32 prefix without impacting on
the size or dynamics of the global routing table.
Nevertheless, it is important to notice that spe-
cial care must be taken, since LISP might end up
moving the scalability issues from the global
routing table to the global mapping system.

LISP-BASED TE OPPORTUNITIES FOR LA
Let us consider now the application of LISP to
the three reference scenarios described in Fig. 1.

Scenario #1 — LISP enables multihomed sites
to completely avoid running BGP. The only IP
prefixes that need to be advertised to the global
routing system are those of the wide area net-
work (WAN) interfaces of the border routers
(i.e., the ITRs’/ETRs’ external addresses). In this
framework the load sharing and backup policies
of ISP LA01 in Fig. 1a can be managed by intel-
ligent EID-to-RLOC mapping functions, which
may be dynamically tuned using the LISP weight
and priority attributes, respectively. The differ-

ent capacities of the links can be used during the
mapping resolution process, by appropriately
unbalancing the weight attribute of the different
links (e.g., the weights advertised could keep the
same proportion as the link capacities). The
advantages of applying LISP in this scenario are
evident, since LA ISPs are released from the
burden of handcrafting their BGP configura-
tions. In addition, these advantages can be
achieved without de-aggregating prefixes, and
therefore without adversely impacting on the
size or the dynamics of the global routing table.

Scenario #2 — In this case the TE problem
addressed is twofold, since not only must the
interdomain mapping function be solved, but
also the traffic should be load balanced over het-
erogeneous  links among the upstream providers
and the ISP’s regional points of presence
(POPs). We argue that tools like constraint-
based routing (CBR) (for the intradomain part)
and an IRM engine borrowing concepts from
IRC techniques [6] (for the interdomain part)
can work together to accomplish these objec-
tives. At least two appealing solutions can be
sketched to drive the intradomain traffic accord-
ing to the ISP policies. One option is to set up
MPLS label switched paths (LSPs) on the fly for
different flows, in order to stitch the inbound
interdomain traffic to the appropriate pipe down-
stream (i.e., to the corresponding ISP POP).
This is the usual task of the PCE [9]. The second
option is to introduce the idea of interior

!! Figure 4. Proposed control plane architecture.
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LISP (cont.)
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be in place in the relevant ITRs after TE opti-
mization. The mapping information pushed to
the ITRs consists of the tuple (ES,ED, RLOCS,
RLOCD), supporting the utilization of two inde-
pendent one-way tunnels depending on the
reverse mapping computed by LCBS during step
1. In other words, an ITR is capable of forward-
ing traffic to ED, using as source address in the
encapsulation an RLOC address that might be
different from the addresses configured on its
WAN interfaces (e.g., using source NAT) —
although restricted to the pool of addresses
assigned by the ISP to which the ITR is connect-
ed. Like in Fig. 4a, this approach helps ASS
exploiting the usual multiconnectivity to each of
its providers.

Step 12 — DNSS responds the usual DNS query
to S.

After the usual DNS resolution process, ES
starts sending packets toward ED, with the
advantage that the mapping has already been
configured at the ITRs, hence avoiding the
potential dropping of packets. As we shall show
in the next section, the overall process (steps
1–12) can be completed in approximately TDNS,
which we claim should be used as the upper
bound for solving the mapping.

When the first data packet reaches the corre-
sponding ETR in ASD, the ETR:
1 Decapsulates the packet and forwards the

inner packet to ED
2 Obtains the reverse mapping (i.e., the ES-to-

RLOCS mapping)
3 Pushes this mapping to the rest of the ETRs

and also updates the LCBD mapping system
via multicast or another mechanism
This action completes the two-way mapping

resolution process. An interesting point is that
our control plane allows each domain to achieve
its TE policies congruently, since each domain
has the freedom to independently decide its
ingress and egress mappings.

In order to achieve the aforementioned goals,

the IRM engine of the LCB needs to know the
local topology and the availability of local
resources. As shown in Fig. 4c, a promising
approach is to provide a highly efficient coupling
between the IRM engine of the LCB and the
PCE — the basic components of a PCE are rep-
resented in the intradomain portion of Fig. 4c.
Indeed, both can share and feed the TE database
(TED), which is crucial to accomplish both
intradomain and interdomain TE objectives con-
currently. The LA scenarios shown in Figs. 1b
and 1c can benefit considerably from this
approach, since traffic can be coordinatedly bal-
anced by the LCB and PCE, making possible the
selection of a upstream/downstream forwarding
path with high granularity (e.g., for prefixes or
even end systems).

PRELIMINARY RESULTS
In order to have a preliminary evaluation of the
performance of our control plane, we have pro-
totyped the LCB in a standard Linux PC. For
simplicity, our prototype is built into BIND9,
meaning that the results shown here were
obtained by integrating the LCB functionality
into the DNS. More precisely, in Fig. 4 DNSS
and LCBS are integrated in a single Linux PC,
and the same applies to DNSD and LCBD. It is
worth emphasizing that the control plane archi-
tecture proposed in this article is more general
in scope; thus, more advanced implementations
of the LCB prototype may not be embedded in
BIND9 and may run as standalone devices.

Our initial goal is to verify that Eq. 4 holds
when the LCBs are used. To this end, we per-
formed a set of 1000 rounds of DNS lookups on
the Internet. These rounds were clustered in five
different tests (Fig. 5), each corresponding to a
sequential set of 200 DNS lookups, half of them
without the intervention of the proposed control
plane and the other half utilizing our prototype.
The five tests were carried out at different
moments in time, where we measured the total
time of the DNS lookups from the source ES.

!! Figure 5. Five tests showing the time distribution of a set of 1000 DNS lookups over the Internet. Each
test corresponds to a round of 200 DNS lookups, 100 without LCBs, and 100 with LCBs.
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OpenLISP
should do with the packet that generated the cache miss,
while it is waiting for the mapping. There are three possi-
ble options: (i) silently drop the packet; (ii) buffer the
packet until the Control Plane provides the needed map-
ping; (iii) hand over the packet to the Control Plane that
will forward it piggybacked on the mapping request. The
LISP specifications leave this question open, not enforcing
any specific solution.

3.3. LISP Control Plane

As explained in the previous section, the first packet of a
new flowmay generate a miss in the LISP Cache, depending
on whether or not the destination EID is part of a larger
EID-Prefix whose mapping is already present in the LISP
Cache. Thus the purpose of the LISP Control Plane is to pro-
vide those missing mappings on-demand to the Data Plane.
Such an objective is achieved by running what is usually
called a Mapping Distribution Protocol, which provides a
lookup infrastructure for retrieving mappings.

Several Mapping Distribution Protocols have been
already proposed for both LISP and non-LISP solutions
(e.g., NERD [24], CONS [26], EMACS [27], and LISP-DHT
[28]). Every Mapping Distribution Protocol has pros and
cons and different impact on the LISP Cache [25]; however,
it is out of the scope of the present paper to compare and to
analyze them. Hereafter we just provide a short overview
on the LISP+ALT proposal since it is the solution adopted
in the LISP working group and currently deployed in the
international testbed [18,19].

The LISP ALternative Topology (or LISP+ALT [20]) builds
an overlay (the alternative topology), using Generic Rout-
ing Encapsulation (GRE) tunnels, among BGP routers
advertising EID-Prefixes. These prefixes are pushed toward
every node of the overlay. The main idea is to build the
overlay in such a way that an aggregation of EID-Prefixes
can be aggressively performed. In case of a cache miss, a
query (which can also piggyback the packet that triggered
the cache miss) is sent on the overlay that will deliver it to
the owner of the needed mapping, which in turn will reply
sending the mapping to the node that issued the request.

4. OpenLISP

OpenLISP is our implementation of LISP in the FreeBSD
[29] operating system. The high-level architecture of
OpenLISP is depicted in Fig. 2. In our work we focused on
the LISP Data Plane, implemented directly in the kernel
space. In the OpenLISP Data Plane there are the routines
to perform encapsulation and decapsulation as well as
both LISP’s cache and database, which are merged in a sin-
gle data structure called MapTable. We describe how we
implemented the OpenLISP Data Plane in Section 4.1. Con-
cerning the Control Plane, we purposely did not implement
any specific Mapping Distribution Protocol because our
aim was not to develop production software. Rather, our
aim was to develop a flexible and extensible platform pro-
viding support for future experimentation of both new and
existing Mapping Distribution Protocols. Nevertheless, we
provided OpenLISP with some simple tools (described in

Section 4.2) in order to have the possibility from the Con-
trol Plane to interact with the Data Plane. Such interaction
is possible thanks to the new socket API that we developed
in OpenLISP, namely the mapping sockets. The mapping
socket API offers a flexible and simple communication
interface between Control and Data Plane and is described
in Section 5.

4.1. OpenLISP Data Plane

When designing new encapsulation and decapsulation
features in an OS, the first idea that comes to mind is to de-
fine a new virtual interface, like for instance gif or gre in
FreeBSD. Nevertheless, a virtual interface implies an ad-
dress associated with it, which is not possible in the LISP
context. Using RLOCs as virtual interface addresses is not
an option since RLOCs are not used only for LISP packets
but also for other traffic that could be present in the DFZ.
An alternative solution would be to use a modified firewall
or NAT (Network Address Translation). Nevertheless, it is
our opinion that such an approach would be not suffi-
ciently flexible and dynamic for our purposes. Further-
more, implementing an API toward the Control Plane
would become a major issue.

For the above mentioned reasons, we decided to go for a
direct implementation in the kernel protocol stack, also to
provide an answer to the question of how would a protocol
stack look like if LISP would be a fundamental piece of it.
Using this direct approach does not mean that important
changes have been introduced in the existing code. We
mainly added new code and tried to maintain the changes
to original files as small as possible, basically limited to
some function calls if specific conditions are met.

4.1.1. Encapsulation/decapsulation routines
Compared to the original protocol stack implementation

of the FreeBSD operating system [30,29] four main routines
have been added to handle encapsulation and decapsula-
tion operations: lisp_input(), lisp6_input(), lisp_
output(), and lisp6_output(). As the names suggest,
the first two manage incoming IPv4 and IPv6 LISP packets,
while the last two are responsible for outgoing IPv4 and
IPv6 LISP packets. To describe where these routines are
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Mapping
Distr ibution

Protocol

FreeBSD Kernel Space
(Data Plane)

(Daemon)

Encap/decap
Routines

MapTable
(Database + Cache)

Mapping Socket API

Fig. 2. OpenLISP architecture.
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