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The basics
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Administrative Issues

Professors:

Marcelo Yannuzzi (CRAAX, Spain, yannuzzi@ac.upc.edu)

Carlos Martínez (LACNIC, UdelaR, carlosm@fing.edu.uy)

Local Responsible:

Eduardo Grampín (UdelaR, grampin@fing.edu.uy)
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Administrative Issues (cont.)

Course Duration:

27 hs in 9 sessions during 3 weeks

3 regular sessions per week, each lasting 3 hs
(Mon., Wed., and Fri.)

Course Credits and Evaluation

4 credits (i.e., 60 hs of dedication)

27 hs (Theory)
6 hs (Professor’s office hours)
12 hs (Studing and homework)
15 hs (Final work)
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Contents: 3 blocks

1) Understanding the Internet’s Routing Architecture

Session 1
Session 2

2) Advanced Routing Aspects

Session 3
Session 4
Session 5
Session 6

3) Future Internet Routing

Session 7
Session 8
Session 9
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Session details: Block 1

Session 1 (Monday, August 20th):
1) Understanding the Internet’s Routing Architecture

1 Data Plane: a look inside a carrier-grade network, multi-layer
aspects, OTN, carrier-grade Ethernet, IP/MPLS,...

2 Control Plane (mainly routing): including an outline of distance
vector, link-state, path vectors, interactions and dependencies, ...
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Session details: Block 1

Session 2 (Wednesday, August 22nd):
1) Understanding the Internet’s Routing Architecture

1 Management Plane: current trends in terms of IP/OTN network
operations and coordinated management, etc.

2 The myths: scale free graphs, power laws, interconnection of
ASs, tiered structure, valley-free policies, invariant metrics, ...

3 “Demystify me!”: What do Internet eXchange Points (IXPs)
reveal? The tiered “illusion”, valley routes and policies, the
topology zoo, etc.

4 Homework assignment (readings that need to be analyzed and
turned in by Monday, August 27th).
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Session details: Block 2

Session 3 (Friday, August 24th):
2) Advanced Routing Aspects

1 Insights on internal BGP (iBGP), external BGP (eBGP), route
reflectors, their interactions, etc.

2 Analysis of the Japanese Earthquake and Tsunami on March
2011.

3 Research Challenges in interdomain routing.

Outline of the scalability issues.
Traffic Engineering: solutions and research challenges.
Churn and its impact on the DFZ.
Routing convergence.
Routing Policies: the stable path problem, policy disputes,
etc.
Routing Security.
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Session details: Block 2

Session 4 (Monday, August 27th):
2) Advanced Routing Aspects

1 Review, analysis, and active discussion of the readings
(homework).

2 Routing scalability issues: research and industrial perspectives.

3 LISP, its initial goals vs. its current goals and its expected
evolution.

4 Routing security: main problems and research challenges.
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Session details: Block 2

Session 5 (Wednesday, August 29th):
2) Advanced Routing Aspects

1 Routing Security: advances in standardization bodies (IETF).

2 RPKI.

3 ROA.

4 Live demo showing origin validation.

5 Homework assignment (readings that need to be analyzed and
turned in by Monday, September 3rd).
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Session details: Block 2

Session 6 (Friday, August 31st):
2) Advanced Routing Aspects

1 Routing Security: BGPSEC, its paradigm, new challenges and
unsolved problems, research lines of work, etc.

2 LISP Security: LISP-SEC.

3 The gap between BGPSEC and LISP-SEC
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Session details: Block 3

Session 7 (Monday, September 3rd):
3) Future Internet Routing

1 Review, analysis, and active discussion of the readings
(homework).

2 Path-State Vectors (PSVs).
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Session details: Block 3

Session 8 (Wednesday, September 5th):
3) Future Internet Routing

1 Path-State Vectors (PSVs) and overlays.

2 Large scale (event-driven) simulations.
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Session details: Block 3

Session 9 (Friday, September 7th):
3) Future Internet Routing

1 The spectrum of possibilities brought by Software Defined
Networks (SDNs).

2 Open APIs, OpenFlow, JUNOS SDK, Cisco ONE, the Path-State
Protocol (PSP), OPENER, etc.

3 Outsourcing to the Cloud and its impact on routing, etc.

4 Assignment of final works for course approval.
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The Internet’s map (source: CAIDA)
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   This visualization represents macroscopic snapshots of 
IPv4 and IPv6 Internet topology samples captured in  
2010. The plotting method illustrates both the extensive 
geographical scope as well as rich interconnectivity of 
nodes participating in the global Internet routing sytem.
   For the IPv4 map, CAIDA collected data from 45 monitors 
located in 24 countries on 6 continents. Coordinated by 
our active measurement infrastructure, Archipelago 
(Ark1), the monitors probed paths toward 174 million /24 
networks that cover 96% of the routable prefixes seen in 
the Route Views2 Border Gateway Protocol (BGP) routing 
tables on 1 August 2010.
   For the IPv6 map, CAIDA collected data from 12 Ark 
monitors located in 6 countries on 3 continents. This 
subset of monitors probed paths toward 307 thousand 
IPv6 prefixes which represent 99.6% of the globally 
routed IPv6 prefixes seen in Route View's BGP tables on 1 
August 2010.  We aggregate this IP-level data to construct 
IPv4 and IPv6 Internet connectivity graphs at the 
Autonomous System (AS) level. Each AS approximately 

corresponds to an Internet Service Provider (ISP).  We map 
each observed IP address to the AS responsible for routing 
traffic to it, i.e., to the origin (end-of-path) AS for the IP 
prefix representing the best match for this address in BGP 
routing tables collected from Route Views.
   The position of each AS node is plotted in polar 
coordinates (radius, angle) calculated as follows.

 

   Our IPv6 graph grew from 515 AS nodes in January 2009 
to 948 nodes in August 2010 (84% growth).  Over the same 
period, the number of ASes in our IPv4 graph grew 22%, 
from 23K to 28K. 
   Most ASes grew their observed peering degree in both 
our IPv4 and IPv6 graphs, although at different rates, 
which alters their relative degree-based rank over time.  In 
the IPv4 graph, AS 3356 remained dominant, with the 

1 Ark: http://www.caida.org/projects/ark/
2 Route Views: http://www.routeviews.org/

        maximum.outdegree + 1 1 -  log (       outdegree(AS) + 1   
radius =

          ( longitude of the AS’s BGP prefixes )in netacq
angle=

)

largest observed degree in both 2009 and 2010.  The 
second and third largest ASes, AS 174 and AS 3549, also 
maintained the same observed degree relative to the 
largest degree AS (3356) for the last two years.  In contrast, 
ASes 7018, 701, and 1239 saw observed peering degree 
declines relative to the largest degree AS 3356, slipping to 
4th, 5th, and 7th place.  Note that we rank each AS 
independently; some network providers have topology 
spread across multiple ASes. A more accurate 
topology-based ranking of providers would require a 
validated list of AS ownership -- data not currently 
available.
   The observed IPv6 AS ranking experienced greater 
change.  AS 6939 moved up from 2nd place in 2009 to 1st 
place in 2010.  AS 1200 dropped from 1st to 3rd place.  AS 
12008 and 6175 fell out of the top ten, allowing AS 1299 
and 174 to rise to 9th and 10th place.  The third and fourth 
ranked ASes -- AS1200 and AS6695 -- are both exchange 
points rather than transit providers, reflecting the less 
mature state of the IPv6 topology, i.e., characterized by 
relatively fewer private peering relationships.

   In neither 2009 nor 2010 are the top degree-ranked 
ASes the same across IPv4 and IPv6.  The IPv4 core is 
centered primarly in the United States, while the IPv6 
core includes Europe as well as the United States.  We 
observed no high-degree "hub" IPv6 ASes in Asia, 

surprising given the reportedly large IPv6 deployment in 
Asia.  This gap may reflect the geographic bias of our 
IPv6-capable monitor deployment: five in the US, four in 
Europe, and only one in Asia.
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The Internet’s map (source: CAIDA)
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   This visualization represents macroscopic snapshots of 
IPv4 and IPv6 Internet topology samples captured in  
2010. The plotting method illustrates both the extensive 
geographical scope as well as rich interconnectivity of 
nodes participating in the global Internet routing sytem.
   For the IPv4 map, CAIDA collected data from 45 monitors 
located in 24 countries on 6 continents. Coordinated by 
our active measurement infrastructure, Archipelago 
(Ark1), the monitors probed paths toward 174 million /24 
networks that cover 96% of the routable prefixes seen in 
the Route Views2 Border Gateway Protocol (BGP) routing 
tables on 1 August 2010.
   For the IPv6 map, CAIDA collected data from 12 Ark 
monitors located in 6 countries on 3 continents. This 
subset of monitors probed paths toward 307 thousand 
IPv6 prefixes which represent 99.6% of the globally 
routed IPv6 prefixes seen in Route View's BGP tables on 1 
August 2010.  We aggregate this IP-level data to construct 
IPv4 and IPv6 Internet connectivity graphs at the 
Autonomous System (AS) level. Each AS approximately 

corresponds to an Internet Service Provider (ISP).  We map 
each observed IP address to the AS responsible for routing 
traffic to it, i.e., to the origin (end-of-path) AS for the IP 
prefix representing the best match for this address in BGP 
routing tables collected from Route Views.
   The position of each AS node is plotted in polar 
coordinates (radius, angle) calculated as follows.

 

   Our IPv6 graph grew from 515 AS nodes in January 2009 
to 948 nodes in August 2010 (84% growth).  Over the same 
period, the number of ASes in our IPv4 graph grew 22%, 
from 23K to 28K. 
   Most ASes grew their observed peering degree in both 
our IPv4 and IPv6 graphs, although at different rates, 
which alters their relative degree-based rank over time.  In 
the IPv4 graph, AS 3356 remained dominant, with the 

1 Ark: http://www.caida.org/projects/ark/
2 Route Views: http://www.routeviews.org/

        maximum.outdegree + 1 1 -  log (       outdegree(AS) + 1   
radius =

          ( longitude of the AS’s BGP prefixes )in netacq
angle=

)

largest observed degree in both 2009 and 2010.  The 
second and third largest ASes, AS 174 and AS 3549, also 
maintained the same observed degree relative to the 
largest degree AS (3356) for the last two years.  In contrast, 
ASes 7018, 701, and 1239 saw observed peering degree 
declines relative to the largest degree AS 3356, slipping to 
4th, 5th, and 7th place.  Note that we rank each AS 
independently; some network providers have topology 
spread across multiple ASes. A more accurate 
topology-based ranking of providers would require a 
validated list of AS ownership -- data not currently 
available.
   The observed IPv6 AS ranking experienced greater 
change.  AS 6939 moved up from 2nd place in 2009 to 1st 
place in 2010.  AS 1200 dropped from 1st to 3rd place.  AS 
12008 and 6175 fell out of the top ten, allowing AS 1299 
and 174 to rise to 9th and 10th place.  The third and fourth 
ranked ASes -- AS1200 and AS6695 -- are both exchange 
points rather than transit providers, reflecting the less 
mature state of the IPv6 topology, i.e., characterized by 
relatively fewer private peering relationships.

   In neither 2009 nor 2010 are the top degree-ranked 
ASes the same across IPv4 and IPv6.  The IPv4 core is 
centered primarly in the United States, while the IPv6 
core includes Europe as well as the United States.  We 
observed no high-degree "hub" IPv6 ASes in Asia, 

surprising given the reportedly large IPv6 deployment in 
Asia.  This gap may reflect the geographic bias of our 
IPv6-capable monitor deployment: five in the US, four in 
Europe, and only one in Asia.
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Basic Background: Autonomous Systems (ASs)

The Internet is a decentralized collection of networks,
grouped and interconnected in the form of domains or
Autonomous Systems (ASs).

Strength: distributed & independent management of the routing

An AS typically represents a pool of networks (routers, links, hosts, ...) managed
by a single authority, and under a common routing policy.

The Internet is composed of around 40.000 ASs as August of 2012.

Each AS uses one or more Interior Gateway Protocols (IGPs) for routing within
the AS.

IGP information must not leak outside the AS → in terms of routing an AS is
seen as a black box
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Interconnection of Autonomous Systems
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Fig. 1. A simple Internet

There are two variants of BGP [9], [10]. The eBGP variant is used to announce the reachable prefixes on a link between routers
that are part of distinct ASes (e.g. ����� and ����� in figure 1). The iBGP variant is used to distribute inside an AS the best routes
learned from neighboring ASes.

Inside a single domain, all routers are considered as “equal” and the intradomain routing protocol announces all known paths to
all routers. In contrast, in the global Internet, all ASes are not equal and an AS will rarely agree to provide a transit service for all
its connected ASes toward all destinations. Therefore, BGP allows a router to be selective in the route advertisements that it sends
to neighbor eBGP routers. To better understand the operation of BGP, it is useful to consider a simplified view of a BGP router as
shown in figure 2.
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Fig. 2. Simplified operation of a BGP router.

A BGP router processes and generates route advertisements as follows. First, the administrator specifies, for each BGP peer,
an input filter (figure 2, left) that is used to select the acceptable advertisements. For example, a BGP router could only select the
advertisements with an AS-Path containing a set of trusted ASes. Once a route advertisement has been accepted by the input
filter, it is placed in the BGP routing table, possibly after having updated some of its attributes. The BGP routing table thus contains
all the acceptable routes received from the BGP neighbors.

Second, on the basis of the BGP routing table, the BGP decision process (figure 2, center) will select the best route toward each
known network. Based on the next-hop of this best route and on the intradomain routing table, the router will install a route
toward this network inside its forwarding table. This table is then looked up for each received packet and indicates the outgoing

2

Source: B. Quoitin, S. Uhlig, C. Pelsser, L. Swinnen, and O. Bonaventure, “Interdomain Traffic Engineering
with BGP,” IEEE Communications Magazine, Vol. 41, Issue 5, May 2003.
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Submarine cable map 2012

Source: TeleGeography
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Virtual interconnection map 2011

Source: TeleGeography
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Virtual interconnection map 2011

Source: TeleGeography
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Virtual interconnection map 2012

Source: TeleGeography
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Global VoIP traffic map 2010

Source: TeleGeography
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Main VoIP traffic routes 2008/2009

Source: TeleGeography
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Backbone topology as at March 2012. GÉANT is operated by DANTE on behalf of Europe’s NRENs.
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